MINISTRY OF EDUCATION AND SCIENCE OF UKRAINE
KYIV NATIONAL UNIVERSITY OF CONSTRUCTION AND
ARCHITECTURE

MINISTRY OF EDUCATION OF IRAQ
ALRAFIDAIN UNIVERSITY COLLEGE

UNIVERSITY OF BIELSKO-BIALA
MINISTRY OF EDUCATION AND SCIENCE OF POLAND

University
of Bielsko-Biala

The 1st International Conference on Emerging
Technology Trends on the Smart Industry and the
Internet of Things

«TTSIIT»

January 19 — 20% 2022
Ukraine-Irag-Poland



PEI[AKHIFIHA KOJIEI'IA:

Xnanouid FO. I. — 1oKTOp TEXHIYHHUX HAYK, Tpodecop
Kacim H. X. — xkanauaar TeXHIYHUX HayK, TOIEHT Kadeapu
Bnacenko M. M. — marictp, iHxeHep Kadeapu

[uctyn O. P. — 6akanaBp, cTapiuii 1abopaHT Kadeapu

m@EﬁP&
EKNTA KOMIpP
i RUREREPI 'OTERr,,

CEUR

Workshop
Proceedings

http://ceur-ws.org
ISSN 1613-0073




The 1st International Conference on Emerging Technology Trends on the Smart Industry and the Internet of Things, January 19% —
20t 2022

CTATTI, PEKOMEH1OBAHI JJIsA HYBJIIKA]{Ii Y BUJAHHI, AKE
IHAEKCYETBCSA Y HAYKOMETPHUYHIN BA3I SCOPUS
RECOMMENDED IN SCOPUS

Kyaikos II.
BCTVYIIHE CJIOBO. INTRODUCTORY WORD ......ccocoiiiiiiiiiiiiiiii s 6

Ibraheem H. M. Al-Dosari, Ibrahim Beram Jasim
IMAGE DENOISING IMPROVEMENT USING SINY-SOFT WAVELET THRESHOLDING...................... 7

Alnuaimy A., Shushura O., Zhyrov G.
IMPACT OF NOISE INSIDE SERVER ROOM........cooiiiiiiiiiiiiiiii e 7

Ahmed A. Thabit, Jawad H. M., Jawad A. M.
SIMULATION OF ANEW ALGORITHM TO ENHANCE THE SPECTRAL EFFICIENCY OF 5G FOR IOT

APPLICATIONS ..o e b e r e 8
Mohammed Khodayer Hassan, Ali Hassan, Aymen Mohammed Khodayer, Omer Mohammed
Khodayer

INTERNET SECURITY IMPACT ON E-BANKING USERS ...t 8

Aseel Khalid Ahmed, Ammar Falih Mahdi, Khlaponin D.
ADVANCED SMART ALGORITHM FOR INTEGRATING RFID AND IOT SECURITY .........oooevvvvveeeeen. 9

Fouad Jameel Ibrahim Alazzawi, Marwa Azzawi, Madiha Fouad Jameel, Khlaponin Y.
IOT-BASED PAIN MONITORING AND MANAGEMENT SYSTEM ......cooiiiiiiiiiiiiiiie e 9

Hazem N. Abdulrazzak, Aya A. Hussein, Kuchansky A.
A NOVEL MINIMIZED ENERGY ROUTING TECHNIQUE FOR IOT ASSISTED WSN.......ccccooviiinnn. 10

Hussein K. Khafaji, Mais A. Al-Sharqi, Nedashkivskiy O., Falat P.
A NEW IMPLEMENTATION FOR MAXIMAL ITEMSETS MINER USING ORACLE PL/SQL.............. 10

Ahmed A. Thabit, Karpinski M.
IMPLEMENTATION AND EVALUATION OF COGNITIVE RADIO BY FPGA FOR IOT APPLICATIONS

Ibraheem H. M. Al-Dosari, Sykhomlyn V., Sieliukov A.
INTELLIGENT  CLASSIFICATION  ENHANCEMENT  USING  SINY-HARD  WAVELET

THRESHOLDING ....ooitiiiiiiii e e s e s b e st e b e n e 11

Aqgeel Mahmood Jawad, Nameer Hashim Qasim, Haider Mahmood Jawad, Mahmood Jawad Abu-
Alshaeer, Rosdiadee Nordin, Sadik Kamel Gharghan
NEAR FIELD WPT CHARGING A SMART DEVICE BASED ON IOT APPLICATIONS......c....ccoevvveeene 12

Talib A. Al-Sharify, Zinah A. Alshrefy, Hussein Ali Hussein, Zainab T. Al-Sharify, Helen Onyeaka,
Mushtaq T. Al-Sharify, Soumya Ghosh
IOT AND E-LEARNING WITH THE IMPACT OF COVID 19 PANDEMIC LOCKDOWN ON THE

UNDERGRADUATE UNIVERSITY STUDENT BLOOD PRESSURE LEVELS: EDUCATIONAL PAPER

Khlaponin Y., Muhi-Aldin Hassan Mohamed, Nikitchyn A.
METHOD OF FORMING COMPLEX SERVICES IN NETWORKS USING VIRTUALIZATION

TECHNOLOGY OF NETWORK FUNCTIONS.......oooiiiiiiiiiii s 14



The 1st International Conference on Emerging Technology Trends on the Smart Industry and the Internet of Things, January 19% —
20t 2022

Zaritskyi O., Ponomarenko O.
TECHNOLOGY IN THE INDUSTRIAL REVOLUTIONS AND ITS IMPACT ON THE KEY

PERFORMANCE INDICATORS OF ORGANIZATIONS ........cccoiiiiiiiiiiiii i 15

Golubenko O., Onysko A., Lemeshko A., Zelnytskyi A., Zabolotnyi O., Zakharzhevskyi A.,
Turovsky O.
ASSESSMENT OF POSSIBILITY OF MODERNIZATION OF HIERARCHY CODE STRUCTURE OF

MULTIDIMENSIONAL SIGNAL TO INCREASE THE EFFICIENCY OF FUNCTIONING OF
EDUCATIONAL AND TRAINING TELECOMMUNICATION SYSTEMS ... 16

Kozubtsov 1., Lishchyna N., Kozubtsova L., Trush L., Yashchuk A.
INFORMATION TECHNOLOGY OF INFORMATION SECURITY AUDIT OF OBJECTS OF CRITICAL

INFRASTRUGCTURE ..ottt r e e e n e st e e ne e sneeane e 17
ABSTRACTS OF REPORTS. TE3U JOIOBIIEM..............ccccooooviiriiiieieieieieeiee s 18

Kondakova A. M, Kondakova S. V., Shabala Y. Y.
ENSURING THE SAFE TRANSMISSION OF INFORMATION WHEN USING THE INTERNET OF

THIINGS oottt e e et e e e ettt et e e e e s te e e e e s bt e e e e e aateeeeeasbeeeeesseeeeeaaaseeeaeeanseeeeeansneeeeeanrenans 18
Sieliukov A., Qasim N. H., Khlaponin Y.

CONCEPTUAL MODEL OF THE MOBILE COMMUNICATION NETWORK ......ccccccceeiiiiiiiiieeneceee e, 20
Shestak Y. V., Tolupa S. V, Torchylo A. P.

NETWORK SYSTEM STRUCTURE DESIGN FOR DATA CENTERS ........oooii e, 23
Shypovskyi V. V.

NATIONAL CYBER SECURITY SYSTEM: ANALYSIS OF CURRENT CHALLENGES IN THE FIELD
OF NATIONAL SECURITY AND STATE DEFENSE .......ooooiiiii ettt 27

Delembovskyi M. M., Terentiev O. O., Hamera L.
ANALYSIS OF TECHNOLOGIES FOR ORGANIZING THE PROTECTION OF CORPORATE

INFORMATION SYSTEM ....oiiiiiiiiiiiiiii i bbb 28
Zhyrov G., Lenkov E.S.

MATHEMATICAL MODEL OF THE SYSTEM FOR PROVIDING SPTA COMPLEX TECHNICAL
L0 ) 21 i I P PR PR TP 30

Humennyi D., Veselska O.
MATLAB SIMULINK MODEL TESTING BASED ON ISO 26262-0......ccccviiiiiiiiiiieiie e 32

Katsalap V., Pribyliev Y., Tsurko Y.
ANALYSIS OF FACTORS AFFECTING THE CYBERSECURITY STATUS OF THE INFORMATION

AND TELECOMMUNICATIONS SYSTEM OF CRITICAL INFRASTRUCTURE OBJECTS.................. 35
Vlasenko M.M., Kajstura K.

AJIATITUBHI TEXHOJIOTT BAXUCTY KIHIIEBOI TOUKH........cocvocviiieiieiiieisicveeeeieseeie e 36
Xaanonin /1. 1O.

MEXAHI3MU JIEPXKABHOTI'O YITPABJIIHHSI BUPOSHUILITBOM ITPU BITPOBA JDKEHHI IHTY CTPIT
PPN 39



The 1st International Conference on Emerging Technology Trends on the Smart Industry and the Internet of Things, January 19% —
20t 2022

IsmaiinoBa O. B., Kpacoscbka I. B., Kpacosebka K. K.
CUCTEMA IIATPUMKHN [PUMHATTA  PIIIEHb [0 BCTAHOBJIEHHIO IHIHHOCTI

THOOPMALIITHOTO AKTHIBY .......ooiiiiiieieecieiess et 41

Kpacorcrka K. K., I3maiinosa O. B., Kpacoscbka I'. B.
MVIJIBTUATEHTHUUA THAXIA TTPU TTOBYAOBI CHHEHAPIIO OLIHKM OUIKYBAHUWX 36UTKIB ITPU1

PEAJIIBALIIL 3AI'PO3 IHOOPMALIMHOT BE3ITEKU BAHKY .......ooooiieieeieieicieeeeee e 43

ITonxa P. M., Apremuyk M. B, Yepuum FO. O.
OBIPYHTYBAHHS  JJOLIUIBHOCTI  PO3POBKM  METOJIWK TIIPOBEJAEHHS  AYIUTY

KIBEPBESIIEKI........oiiiiiiiiiiii ettt ettt e r e n e 45

Ko3y6uos I. M., Kozyouoga JI. M., Kir I. B., Jlimuua B. O. , Apremuyk M. B.
BOMOBMM 10T IK HOBITHIU TPEH/] TEXHOJIOI'TI IHTEPHETY PEUEN: IIEPCIIEKTHUBU TA HOBI

[MPOBJIEMU 3ABE3ITEYEHHS KIBEPBESITEKU .......oooiiiiiiiiiiiicc s 46

Bumnskos B. M., Komapuunuskuii O. O.
I[MPUHIUIIN ITOBYIAOBU CUCTEM IoT 3AXUIHEHNX BIJ] KIBEPATAK........cooociiiiiiiiii 48

Crpax O. II., MapTunosa H. C.
IHTET'PO-AUDEPEHIIIAJIBHA MOJEJIb 3AXUIIIEHOCTI BE3IPOTOBUX CEHCOPHUX MEPEX

SMIIHAHOT'O THITY ..o bbb e a s n e 50

Bakanos B. C., Xycainos II. B., lllTanenko C. C.
AHAJII3 YMOB OPTAHIBALIl EKCHEPMMEHTAJIBHOI'O OLIIHIOBAHHS 3AXMWIIEHOCTI

I[MTPUKJIAZTHOI'O OBUYUCIIIOBAJIBHOI'O ITPOLIECY ...t 52

Hemeper I. I, 3inuenko 1. A., Tepemenko T. II.
CUCTEMHA METOJOJIOTTA ITPOI'HO3YBAHHSA KIBEPBE3IIEKMU ... 55

Bepe3oBcebka 0., Bacuienko B. 5 .
3ABE3IEYEHHS ®YHKI[IOHAJILHOI CTIMKOCTI IHOOPMALIIMHUX CUCTEM B YMOBAX

BIACYTHOCTI BUXIIHUX JAHUX ITPO BU3HAYAJIBHI BUITAZIKOBI BEJIMUUHUA ..................... 57

Vyshnivskyi V., Katkov Y. 5
HOBI TEXHOJIOTI'IL, IO PO3BUBAIOTHCA TA ®OPMVYIOTH IHY CTPIIO OHJIAUH-IT'OP58

@®OTO 3 KOHDPEPEHIIIT ............oooioiiiiicicee ettt 61



The 1st International Conference on Emerging Technology Trends on the Smart Industry and the Internet of Things, January 19% —
20t 2022

BCTYIIHE CJIOBO. INTRODUCTORY WORD

Ilerpo KyJikos

IIpoghecop, dokmop exoHOMIUHUX HAYK,

Pexmop Kuiscvkoeo nayionanvuozo ynieepcumemy 0yO0isHUYmMaea i apximexmypu.
Touecnuii akademix Hayionanvnoi akademii nedazociunux Hayk Ykpainu,
Jlaypeam [eporcasnoi npemii Yxpainu 6 eany3i HayKu i mexHiKu.

3acnyscenun npayisHuk oceimu Ykpainu,

IIpezuoenm Cninku pexmopie 3aknadie suwoi oceimu Yxpainu,

Biye-npesuoenm Byoigenvnoi nanamu ma Axademii 6yodisnuymea Yxpainu

[[TanoBHI yyacHUKH KOH(pEPEHTIii!

Mix HamMMu YHIBEpCUTETaMH Mianucani MeMopanaymu npo criBopaunto. | cborogHi Mu
Ma€EMO HAarojy MPUUHSATH Y4acThb y CIUJIBHOMY 3aXofl — KOH(EpeHIlli, sika OpraHizoBaHa
1HIIIATUBHUMHU TPYIIAMH HAIIIUX YHIBEPCUTETIB.

Ham yniBepcuter rorye QaxiBiiB 3 OymiBeJIbHUX Ta apXITEKTYpPHUX CICIIAIbHOCTEH, a
TaKOX 3allIKaBJIECHUN y MATOTOBI (axXiBIiB 3 TAKUX MEPCIICKTUBHUX HAIIPSMKIB, K1 ChOTO/IHI
OynyTh oOroBoproBarucs Ha koHbepeHIli. Tema koH(bepeHIlli Ha CbOTOHIIIHIN JEHb € JTyKe
aKTyaJIbHOIO, TOMY 1110 B Oy/IIBHUIITBI BIPOBAHKYIOTHCSI HOBI TEXHOJOT1, Taki K ‘“Po3ymMHuit
OyauHOK”, “Po3ymMHE MICTO” Ta BIOPOBAKYIOTBCA TEXHOJOTIT IHTepHETY peued mnpu
eKCIUTyaTalli »KUTI0BUX Ta mpoMucioBux Oyaisesnb. KHYBA mae TicHI napTHEpChKI 3B’ S13KHU 3
OyI1BETbHUMHU KOMITaHISIMU Ta MOKE 3aIPONIOHYBATH apXITEKTypHi Ta Oy/AiBEIbHI PIILICHHS Ta
IPOEKTH KUTIOBUX Ta TPOMHUCIOBUX 00’ EKTIB.

CnopiBaroch, 10 poboTa KoH(pepeHilii Oye MiIigHO, MU BUCTYIUMO 3 JOMOBIISIMU Ta
MOJUTMMOCS PEe3yIbTaTaMH CBOIX HAYKOBUX JIOCIIIIKEHb.

baxato ycmixy!
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IMAGE DENOISING IMPROVEMENT USING SINY-SOFT WAVELET
THRESHOLDING

Ibraheem H. M. Al-Dosari’, Ibrahim Beram Jasim?

! Al-Rafidain University College, computer communications engineering department, Baghdad, Iraq
? Algalam University College, electrical and computer engineering department, Kirkuk, Iraq

Abstract

The problem of image denoising plays an important role in the field of image processing due to the noise foundation
in any life medium that will causing image corruption, the goal of the paper is to present a new proposed thresholding
technique for image denoising.

The aim of the work is to evaluate the new proposed thresholding method and make a comparison with other
denoising methods in the recent literatures using some common performance measure. A wavelet based denoising
algorithm is proposed to improve the image quality; different methods are listed for comparative study and evaluation.
The procedure for wavelet based denoising method is to calculate the wavelet transformation for the noisy image, then
thresholding the coefficients in the wavelet domain with new proposed thresholding and proper selected threshold other
parameters. The evaluation process involved of suing PSNR as a performance metric among various introduced
denoising methods. The proposed thresholding method has been implemented using Matlab simulation program for
denoising image and improves its quality. The obtained results have confirmed the proposed thresholding method
operability and permit for recommending the new proposed method for solving the problem of noisy image by improving
its quality though the proposed method. The prospects for further research can involve the investigation for proposed
method operability with signal and image applications and other life and practical problems.

IMPACT OF NOISE INSIDE SERVER ROOM

Ahmed Alnuaimy!, Oleksii Shushura?, Genadiy Zhyrov®

! School of Engineering, St. Mary's University, San Antonio, Texas, USA
? National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”, Kyiv, Ukraine
7 Taras Shevchenko National University of Kyiv, Kyiv, Ukraine

Abstract

Hearing loss is a major health issue in the work environment. Exposing humans to excessive sound levels or
frequencies can adversely impact the ability of workers to communicate or hear. Noisy environments inside data centers
present a unique occupational safety exposure to staff and operators which spend a considerable amount of time in the
rooms to perform daily tasks. The specific sound frequency emitted by servers may also have a negative impact on
worker performance and well-being which has not been analyzed in the past as this is an emerging technology. Specific
opportunities may exist by analyzing the characteristics of the sound signal produced from servers in the server rack
partially cancel the sound waves through similarity, time-delay and the correlation for the produced signals.
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SIMULATION OF ANEW ALGORITHM TO ENHANCE THE
SPECTRAL EFFICIENCY OF 5G FOR 10T APPLICATIONS

Ahmed A. Thabit!, Jawad H. M.2, Jawad A. M.}

I Computer Communications engineering department, Al-Rafidain University College, Baghdad, Iraq
? Department of Technical Computer Engineering, Al-Rafidain University College, Iraq
3 Department of Technical Computer Engineering, Al-Rafidain University College, Iraq

Abstract

The wireless communication systems witness a huge developments in the mobile generations (1G to 5G and recently
6G). These generations is available to satisfy the users need. The basic goal of this paper is to simulate a 5G system in
the physical layer for IoT applications.

A proposed model in this paper is a sensing system for various signals schemes at different noisy channels. The model
depends on new radio (NR) to work at high frequencies in wireless communication applications and IoT applications.
The design of the system was based on using a variety types of modulation most commonly used in communication
systems: OFDM, 8PSK and MQAM. Matlab simulation tools is used to implement the proposed system, where signals
of various lengths and different types of noise were taken. The noise types such as AWGN, phase noise, frequency offset
and Dc offset are applied to check the efficiency of the aimed system.

The proposed 5G system have been implemented in software by matlab simulation tools to evaluate the results
through constellation diagram, frequency spectrum and time scope shows a good response

Obtained results from this work shows a good results in terms the frequency spectrum and. constellation diagram.
5G is the attractive newest technology that must to be studied in details, especially for communication engineers.

INTERNET SECURITY IMPACT ON E-BANKING USERS

Mohammed Khodayer Hassan', Ali Hassan?, Aymen Mohammed Khodayer?, Omer
Mohammed Khodayer*

" Al-Rafidan University, Department of Computer Science, Baghdad, Iraq

? Institutes for post graduate studies, Iraqi commission for Computers & Informatics, Baghdad, Iraq

? Al-Farhidai University, Head of the Department of Communication Engineering Baghdad, Iraq

* Polteckina University of Bucharest, the Department of Telecommunication Engineering, Bucharest, Romaine

Abstract

Information technology has been used widely in different sectors in daily task to fulfill Customers and
organization’s needs. Banking business is one of the main trends that use information technology in wide
range. Customers can deal with banks through Websites which E-banking or using a credit card at an ATM
what it is called. One of the most important factors in the success of electronic banking services is security. A
strong security system is critical for a safe banking system in order to prevent hacking of the client's banking
account and any private information of the customers in the bank system's databases. Any of the tasks can only
be performed by legal or authorized personnel. As a result, bank systems must ensure that their transactions
run as they should, in a secure manner, and that no activities occur that could result in a loss to the bank
organization and its clients or customers. Banking account hacking has resulted in millions of dollars in losses
in the wild world due to security system vulnerabilities. That kind of paper discusses the attacks on the banking
system, the importance of the robust security system and the security measures that have been taken to prevent
a great lost to the financial institution. Recommendations have been made to prevent any intrusion in the
future. This paper shows the security trends to word helping customer and banks in their works to get better
performance in doing their jobs by using electronic banking system.
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ADVANCED SMART ALGORITHM FOR INTEGRATING RFID AND
10T SECURITY

Aseel Khalid Ahmed', Ammar Falih Mahdi', Dmytro Khlaponin®

! Al Rafidain University College, College of computer communications Engineering, Hay Al - Mustansiriyah, P. O. Box

46036, Baghdad, Iraq
2 Kyiv National University of Construction and Architecture, Povitriflotskyi Ave., 31, 03037, Kyiv, Ukraine

Abstract

This research is an exploration into developing a system for enabling Radio Frequency Identification (RFID) labels
to be connected to the Internet while taking into account their unique impediments. Additionally, this mechanism enables
the tag to be extraordinarily distinct and spoken to as a communication material capable of communicating with other
participants, which can facilitate and rearrange the use of the "Internet of Things" concept in the not-too-distant future.

To build a mechanism capable of connecting RFID labels to the Internet. The methods taken by various researchers
are investigated and dissected, enabling a better understanding of the difficulties and shortcomings associated with RFID
labels connected to the Internet. The analysis and examination have resulted in the creation of another system that allows
use of TCP/IP. The structure established in this paper is predicated on the capability of RFID labels to be used as
procedures (TCP forms) within a host. As a result, each procedure has a procedure ID or port number, which enables
various members to identify and communicate with the tag through the process ID. This is accomplished through a built-
in interpretation portion that converts the RFID tag's authentic personality (ID) to a new ID that can be recognized as a
TCP port number.

The results of this paper show that the system worked effectively for the purpose for which it was designed. The
results show that the actualized system enables RFID labels to be linked to the Internet and to be exceptionally distinct.
Additionally, it enables labels to send and receive information and guidance outside of the RFID system, through the
Internet, and from various members. The framework's success would provide several experts with opportunities to
actualize the concept of "Internet of Things".

IOT-BASED PAIN MONITORING AND MANAGEMENT SYSTEM

Fouad Jameel Ibrahim Alazzawi’, Marwa Azzawi’, Madiha Fouad Jameel®, Yurii
Khlaponin*

" Computer Engineering Department, Al-Rafidain University college, Baghdad, Iraq

? Biomedical Engineering Department, Al-Nahrain University, Baghdad, Iraq

 Department of Dentistry, Al-Rafidain University college, Baghdad, Iraq

‘Kyiv National University of Construction and Architecture, Povitriflotskyi Ave., 31, 03037, Kyiv, Ukraine

Abstract

Patient suffering from pain is in need for an immediate medical intervention, however in some cases self-pain
assessment is not available due to unconsciousness or prone to errors due to observer’s biases. Therefore, automated
pain assessment and management is needed. The internet of things (IoT) revolution along with biosensor technology
could be convenient for pain assessment and management application. Therefore, this paper is a mini-survey of the
literatures in this field published in six years (2016-2021) was conducted in three online databases. Hundreds of papers
were found, however after title, abstracta and contents screening only 13 papers were included. This paper is aimed to
review the papers that suggest a pain assessment model in a [oT philosophy, in order to summarize the present work and
propose new suggestions for future work. Research with different pain levels, in a bigger and real patient population
with different diseases were suggested in the conclusion for future work.
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A NOVEL MINIMIZED ENERGY ROUTING TECHNIQUE FOR 10T
ASSISTED WSN

Hazem N. Abdulrazzak', Aya A. Hussein?, Alexander Kuchansky?

! Al-Rafidain University College, Baghdad, Iraq.
2 Gilgamesh Ahliya University-GAU Baghdad, Iraq
3 Kyiv National University of Construction and Architecture, Povitriflotskyi Ave., 31, 03037, Kyiv, Ukraine

Abstract

The problem of routing in WSN (Wireless Sensor Network) is to minimize the energy consumption during data
transmission, the [oT (Internet of Things) monitoring system use the horizontal clustering of WSN to achieve this goal.
The goal of this work is to create multi clusters with multi cluster head to communicate with sink node, the sink node
directly connects to [oT server. A set of clusters has been created by dividing the WSN area in to 5 clusters horizontally,
in each cluster the CH (Cluster Head) collects the data from all sensor nodes and communicate with sink node. The
energy consumption is calculated based on wireless radio model and proposed clustering algorithm. The total energy
consumption, normalized average energy and residual energy of proposed protocol is better than the two existing
protocols that compared, the two protocols are PEGASIS (Power-Efficient Gathering in Sensor) and IEEPB (Improved
Energy- Efficient PEGASIS- Based protocol). The results show that the H-IEEPB (Horizontal Improved Energy-
Efficient PEGASIS- Based protocol) has an improvement in energy consumption and minimize it more than 10% and
25% compared with PEGASIS and IEEPB respectively, the residual energy and the normalized average energy also get
good results compared with the others.

ANEW IMPLEMENTATION FOR MAXIMAL ITEMSETS MINER
USING ORACLE PL/SQL

Hussein K. Khafaji', Mais A. Al-SharqiZ, Oleksiy Nedashkivskiy®, Pawel Falat*

" Al-Rafidain University College, Baghdad, Iraq

2 University of Information Technology and Communications Baghdad, Iraq

3 National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”, Kyiv, Ukraine
4University of Bielsko-Biala, 2 Willowa St, 43-309, Bielsko-Biala, Poland

Abstract

The problem of determining how to implement a data mining system as looslly-coupled or tightly-coupled remains
amajor challenge as it affects the performance of the system and the consumption of memory and computation resources.

The aim of the research is to propose a new approach to data mining design based on aggregating a data mining
system with data intended for mining under the umbrella of database management systems. The authors produced a new
algorithm to mine maximal itemsets depending on Bees' algorithm named Maximal Itemsets Mining Algorithm Based
on Bees' Algorithm, MMIBA. MMIBA was implemented as loosely-coupled miner. This research presents a new
implementation for MMIBA using Oracle PLASQL. The aim of this implementation is to combine the mining system
with the data to be mined. This approach excludes many drawbacks associated with other approaches such as the conflict
of data environment and mining system environment, data transfer between these different environments, and data
format conversion due to the mismatch of the formats that are supported by various environments. This approach
dominants the loosely-coupled implementation in considerable amount of execution time and memory consumption.
The proposed system was tested using many real and synthetic databases with wide range of properties including size,
number of items, database sparseness or its density. Many values for minimum support and conflict were used in these
tests to prove the robustness of the designed system. Experiments showed that the techniques of implementing mining
algorithms affected their efficiency, and this was demonstrated by increasing the efficiency of MIMBA when it was
implemented by collecting data with the miner that uses it in a single software environment.

10



The 1st International Conference on Emerging Technology Trends on the Smart Industry and the Internet of Things, January 19% —
20t 2022

IMPLEMENTATION AND EVALUATION OF COGNITIVE RADIO BY
FPGA FOR 10T APPLICATIONS

Ahmed A. Thabit', Mikolaj Karpinski’

! Al-Rafidain University College, Baghdad, Iraq
? Department of Computer Science and Automatics, University of Bielsko-Biala, Poland

Abstract

The receivers have problems in the detection of signals from noisy signals at high frequencies. The object from this
work is to evaluate of implemented cognitive radio to make a difference between signal and noise by FPGA and Arduino.

The basic goal of this paper is the implementation of cognitive radio at high frequency for IoT applications based on
FPGA and Arduino. A model that has been proposed is a detection system to distinguish the signal from the noise. The
model depends on cognitive radio (CR) to work at high frequencies in wireless communication applications and IoT
applications. The design was based on the use of a variety of types of modulation most commonly used in communication
systems, namely MFSK, MPSK and MQAM. Different and varied levels up to 256QAM and at high frequencies are
used to simulate the existing reality and using the Matlab program for the purpose of simulating the proposed system in
the work, where signals of various lengths and different types of noise were taken, such as AWGN and also FADING.
After that, the system was trained based on Monte Carlo simulation and the use of neural networks. The practical
implementation relied on the use of programmable chips such as FPGA and also ARDUINO, in order to achieve the
principle of Internet of Things or device to device communication.

The proposed system have been implemented in software by matlab and practically using programmable digital
devices (FPGA and ARDUINO) to evaluate the results. High detection probability are obtained with very low sensing
time at low SNR value

The proposed system provide excellent results as shown in the paper that shows higher detection probability
at minimum SNR. There is a good compatible of the results between the simulation and the practical results.

INTELLIGENT CLASSIFICATION ENHANCEMENT USING SINY-
HARD WAVELET THRESHOLDING

Ibraheem H. M. Al-Dosari/, Viktor Sykhomlyn?, Alexander Sieliukov?

" Al-Rafidain University College, computer communications engineering department, Baghdad, Iraq
? Vice-Rector forUkrainian State Employment Service Training Institute (USESTI), Ukraine
IKyiv National University of Construction and Architecture, Povitriflotskyi Ave., 31, 03037, Kyiv, Ukraine

Abstract

Many signal transmission over communications system face an inherent noise attack the transmitted signal and cause
the degradation in the signal quality at the receiver end. One of the popular techniques to overcome this noise attack is
to make a prepossessing for the noisy signal before transmission over the channel. The aim of the work is to use Wavelet
based signal denoising method for noise removal and enhance the intelligent classification results.

In this work a new proposed wavelet thresholding method is formulated and implemented for signal enhancement.
The proposed method is compared with classical method using different performance indices such as NMSE (normalized
mean square error) and ESNR (enhancement in signal to noise ratio).

The results for new proposed method shows outperforming 10% in ESNR and 5 % in NMSE when using symlet8
wavelet mother function with5 decomposing levels.

The conducted results have confirmed the success for the new proposed wavelet thresholding method in
signal denoising, this enhancement in processed signal will improve the signal quality at the receiving end and
increasing signal to noise ratio enhancement for the overall communication system.
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Abstract

Near-field wireless power transfers (WPTs) have seen major developments in recent years due to the increasing
popularity and availability of smart devices for the Internet of Things (IoT) applications. To improve the power transfer
energy (PTE) and transfer distance for charging smart mobile phones based on MRC by designing a copper wire coil to
solve the air gap problem between the transmitter and receiver coils. As an energy-harvesting technique based on
magnetic resonator coupling (MRC), WPT can charge batteries in smart devices, especially in mobile [oT devices where
changing the batteries can be inconvenient. In this study, the multi-different copper wire coil (MDCWC) cover shield
and double-receiver copper wire coil (DRCWC) systems were proposed to deliver power to devices with low-power
consumption with a P-P topology using a Royer oscillator in one important scenario. The design scenario was
implemented using the MDCWC in the transmitting and receiving circuits. However, three loads were used to test the
performance metrics of the system, namely, 20, 50, and 100 Q for home appliances. To achieve the aim, two near-field
WPT techniques a DRCWC and MDCWC were designed and developed. An MDCWC having a covered copper wire
coil design improved transfer power to 5.04 W and efficiency to 84% at 20 mm with a 100 Q loaded systemin alignment
condition. The results revealed that the coil geometry contributed to improving the performance metrics in terms of
transfer power efficiency and transfer distance. The corresponding transfer power and efficiency values for the MDCWC
were 5.04 W and 84% at 20 mm, 4.2 W and 70% at 60 mm, and 3.02 W and 50.37% at 150 mm, respectively, whereas
the theoretical result of the transfer efficiency was 96%. However, the theoretical and experimental studies proved that
the DRCWC prototype could be used to charge cell phones with a maximum air-gap range of 10 to 300 mm between
the transmitter and receiver coils. Lastly, it should be noted that the proposed system can charge one device.
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Abstract

Since December 2019, Millions of people around the world suffer from the effects of hypertension due to COVID 19
pandemic and all the stressed caused by this new virus. Around 40-50% of people worldwide can be assumed to have
some form of hypertension especially after the pandemic lockdown. However, the advancement of using the new
technologies, IoT and the E-learning during this lockdown period can support the education performance of the
university students and continue their study without spreading the virus due to the direct contact with infected patients.
This paper will study and compare the factors that contribute to hypertension which are caused by changes in systolic
and diastolic blood pressure during this lockdown period. many students were surveyed and their blood pressures
(BP)were monitored using automatic devices. The BP of undergraduate students during the lockdown period were
identified as having higher systolic and diastolic readings however the results reflected no direct causation between
stress and blood pressure, and rather were representative of the factors which will be studied further in this paper. The
readings are compared with the definitions of hypertension according to the American Heart Association (AHA). A
thorough understanding of the factors is important in the field of Internet of medical things (IoMT) medicine and therapy
to help patients suffering from hypertension and to monitor this situation.
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Abstract

NFV technology allows you to replace physical network devices with certain functions with their software image as
virtual network devices that perform the same functions on public server equipment. In order to cover the whole range
of solutions for providing the required quality of service, it is necessary to develop a method for increasing the QoS
level, in the absence of services with the required level of quality of service. In order to solve the problem, a mathematical
method for the formation of a distributed complex service based on the information on available atomic services in the
network is proposed.

The proposed method allow to increase the reliability and performance of the requested services. Applying the
method of forming a distributed service and a method to increase the reliability of the service will allow to supplement
and improve the mechanism of formation of services with the required quality indicators, increase the number of better

services in the network, reduce the load of services with high PCs through the use of services with lower values of
parameters QoS.
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Abstract

Context. The article considers topical issues of interconnection of life cycles of business, production, product models
of enterprises and key indicators of their activities through the prism of the evolution of information systems, their
impact on the pace of development of enterprises and the role that information systems play in industrial revolutions.

Objective. The overall objective of the study is to assess the impact of information systems on the development of
enterprises in the process of industrial revolutions by assessing the key performance indicators covering all perspectives
(functional areas of enterprise development) of the balanced scorecard as one of the progressive systems of strategic
management of organizations.

Method. Formalization of key performance indicators through the mathematical apparatus was carried out using the
methodology of strategic management of the enterprise - the balanced scorecard.

Results. The study formalized the types of basic IS and software, their impact on the development processes of
enterprises during the industrial revolutions by assessing certain key performance indicators in terms of the balanced
scorecard methodology, which was first described using a mathematical apparatus.

Conclusions. The main directions of transformation of modern production are defined by three global technological
trends: network integration, intellectualization and flexible automation. The development and widespread
implementation of IP has doubled the pace of technological revolutions and, in fact, determines all further enterprise
development strategies within these technological trends. The next (fifth) industrial revolution will be defined
exclusively by the development of data science and the transition to new system architectures of computing systems or
their combinations, for example using neurosynaptic and quantum computers, which will allow using all the possibilities
of industrial Internet of Things and Digital twin’s concepts in almost real time.
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Abstract

Context. In order to increase the efficiency of modern functioning of educational and training telecommunication
systems, research is currently being conducted to increase the amount of information transmitted, its security and speed
of transmission through communication channels. One of the directions of such work is the introduction of the approach
to the use of multidimensional signals when using them in continuous information transmission channels of educational
and training telecommunication systems. The results of research conducted in recent years show that to ensure high
quality information transmission in continuous channels can be a method of joint demodulation and decoding operations
in the process of performing a single procedure, which involves creating a code structure of multidimensional signal.

In the given article the questions of an estimation of possibility of modernization of a hierarchical code design of a
multidimensional signal by a method of variation of its parameter for increase of efficiency of work of a continuous
channel of information transfer in educational and training telecommunication systems are considered. It is established
that the hierarchical code construction of a multidimensional signal, when applied, has the potential to increase the speed
of information transmission through a continuous channel. This can be done by upgrading the specified code structure
of the signal by reducing the signal distance.

The influence of the reduction of the signal distance on the efficiency of the hierarchical code construction
is estimated. It was found that by reducing the signal distance of the hierarchical code structure of the signal
from 2 or more times, the signal transmission rate can increase and reach up to twenty percent. The
implementation of the modulation procedure has no fundamental difficulties, provided that for each code of
the code structure known coding procedure using binary codes. The obtained results allow to build a
sufficiently accepted procedure for demodulation according to the hierarchical code constructions of the signal
with a simultaneous increase in the data rate in the continuous channel that will use such a code construct.
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Abstract

Context. The scientific and practical task to substantiate the mathematical apparatus on the basis of which
the information technology of information security audit of critical infrastructure is developed, which provides
verification of compliance of critical infrastructure with the general requirements approved by the Cabinet of
Ministers of Ukraine dated 2019-06-19, No.518. A security audit is one of the most effective measures to
increase the level of information security of the critical infrastructure. Objective. The purpose of the work is
to create information security audit of critical information infrastructure on the basis of separate partial
solutions of information technology. Method. On the basis of the general requirements defined by the
Resolution of the Cabinet of Ministers of Ukraine dated 2019-06-19, No.18 “On approval of the General
requirements for cyber protection of critical infrastructure objects” a set of indicators and evaluation criteria
was proposed. The structure of future information technology was offered. In accordance with the structure of
information technology, the stages of the methodology of information security audit of critical infrastructure
were built. The technique contains a simple mathematical apparatus that simplifies calculations even in
Microsoft Excel spreadsheets. In this paper, in contrast to the known methods and techniques, it is proposed
to take into account the weight of the importance of information security requirements. As a result, the method
has become sensitive to the most critical requirements for cybersecurity of critical infrastructure. Results.
Information technology of information security audit of critical information infrastructure objects has been
developed. Conclusions. The experiments in Microsoft Excel spreadsheets confirm the efficiency of the
proposed method. It is advisable to recommend the development of software that would in practice automate
the process of information security audit of critical information infrastructure. The scientific novelty of the
obtained result is that for the first time the information technology of information security audit of critical
infrastructure facilities was developed, which provides verification of compliance of critical infrastructure
facilities with the general requirements approved by the Cabinet of Ministers of Ukraine dated 19 June 2019,
No.518. The practical significance of the work lies in the possibility of developing information technology
software. Prospects for further research in this area. The presented study does not cover all aspects of this
problem. Theoretical and practical results obtained in the process of scientific research are the basis for further
study in such areas as the development of information technology software.
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AHOTANIA
Kopuctyrounch nocarHeHHsIMHU [HTepHETY pedeil, Mano XTO 3aMUCIIOETHCA IPO T€, YM 3aXUIIEHI [JaHi, IO HepeAaroThCs Bif
JardukiB. Posdymitoun HeOe3meKy NepexOoIUIeHHsS Ta HECaHKIIOHOBaHOI 3MiHM iH(opMmalii, y poOOTi po3IIsIArOThCS OCHOBHI
BapiaHTH HECAaHKI[IOHOBAHOTO TOCTYITY A0 iHpOpMAIIii i gac i mepenadi o kabemro Ta BiAKpuToMy [HTepHETY Ta MIISXU 3HHKESHHS
HMOBIPHOCTI ITEPEXOTUICHHS JaHUX.
KJIKOYOBI CJIOBA: InartepHer peueii, 3axuct iHndopmarii, cepemoBuile nepenadi indopmarii, ximacudikamis
iH(opMaIlii, MPOTOKOJIU TYHETIOBaHHS.

ABSTRACT
When using the achievements of the Internet of Things, few people think about whether the data transmitted from sensors is
protected. Understanding the danger of interception and unauthorized changes in information, the paper considers the main options
for unauthorized access to information during its transmission by cable and open Internet and ways to reduce the likelihood of data
interception.
KEYWORDS: Internet of Things, information protection, information transmission medium, information
classification, tunneling protocols.

1. HOW TO MAKE SAFE SIGNAL impossible to configure the equipment to work together,
TRANSMISSION FROM THE SENSOR TO THE access the IP camera from a mobile device.
ADMINISTRATOR? IP cameras work on the TCP / IP protocol stack.

In today's world, data protection from a variety of Therefore, for data protection, it is possible to use
sensors, CCTV cameras, and more plays an importantrole.  information security tools, such as IPsec, ssh-protocol that
Next, we will consider the problem of protection of provides data encryption, or an extension of the tcperypt
information transmitted in digital and analog form by protocol itself. And if you use additional secure tunneling
various communication channels on the example of [P with OpenVPN or L2TP / IPsec, the probability of

camera and temperature sensor. successful unauthorized access to data is quite small.
Another option to ensure an increased level of security
1.1 ENSURING SECURE DIGITAL DATA of data transmission and information integrity is the use of
TRANSMISSION OVER THE INTERNET electronic digital signature.
To begin with, consider the principle of operation of the An electronic digital signature in accordance with ISO

IP camera. The lens focuses the image on the matrix. The 7498-2 is the information obtained by cryptographic
matrix converts color into an electrical signal. The signal conversion of a data block, which allows the recipient to
is fed to the processor for processing color, brightness and  verify the integrity of the block and the authenticity of the
more. The video stream arrives at the compressor. The source, as well as protection against forgery of the
compressor compresses the flow - the data is now ready to  recipient.

be transmitted to the network via an Ethernet controller. It This information is a cryptographic hash function,
is at this point that there is a need to implement additional =~ which is usually created with a length of 128 bits or more,
measures to protect information. which far exceeds the number of messages that will ever

Each IP camera has its own I[P address, which is exist in the world. Many reliable cryptographic hash
transmitted with the connection and is used to synchronize features are available for free. MD5 and SHA are widely
the camera with the recorder: using a command or a known. The main mathematical methods used in EDS
special program, the recorder uses the IP address of the systems today are asymmetric transformations in rings,
camera and connects to it. Without an [P address, it is  Galois fields and a group of points of elliptic curves.
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Quite a good hardware and software solution for
creating EDS is a complex of users of CSC "IIT User CSC-
1",

Ensuring the integrity and irrefutability of the
authorship of electronic data and documents circulating in
the system is implemented by creating and verifying an
electronic digital signature of data and documents, both on
the user side of the system and on the server side.

The key -certification center (CSC software and
hardware complex) is used to organize the key system (key
data management) of the complex.

The complex cryptographic algorithms and protocols
are used in the complex:

- encryption algorithms according to DSTU GOST
28147: 2009 and TDEA and AES according to ISO / IEC
18033-3: 2010;

- EDS algorithms for DSTU 4145-2002, RSA for
PKCS 1 (RFC 3447) and ECDSA for DSTU ISO / IEC
14888-3: 2014;

- hashing algorithms according to GOST 34.311-95 and
SHA (SHA-1 and SHA-224/256/384/512) according to
DSTU ISO /IEC 10118-3: 2005;

- key distribution protocols according to DSTU ISO /
IEC 15946-3 (item 8.2) and RSA according to PKCS 1
(RFC 3447).

Formats of key data and other special information meet
the  requirements of  international  standards,
recommendations and current regulations:

- formats of certificates and lists of revoked certificates
- according to DSTU ISO / IEC 9594-8: 2006 and
technical recommendations RFC 5280;

- formats of signed data (data from EP) - according to
DSTU ETSI EN 319 122-1: 2016 and DSTU ETSI EN 319
122-2: 2016, technical recommendations RFC 5652
(PKCS 7) and 5126;

- secure data formats (encrypted data) - according to the
requirements for cryptographic message formats and
technical recommendations RFC 5652 (PKCS 7);

- Certificate status information request formats and
Certificate status information response formats (OCSP
protocol) according to RFC 2560 technical
recommendations;

- formats of requests for the formation of timestamps
and timestamps themselves (TSP protocol) - in accordance
with DSTU ETSI EN 319 422: 2016 and technical
recommendations RFC 3161;

- private key formats - according to technical
recommendations RFC 5958 (PKCS 8) and PKCS 12.

1.2 ENSURING SECURE DATA TRANSMISSION
IN DIGITAL FORM BY WIRED
COMMUNICATION LINES

In addition to transmitting data over the open Internet,
it is possible to send information via wired transmission
lines.

Wired connection provides stable and high-speed
transmission, but requires the laying of networks limited
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by the length of the cable type: 100 m - for twisted pair,
500 m - for coaxial, 100 km - for fiber (excluding repeaters
or switches). So it makes sense to consider only fiber-optic
transmission lines to send data from sensors or cameras to
the user.

Connecting to fiber-optic communication lines is quite
difficult and expensive, because such a communication
channel has no side radiation and requires at least careful
removal of insulation. There are now many hardware
solutions to combat the illegal interception of information
from optical communication cables, from additional
protection of the cable to the installation of reflectometers
for continuous measurement of optical signal, which
makes it impossible to intercept.

1.3 PROVIDING SECURE DATA TRANSMISSION
FROM THE SENSOR IN ANALOG FORM OVER
THE INTERNET

However, not all sensors transmit information in a
digital signal.

If an analog signal coming from the Internet comes
from the sensor, it is advisable to use an analog-to-digital
converter, but it is necessary to avoid the possibility of
error during the conversion. Then the signal is protected as
in the previous case.

The scheme will look something like this:
g
@ S
Information
Tempenture = analog to digital =4 ;aer;::x;smn = | The end device
sensor converter

Figure 1 — Information conversion scheme

1.4 ENSURING SECURE DATA TRANSMISSION
FROM THE SENSOR IN ANALOG FORM, WIRED
COMMUNICATION LINES

However, sometimes it is impractical to use analog-to-
digital converters. In this case, the best solution is to
transmit the signal over fiber-optic communication lines
using amplitude or frequency modulation and the best
possible control of the integrity of the communication line.

Although in most cases it is safer and more reliable to
transmit information in digital form.
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AHOTANIA
[lin KOHIENTYyaJbHOIO MOMEIUIIO OyIb-sKOI CHCTEMH CIiI PO3yMITH ii aOCTpakTHy MOIeNnb, sSKka BH3HAYA€ CTPYKTYpy Ta
BIIACTHBOCTI ii €JIeMEHTIB, a TaKOX BPaxOBY€ BXiJHI, BUXiJHI MMapaMeTpHu, 30BHINIHI (paKTOpH Ta KepyrOdHid BIUTUB. Mepexka
MOOLITEHOTO 3B’ SI3Ky B 3arajlbHOMY BHIVISIL € PO3MOAUICHOIO B IPOCTOPi TEXHITHOIO CHCTEMOIO 3 IIPOTPaMHO-TEXHITHUMH 3aCO0aMH
00pobOku Ta 06MiHY iH(pOpMaii (miacrucTeMamu). 3aponoOHOBaHA KOHIIETITYaIbHA MOJIENTb Mepeki MOOLTEHOTO 3B’ 13Ky MOXKE OyTH
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ABSTRACT
The conceptual model of any system should be understood as its abstract model, which determines the structure and properties
of its elements, as well as takes into account input, output parameters, external factors and control effects. The mobile network in
general is a technical system distributed in space with software and hardware means of information processing and exchange
(subsystems). The proposed conceptual model of the mobile communication network can be used to develop a methodology for its

further development.

KEYWORDS: structure, transmission, terminal, indicators, resource, packets, LTE network.

The conceptual model of any system should be
understood as its abstract model, which determines the
structure and properties of its elements, as well as takes
into account input, output parameters, external factors and
control effects. Such a model in the most general form is
determined by the dependence [1]:

vk = £ (X5@WE®),UE(),04(1)),

ae Y - initial parameters of the system, which consists
of kclasses of elements;

Xk input parameters;

W¥ - parameters of the internal state;

U¥ - parameters of controlled influence;

0 - parameters of external factors.

All parameters may change over time t.

Any communication system in general is a technically
distributed technical system with software and hardware
for processing and exchanging information (subsystems).
The Mobile Network (MN) is not exclusive. For example,
for MNs of the LTE standard at the input of such a system
are UE (UserEquipment), the internal state is described by
the network core, controlled influence is provided in
eNodeB nodes, control the necessary flows and resources,
external factors are usually interference, multi-beam
reflection and others, the initial parameters of the system
will be a significant number of indicators of quality of
service.

The MN conceptual model can be built both for the
general system and for its individual elements. Thus, [2]
proposes an approach to building a conceptual model of a
mobile network, which will provide adaptive management
of resources and individual information flows to ensure
end-to-end service quality in conditions of temporary lack
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of spectral resources and instability of the radio channel.
This model is based on the use of the method of optimal
distribution of radio resources. However, it is recognized
that the proposed solutions concern only the allocation of
resources at the base station level to the so-called channel
level in order to rationally use resources to ensure quality
of service within the LTE architecture. In fact, the mobile
operator cannot guarantee the quality of service from end
to end, because the packet data goes beyond the LTE level
of the network core, namely the level of external IP-
oriented networks does not provide any guarantees of
quality of service. information flows in network nodes
(routers) is based on certain methods of QoS, to which the
mobile operator has no influence.

The vector of input parameters X* can be set by a set
of units, for example [1]:

Xk = [Q%9yym],

Jle Qk'q - the number of terminal systems k-th traffic
class g-th type;

yijm - call intensity between nodes i and j network.

The vector of internal state parameters W¥ can be set
by a set of units, for example [3]:

W* =[G, Z, Hyx, Vi, 1y,

ne G - type of communication network structure;

Z - communication system properties;

Hk - types of communication protocols;

Vjj - baud rate;

pjj - probability of transmission error.

The structure of the communication network G is
described by the unit

G = [G*Usl,
ne G = - many structures of functional subsystems;
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U, - many connections between functional subsystems.
There are [4] seven types of structures G *:
G * [G4,Gf,Gq,Gm,Gy,Gp,Gg .,

ne G4 - structure of actions;

Gy - structure of functions;

G, - abstract structure;

G, - morphological structure;

G, - the structure is variant;

Gp - spatial structure;

Gy - geometric structure.

The properties of the communication system Z are
determined by the properties of its structural components
Z*, which can differ significantly from the properties of the
communication system as a whole.

The parameters of controlled impact can be indicators
of controllability and observability (monitoring).
Controlled influence parameters reflect the type of
communication system administration system, incl.
security management systems:

Uk = [AF sk (Mp)],

ne A¥ characterizes the network management system;

Skn(M,) - basic S- security services that are
implemented M- protection mechanisms at the level hof
logical structure [5].

Parameters of external factors O are a physical or
technological process of internal or external nature, which
can disrupt the functioning of network elements:
informational influence on the equipment of network
nodes, electromagnetic influence on the radio channel, etc.
Very often in modern mobile networks, including radio
segment there is a situation in which there are short-term
channel failures due to temporary deterioration of the
signal-to-noise ratio by various external factors,
interference, multi-beam reflection, signal attenuation and
others, which significantly affects the quality of service.

The initial parameters Y* of the conceptual model of
mobile communication networks, such as the LTE
standard, may be the parameters of service quality Q0S:

1. Allocated resource type: with guaranteed data rate
(GBR) or non-guaranteed baud rate (Non-GBR);

2. INapameTtpu QoS:

— QCI (QoS Class Identifier) - service quality class
identifier.

— ARP (Allocation and Retention Priority) - priority of
appointment and channel content.

e GBR (Minimum Guaranteed Bit
guaranteed baud rate.

¢ MBR (Maximum Bit Rate) - maximum baud rate.

e APN-AMBR (Access Point Name Aggregate
Maximum Bit Rate) — total maximum baud rate
for one access point.

— UE-AMBR (User Equipment Aggregate Maximum
Bit Rate) — total maximum transfer rate for one user
equipment,

Let's dwell on these parameters in more detail.
Parameters such as QCI and Channel Assignment Priority
(ARP) must be defined for each virtual connection. The
QCI parameter is very important because it serves as a

Rate) -
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reference in determining the QoS level for each end-to-end
EPS channel. In the case of bandwidth, the GBR and MBR
are determined only in EPS streams with guaranteed data
rates, while AMBR (APN-AMBR and UE-AMBR) are
determined only in EPS streams with non-guaranteed
speeds. Below we will explain each of the QoS parameters
in the LTE network separately.

GBR resource type (with guaranteed data rate):

The presence of the GBR resource type in the EPS
virtual connection means that the bandwidth of the
communication channel is guaranteed. Obviously, GBR-
type flow

EPS has an associated guaranteed data rate (which will
be explained below) as one of the QoS parameters.

Only the selected virtual connection type can be a GBR
stream, and the default EPS type cannot be one. The QoS
identifier of the EPS stream with a guarantee of data rate
can be in the range from 1 to 4.

Non-GBR resource type (with non-guaranteed data
rate):

For an EPS virtual connection, the non-GBR type
means resource allocation on the principle of "best of the
best" (best effort), and bandwidth connection is not
guaranteed. There is always a virtual virtual connection a
stream with a non-guaranteed baud rate, while a dedicated
virtual connection can be both a stream with a guaranteed
and a non-guaranteed baud rate. The QoS ID of the EPS
stream without a guaranteed data rate can be in the range
from 5to 9.

The QCI parameter, an integer from 1 to 9, indicates 9
different workers QoS characteristics of each IP packet.
QCI values are standardized for individual QoS output
characteristics, and each QCI contains the following
standard performance characteristics (values):

The quality of service guaranteed for end-to-end EPS
channel or logical data flow varies depending on the
specified QCI values.

The QCI parameter, although an integer, is a specific
node parameter that provides details on how the LTE node
handles packet forwarding (eg, weighted scheduling
parameters, input thresholds, queue thresholds, channel
layer protocol configuration, etc.).

Determining in advance the performance of each QCI
value and by standardizing them, network operators can
ensure that the same the minimum level of QoS required
by LTE standards is different services / applications. These
services and applications are used in the LTE network,
which consists of different nodes. QCI values are likely to
be used mainly by eNBs (LTE base stations) to control the
priority of packets transmitted over radio channels.

ARP is considered only when deciding whether to
create new through channel EPS or not. After creating a
new channel and transfer through it ARP packets do not
affect the priority of the received packet and thus thus, the
network node forwards packets regardless of their ARP
values. GBR (UL / DL) This parameter is used for virtual
connection type GBR and determines the bandwidth (data
rate in bits), guaranteed by the LTE network. It is not used
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for non-GBR streams with unguaranteed bandwidth (UL  Thus, the conceptual model of a mobile network will
for uplink traffic and DL for downlink). generally be too cumbersome, so it is better to build such

MBR (UL /DL) MBR is used for a flow type GBR and  a model to study a specific problem with a limited list of
defines the maximum bit rate of data transfer that is parameters. For example, the model of a mobile network
allowed in the LTE network. of the 5G standard may be as follows (Fig. 1).

Any packets that enter the through channel are
discarded after the specified MBR rate becomes exceeded.

Yk
:> o

Ok
- moving networks;
- elastic means of radio access;
- cloud means of radio access;
- MESH- i
X«
- M2M dexvices:
- angmented reality: Wk
- tastile imtermet: Basic
- remote presence / network
Uk

dynamic spectom. managsment system.

context-oriented network:

application-driven networks

Fig.1. Conceptual model of a 5G mobile network

The proposed conceptual model of the mobile 4.
communication network can be used to develop a
methodology for its further development.
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AHOTANIA
Konrteker. LlenTpn 00poOKkM AaHUX € OCHOBHAMH O0’€KTaMH, SKi HIATPAMYIOTh BHCOKONPONYKTHBHI OOYHMCICHHA Ta
BenukoMacmTabHy oOpoOky mammx. 11lo6 rapanTyBatH, o mEeHTp OOPOOKHM NaHMX MOXE 3a0e3MedyBaTH UyIOBiI BIACTHBOCTI
PO3MINpPEHHS Ta MAapIIPyTH3aLlii, Mepe)ka B3a€MO3B 3Ky IIEHTPY 00pOOKH JaHUX Mae OyTH po3poOiieHa peTenbHO.
Merta. Metoro poOOTH € aHaJi3 METOAIB CTpyKTypyBaHHs naHux B LIO/] st moGynosu 6e3neunoi ta epexruBHOI cuctemu LIO/.
Meton. Y miif craTTi OmMMCaHI OCHOBHI MOZAENI CTPYKTypyBaHHS NaHHWX B JaTa-IeHTpax. J(oCmiIpkeHHS 30CepemKeHO Ha
JIOCITIJPKEHHI OCHOBHHX HAaIPSIMKIB 3aCTOCYBaHHs TexHoorii Big Data Ta BU3HaueHHI B3a€MO3B’s13Ky MK piBHEM e(peKTHBHOCTI

cHCTeMH KibepOe3neKH Ta MpUOyTKOBICTIO i IITPHUEMCTB.

PesyabraTu. JlociinkeHo OCHOBHI METONU, POAHAIIi30BaHi B IaHiid poOOTI, 1JIsl BUPIIEHHS MpooieM 30epiranHs Ta 00pooKu

nanux B LIO/I.

BucnoBku. IIpoBereHe MOCIHIIKCHHS CKOPUTYBaB OCHOBHI mpoOimemu mnpu BukopucTanHi [[OJ] Ta miaTBepAauB NUIIXH
BUpIMICHHS JESKNX 3 HuX. Lle MOCHiIKeHHS MoroMarae 3po3yMiTH HaWOLmbIl eeKTHBHI COcOOW CTPYKTypyBaHHS NaHUX, a
NEePCHEeKTHBYU MOAANBIINX TOCIIKSHb MOXKYTh BKIFOYATH CTBOPCHHS MapajelbHUX METONIB I IpOeKTyBaHH: cTpykTypu LIO/.

KJIFOYOBI CJIOBA: kibep6esneka, CRM, ERP, Benuki nani, Au3aitd 0a3u 1aHUX, CrielU(iKaIisa qJaHX, METOIU

CTPYKTYPYBaHHS JaHUX.

ABSTRACT
Context. Data centers are fundamental facilities that support high-performance computing and large-scale data processing. To
guarantee that a data center can provide excellent properties of expanding and routing, the interconnection network of a data center

should be designed elaborately.

Objective. The goal of the work is the analysis of methods for Data Structuring in Data Centers to build a secure and efficient

Data Center system.

Method. This article is describing the main models of data structuring in data centers. The study is focused on the investigation
of the main areas of Big Data technology application and determining the relationship between the level of efficiency of the

cybersecurity system and the profitability of enterprises.

Results. The main methods analyzed in this work have been investigated for solving the problems of data storage and data

processing in Data Centers.

Conclusions. The conducted research has adjusted the main problems when using Data Centers and confirmed the ways to solve
some of them. This study helps to understand the most efficient ways for data structuring and the prospects for further research may
include the creation of parallel methods for the structure design of Data Centers.

KEYWORDS: Cybersecurity, CRM, ERP, Big Data, Database Design, Data Specification, Data Structuring

Methods.

ABBREVIATIONS
DC is a Data Center;
DS is a data structuring;
OS is an operating system.

INTRODUCTION

The world's data is growing faster than ever. Every two
years, the amount of information is becoming double more
[2]. The phenomenon of information explosion, i.e., a
constant tremendous increase in the volume and speed of
publication of information on a global scale, when the
amount of information in the world grows more than 30%
annually [1], confidentiality, integrity and availability of
information and protection of data from cyberattacks is
becoming more and more urgent task than ever. Therefore,
the organization of data centers (DC) is a modern and
effective tool focused on solving these problems.
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Consequently, data consolidation is the main way to
reduce or minimize the complexity of information
processing by reducing the number of devices controlled
directly by people, maximum formalization and
automation of data processing, attracting combined
hardware and software resources to implement large-scale
standardized software tasks from various information
sources.

The object of study is the process of structuring the
data in DCs.

The subject of study is the sampling methods for DS
to perform efficient and secure environment to store the
vulnerable data.

The purpose of the work is to highlight the main
problems of structuring the data in DCs and find the most
efficient way to make secure DS design.
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1 PROBLEM STATEMENT

The freedom to develop systems and programs within
a distributed computing architecture has significantly
accelerated the speed of development and implementation
of software products, which has become a significant
competitive advantage in today's business environment. At
the same time, as new programs solve more and more
critical tasks and require more and more computing
resources, high-quality data processing and protection
systems, the number of servers in DCs is growing, which
complicates the management of software environment and
databases.

2 REVIEW OF THE LITERATURE

The creation and dynamic development of DC in recent
decades is associated in the work of leading scientists
primarily with the need to ensure consolidation processes
at various levels of information management, software and
hardware components, engineering systems, as well as
organizational procedures, IT resources and information
security [3;4;5].

According to  Webster College's dictionary,
consolidation is the act of merging individual parts into
one whole [6]. At the same time, the term "consolidation"
can have several meanings. In a broad sense, consolidation
can be understood as the process of searching, selecting,
analyzing, structuring, transforming, storing, registering
(cataloging) and providing the consumer with necessary
information.

In the process of strengthening the consolidation of
data, equipment, operations, software and other
components within the DC, the unit costs of DC
maintenance for specific consumers are reduced, which is
primarily important for an increase in -efficiency,
involvement and development of the DC as a whole.

In the late 1990s, while acknowledging the importance
and potential impact of IT consolidation, researchers and
practitioners were focused on the problems of
consolidating servers and applications. Mainly, they aimed
creating new opportunities to run additional apps in a
single instance of the operating system (OS). Nowadays,
the amount of information is enormous on a global scale,
as a result, the problem of data processing is constantly
expanding, and consequently, almost all components in IT
environments at this time are potential targets for
consolidation, including server, computers, applications,
storage systems, networks and processes.

In the early 1990s, there was a crisis in the mainframe
market, due to the active transition of users from
centralized to distributed information processing (using
personal computers connected by a two-tier client-server
architecture). Thus, with the creation and dissemination of
the client-server architecture, companies have the
opportunity to provide a stable high-speed Internet
connection and continuous operation of equipment. At the
same time, since the mid-1990s, interest in mainframes has
resumed, due to the fact that, as practice has shown,
centralized processing based on mainframes solves most
of the problems of building enterprise-scale information
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systems more efficiently,
distributed ones.

faster and cheaper than

3 MATERIALS AND METHODS
The main methods used in the study were:
bibliographic analysis of literary scientific sources,
analysis and synthesis, grouping and systematization.

4 DISCUSSION

Tthe genesis of DC in the context of development and
the complexity of consolidation processes characterizes
the presence and constant updating of the use of DC as an
important tool for data consolidation, technical and
software solutions and IT-technologies.

At the same time, the activities of modern DCs are
associated with the need for continuous improvement due
to the rapid growth of information that needs to be stored
and remain confidential. This requires constant
improvement of software and hardware solutions for
information processing and protection.

The DC is a queuing system, as it is a set of hardware,
software and information resources and many requests that
come at random times and compete for the right to access
these resources. All resources are limited and the number
of requests is a random variable, so, on the one hand, there
may be blockages, queues and losses or delays in requests,
including important and urgent, and on the other hand,
there may be unused resources from time to time [9].

The process of functioning of the DC is that under the
influence of external requests in the process of processing
the information stored in databases is corrected, resources
are interrogated, activated or released. According to the
task, the necessary resources are provided or not provided
to users.

The components of the DC infrastructure are divided
into two main parts [8;10]:

1) the management subsystem, which is a set of means
of delivery, processing and storage of information
designed to monitor, control and coordinate the operation
of facilities, which provide information services to users;

2) the executive subsystem, which contains the
resources used by the management subsystem to provide
services.

The basis of the DC is the engineering infrastructure
that ensures the continuous operation of both management
and executive subsystems, physical data security and the
technological foundation for the construction of IT
infrastructure. Complex engineering infrastructure of DC
is a large room or even a separate building, which contains
the necessary equipment for remote access to computing
resources: uninterruptible power supply, ventilation, fire
extinguishing, etc.

One of the most important problems in the functioning
of the DC infrastructure is to ensure its reliability and
efficiency under the influence of cyberattacks. This is a
task of both technical and technological terms. As a result,
creation of information security systems often lags behind
the development of technologies for transmission and
processing of information. It is a consequence, a response
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to potential threats, rather than a systematic process of
constantly preventing cyberattacks, even at the stage of
designing and planning the construction of systems.

Characterizing the basic concepts related to the issue of
cybersecurity of data centers, it is necessary to define some
concepts: system disability - a state when the system does
not perform its functions; does not operate according to the
specified protocol; system error — is a part of the state of
the system, as a result of which an accident may occur (e.g.
error of broadcast data); vulnerability - the cause of the
error, control of vulnerabilities is carried out by
preventing, removing and waiting; system failure - visible
inability to perform the function of the system, which is a
consequence of an error due to the presence of
vulnerabilities [11;12].

A cyberattack is an attack on a DC security system
carried out for profitable purposes using external or
internal vulnerabilities, hardware and software, and data
networks.

As we can see, the protection of cyberspace is currently
one of the main strategic objectives in the field of DC
security. Offensive action in cyberspace has become an
effective weapon in the hands of cybercriminals, used for
a purpose determined by political and financial interests or
ideology. Only proactive action and significant financial
costs for cybersecurity will allow to respond effectively to
a cyberattack. Thus, the ability to control and anticipate
potential threats and attacks is very important, because on
the one hand, changes in technology make work easier and
faster, and on the other hand, they cause additional risks
and create opportunities for cyberattacks.

The proliferation of instant e-mail, messaging, and
voice over IP [13], as well as the huge growth of data on
the World Wide Web [14], established the role of the
Internet as a main area for communication and
dissemination in the late twentieth century. Undoubtedly,
the activities of online stores and online shopping
platforms, platforms for streaming music and video and
online entertainment became significantly popular. In the
last decade, social networks have become especially
important in public life, which in some way have changed
the way people communicate with friends and relatives.
Another strong trend has spread to entire industries due to
the rapid proliferation of smartphones and mobile
computing devices. These new services and technical
capabilities require a combination of large-scale
computing, huge storage volumes, and a high-speed, high-
bandwidth communications network.

Currently, many scientists and experts in economics,
marketing, IT-technologies are talking about the
exacerbation of the problem of Big data. Every now and
then huge amounts of content are generated by such
sources as social networks, information sites, file sharers -
and this is only a small part of the providers. Digital
technologies are present in all spheres of human life, the
amount of data recorded in the world's repositories is
growing every moment [15].

Big data technology can be divided into three main
areas:
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» storage and translation of information received in
gigabytes, terabytes and zettabytes for their processing
and practical application;

e structuring disparate content: texts, photos, videos,
audio and all other types of data;

» analysis of Big data and the introduction of various
methods of processing unstructured information, its
structuring, the creation of various analytical reports.

The purpose of this technology is the maximum
efficiency, introduction of new products and growth of
competitiveness [16, 17]. Thanks to the introduction of
data structuring technology using Big Data technology, it
is possible to receive necessary information in time and in
a good quality [16].

With increasing size and speed of network and
distributed system, the amount of output data increases
significantly. As a result, it is often difficult to find the
information users need quickly and fully. Data collection,
processing and selection in such systems is a problem that
remains common to many DCs, which vary greatly not
only in scale but in perception modality, depending on
what type of data is collected and what model of
processing these information is applied. Some sensor
networks, for example, control only simple physical
phenomena, such as temperature and humidity. In other
networks, data sources may be different, require more
speed, and have a complex structure that produce for the
purchase some additional information.

For the purposes of data structuring in modern practices
that widely use intellectual data analysis, based on Data
Mining or Knowledge Discovery in Databases. These
systems implement a general methods of classification,
prediction and modeling, generally using the methods of
artificial intelligence: neural measurements, fuzzy logic
and more. Such methods are intended for use in large
databases and encourage the rejection of the use of hidden
patterns in them.

Strengthening of consolidation processes stipulate the
further development of modern data centers, the
possibility of using their infrastructure and software,
features of data protection due to the fact that confidential
data, reduced information stored in business applications,
or through joining to the introduction of malicious code in
the systems of enterprises that are in the company of 400
billion people who arrived in the United States. For
example, 97% of the corporate Fortune 500 has suffered
from IT security breaches at least once. The global average
loss for medium-sized companies (from 100 million to 1
billion of annual income) reaches $3 million. For large
companies (more than $1 billion), losses have already
exceeded $10 million [20].

The amount of damage, as well as the scale of the risk
associated with a possible cybersecurity breach, suggests
that this problem has long ceased to be a problem that only
affects IT departments and is discussed at operational
meetings of companies. Statistics show that 70% of
executives at the highest level make decisions related to IT
security, realizing that they cannot avoid responsibility for
the security of their company.
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According to statistics, every business will suffer from
a cyberattack or malfunction caused by a cybersecurity
breach eventually. Full data center protection is not
possible. The idea of an effective cybersecurity system is
to be prepared for an attack when it is carried out and to be
able to minimize the losses caused by the incident. This
can be achieved primarily through the preparation and
implementation of action plans in the event of cyber
threats. Actions of this kind can be implemented by the
internal security department of the data center, or by
specialized providers.

Due to the great diversity in scale and modality in data
centers, there is no common set of components and
protocols that can serve as a model for all DCs, in
particular with regard to data protection and cybersecurity
systems. However, some characteristics that are common
to most data processing systems may form the basis of the
data-structuring model within the data center, which is the
basic model of data array processing and the formation of
a user-adapted model of DC-user interaction. Therefore,
the problem of fast and correct structuring of large
amounts of information, ensuring the confidentiality and
security of information in modern data centers, comes to
the fore.

CONCLUSIONS

Therefore, implementing the latest technological
structures and data protection in DCs, functions, OLAP-
systems and cloud solutions, solutions based on artificial
neural measurements (models initiated by the principle of
organization and functioning of biological neural
measurements), methods of preliminary analysis, statistics
and Natural Language Processing (areas of artificial
intelligence and mathematical linguistics that study the
problems of computer analysis and synthesis of natural
languages) and others, can solve the main problem of big
data, which still remains relevant - the response to
processing speed, structuring, speed data analysis and
confidentiality. it is obtained and increasing its volume.

The conducted research has adjusted the main
problems when using Data Centers and confirmed the
ways to solve some of them. This study helps to
understand the most efficient ways for data structuring and
the prospects for further research may include the creation
of parallel methods for the structure design of Data
Centers.
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AHOTANIA

Cyd4acHi BUKJIMKH y KiOepnpocTopi 3MyCHIIM BU3HATH KibepOe3neKy OIHHMM i3 MPIOPUTETIB y CUCTEMI HalliOHAIbHOI Oe3NeKH
VYkpaiuu. Kibeprnpoctip, mopsia 3 iHIIUMHA (i3UIHUME MPOCTOPAMH, BKE BU3HAHUHN OJHUM 13 MOXKJIMBHX TEaTPiB BOEHHUX Jii. J{ist
3a0e3mneucHHss 00OPOHO3MATHOCTI JCP)KaBU Yy KiOEPIPOCTOpiI BHUHHKAE MOTpeda y CTBOPEHHI KiOEpBIMCHK, y 3aBHAHHS SKHX
BXOAWTHMYTh HE JIMILIE 3aXHCT KPUTUYHOI iH(opmauiiiHol iH(GpacTpykTypu Bin Kibeparak, a # NpOBEICHHS NMPEBEHTUBHHUX
HACTyHaJbHUX il y KiOepmpocTopi, y TOMy YHCHi 3HATTSA 3 €KCIUTyaTailil KpUTH4YHOI 1H(PACTPYKTYpH NPOTHBHUKA IUIIXOM
3HHIICHHS. iHQOpMAIIiiiHI CHCTEMH, SKi KEPYIOTh TAKUMH 00'€KTaMH.

KJIIOUYOBI CJIOBA: kibepoOe3neka, kibep3arposa, kideparaka, HarionaasHa cuctema kibepOe3meKu.

ABSTRACT
Current challenges in cyberspace have forced the recognition of cyber security as one of the priorities in the national security
system of Ukraine. Cyberspace, along with other physical spaces, has already been recognized as one of the possible theaters of war.
To ensure the state's defense capabilities in cyberspace, there is a need to create cyber troops, whose tasks will include not only
protecting critical information infrastructure from cyber attacks, but also conducting preventive offensive operations in cyberspace,

including the decommissioning of critical enemy infrastructure by destroying information systems that manage such facilities.
KEYWORDS: cyber security, cyber threat, cyber attack, National Cybersecurity System.

The Russian Federation remains one of the main
sources of threats to national and international
cybersecurity, actively implementing the concept of
information confrontation, based on a combination of
destructive actions in cyberspace, the mechanisms of
which are actively used in the hybrid war against Ukraine.
The number of states that are trying to form their own
cyber intelligence, master modern technologies of
intelligence and subversive activities in cyberspace, and
strengthen state control over national segments of the
Internet is actively increasing. At the same time, the
number of information technologies is growing, which
involves the accumulation of large amounts of information
on human behavior, social groups and the use of modern
advances in artificial intelligence [1].

In the modern information space, the technical level of
implementation of cyber threats is growing, new tools and
mechanisms of cyber attacks are constantly being
improved and developed. The tendency to use cyber
attacks as a tool for special information operations by
Special Forces is growing. Timely response to challenges
in cyberspace is provided by the National Cyber Security
System, which is a set of cybersecurity actors and
interrelated measures of political, scientific, technical,

informational, = educational, organizational, legal,
operational and investigative, intelligence,
counterintelligence, defense, engineering -technical
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measures, as well as measures of cryptographic and
technical protection of national information resources,
cyber protection of critical information infrastructure. The
main subjects of the National Cybersecurity System are
the State Service for Special Communications and
Information Protection of Ukraine, the National Police of
Ukraine, the Security Service of Ukraine, the Ministry of
Defense of Ukraine and the General Staff of the Armed
Forces of Ukraine, intelligence agencies, the National
Bank of Ukraine [2]. The following is necessary for the
further development of the national cybersecurity system:

strengthening the capacity of the national cybersecurity
system to prevent armed aggression against Ukraine in
cyberspace or with its use, neutralization of intelligence
and subversive activities, minimization of threats of
cybercrime and cyber terrorism;

gaining the ability to quickly adapt to internal and
external threats in cyberspace, to maintain and restore the
sustainable functioning of the national information

infrastructure, especially critical information
infrastructure (cyber resilience);
ensuring the development of communication,

coordination and partnership between cybersecurity actors
at the national level, development of strategic
cybersecurity relations with key foreign partners,
primarily with the European Union, the United States and
other NATO member states, cooperation in this field with
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other countries and international organizations based on
the national interests of Ukraine (interaction) [1].

According to the new Strategy, the main threats to
Ukraine's cybersecurity are:

hybrid aggression of the Russian Federation against
Ukraine in cyberspace. The aggressor state is constantly
increasing the arsenal of cyber weapons for offensive
purposes, the use of which can cause irreparable,
irreversible destructive consequences. Cyberattacks of the
Russian Federation are aimed primarily at information and
communication systems of state bodies of Ukraine and
critical information infrastructure in order to disable them
(cyber diversion), gain covert access and control,
intelligence and intelligence activities. Cyber attacks are
also actively used by the aggressor state as an element of
special information operations aimed at manipulating the
population, interfering in electoral processes and
discrediting Ukrainian statehood;

cybercrime, which harms information resources, social
processes, personally citizens, reduces public confidence
in information technology and leads to significant material
losses. The use of cyberspace to commit crimes against the
foundations of national security of Ukraine, as well as
criminal offenses related to money laundering, trafficking
in human beings, illicit handling of weapons, ammunition
or explosives, illicit trafficking in narcotic drugs,
psychotropic substances is becoming widespread., their
analogues or precursors and other objects and substances
that threaten human life and health, etc. [1];

organized and sponsored by governments of other
states cyber attacks related to the theft for political,
economic or military purposes of sensitive information
(cyber espionage) and the implementation of intelligence
and subversive activities. Features of such cyber attacks
are their duration, complexity and hidden nature, which
complicates their prevention, detection and neutralization;

using of cyberspace by terrorist organizations to
commit acts of cyber terrorism, financial and other support
for terrorist activities [1].

Thus, the spread of cyber threats to all spheres of life
and improving the tools for their implementation
necessitates a change in strategy and tactics to combat
them. It is important to quickly identify vulnerabilities and
cyberattacks, respond and disseminate information about
them to minimize possible damage. Every day, Ukraine
acquires the capabilities of effective cyber defense and
improves the level of cyber resilience of the state.
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ANNOTATION
In order to ensure the effective operation and organization of full protection of information assets, systems and facilities, there
is an urgent need to structure different approaches to solving this problem. The main idea of the work is the analysis based on the
definition and optimal selection of complex systems of corporate network protection in the conditions of modern challenges and

threats.

KEY WORDS: cybersecurity, corporate network, automated system, privacy, reliability.

INTRODUCTION
In the conditions of rapid development of the
information environment there is an urgent need to
organize the protection of large amounts of conference and
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private information. Private and confidential information
today essentially forms an information asset that has a
huge impact on the functioning of the organization.
Corporate network security in Ukraine requires the use of
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new reliable and modern solutions and an equally
important component is the availability of highly qualified
specialists.

Due to the latest developments in the world of
information environment, various software packages are
constantly being developed and implemented, which can
receive information about the state of the network and
report critical changes.

The problem of protection facing modern business is
the task of considering the full range of existing solutions
and choosing the right combination. Today, many
technologies and means of protection are offered. The
difficulty in implementing network security is not the lack
of appropriate security technology, but the choice of many
solutions that are best suited to your particular network and
the requirements of your business, and where the cost of
supporting and maintaining the security offered by the
provider is minimal.

The aim of the study is to find and optimal choice of
solutions for the protection of a small corporate network.

Along with the continuous development of information
systems, new ways of unauthorized intrusion are
emerging. Existing traditional security mechanisms
implemented in firewalls, authentication servers, access
control systems, etc. are essentially anti-attack tools.
Building a secure network requires tools that not only
detect and block attacks, but also prevent them. Based on
the requirements for a secure computer system, this paper
will consider the existing methods of protection of the
COP and propose a new approach to protection - adaptive
protection.

1 ANALYSIS OF LITERARY DATA AND
STATEMENT OF THE PROBLEM

An analysis of modern publications on this topic
indicates a fairly large number of publications [1-6] and a
huge number of organizations that organize and ensure the
protection of computer systems. In order to ensure reliable
protection of the corporate information network, it is
necessary to provide a fully functional systematic
integrated approach [7-8]. The use of an integrated
approach makes it possible to achieve the availability,
integrity and confidentiality of information assets. This
approach involves the implementation of protection at the
legislative level, administrative and software and
hardware levels.

2 TECHNOLOGIES TO PROTECT THE
CORPORATE SYSTEM

When creating an information infrastructure of an
automated system (AS) based on modern computer
networks, a number of issues arise in organizing the
protection of this infrastructure from threats that threaten
the security of information. In accordance with this, a
number of questions are formulated, namely:

- to what extent the security mechanisms, correctly
implemented in the AU, are adapted to the existing risks;

- can this system be trusted to process, store and
transfer confidential information;
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- are there any errors in the current configuration that
allow potential intruders to bypass access control
mechanisms;

- does the software installed in the AS contain
vulnerabilities that can be used by attackers to bypass the
access control mechanism;

- how to assess the level of safety of the AU and how
to determine whether it is sufficient in a given
environment;

- what countermeasures will actually increase the
safety level of the AU?

- what safety assessment criteria should be observed
and what safety indicators should be used?

These questions sooner or later are asked by all
specialists of IT departments, information security
departments and other departments responsible for the
functioning and maintenance of the AS [1-5]. The answers
to these questions are far from obvious. Analysis of AS
security from information security threats is not a simple
task [1]. The ability to assess and manage risks, knowledge
of typical threats and vulnerabilities, criteria and
approaches to security analysis, knowledge of analysis
methods and special tools, knowledge of various software
and hardware platforms used in the latest computer
networks - this is not a complete list of professional
qualities that must be possessed specialists working on
NPP safety analysis. Safety analysis is the main
component of such types of work as certification, audit and
safety inspection of nuclear power plants.

Along with such reliability indicators as fault tolerance
(non-failure operation), performance, etc., security is one
of the most important indicators of the efficiency of the
AS. AS protection is the degree of timely response of the
implemented mechanisms in it to threats that threaten
information security. Information security threats are
usually understood as the possibility of violation of
information properties (SIA triad), such as confidentiality,
availability and integrity.

In practice, it is difficult to obtain the exact values of
these characteristics, since the concept of threat is difficult
to formulate. For example, the assessment of damage
caused by unauthorized access to political and military
information cannot be accurately determined at all, and the
determination of the probability of a threat cannot be based
on statistical analysis. The assessment of the degree of
reliability of protective mechanisms is always subjective.

Currently, there are no standardized methods for
analyzing the safety of AS. Therefore, the algorithms of
actions in certain situations can differ significantly.
However, it is possible to offer a typical method for
analyzing the security of a corporate network [3]. And
although this technique does not claim to be universal, its
effectiveness has been repeatedly tested in practice.

Thus, taking into account the above, the technique
involves the use of the following methods of analysis [5],
namely:

study of the initial data of the AU;

assess the risks associated with the implementation of
threats to the security of NPP resources;
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analysis of security mechanisms at the organizational
level, the organization's security policy and organizational
and administrative documentation in order to ensure the
information protection regime and assess whether they
meet the requirements of current regulations and whether
they are resistant to existing risks;

manual analysis of configuration files of routers, MEs
and proxy servers that control internetworking of mail and
DNS servers and other important elements of the network
infrastructure;

scanning external network addresses of the local
network from the Internet;

scanning internal resources of the local network;
configuration analysis of local network servers and
workstations using special software.

These research methods include both active and
passive testing of the protection system. The active test of
the protection system includes imitation of the actions of a
potential attacker to overcome the defense mechanisms. In
passive testing, the configuration of the operating system
and applications are analyzed by patterns using checklists
[6]. Testing can be done manually or using special
software.

3 CONCLUSIONS

Therefore, in practice, there are still a large number of
ways that are not subject to an accurate assessment of the
possible means of implementing security threats to NPP
resources. Ideally, each threat path to AS resources should
be blocked by an appropriate protection mechanism. This
condition is the first factor determining the safety of the
AS. The second factor is the strength of existing defense
mechanisms, which is characterized by the degree of
resistance of these mechanisms to their attempts to
circumvent or overcome. The third factor is the amount of
damage that will be caused to the owner of the AS if the
threat successfully overcomes the path to the system
resources.

REFERENCES

. HenemboBchkuit, M., Tepentsen, O., & Illabana, €.

(2020). TexHonoris BHPOBaKEHHS CEPEIOBHIIA
Matlab B mocmimkeni Mozeni 3arpo3 iHpopManiitHoi
Gesmexn. AOI'OX. OHJIAIH.
https://doi.org/10.36074/2663-4139.15.08

. Cxoma, O. O., & Kazakopa, H. ®@. (2009). Anamis

PO3BHUTKY Cy9aCHUX HAIPAMIB iH(OpMaIliitHOi Oe3rexn
aBTOMaTu30BaHUX  cucteM. CucreMn  0OpoOKH
inopmartii, (7), 48-53.

. I'yxsa, B. M. (2001). Indopmauiiini cucremu i

texHojorii Ha manpueMmcreax. K.: KHEYV.

. ITaBnenxo, I1. M., ®imonenko, C. ®., babiu, K. C.,

l'aBpunenko, O. B., & Jlorawos, €. I. (2013).
IadopmarriitHi cCTEMH 1 TEXHOJOTII.

. T'aBnoBcekuii, B. (2000). Imdopmamiitna Oe3meka:

3axucT iH(popMalii B aBTOMAaTH30BaHHX CHCTEMax
(opranizaniifHO-TIpaBOBUH acIeKT).

. Kopuienko, C. K., & Kopamenko, C. K. (2015).

[IpoekryBanHs  iHpoOpMaLiHHOTO  3a0€3MEUYCHHS
ABTOMAaTU30BaHUX CUCTEM.

. KopoGefinikopa T. 1. KommuiekcHa cucrema
MOHITOPHHTY KOPIOPaTUBHOL Mepexi /

KopoGeiinikoBa T. 1., Kanercekuii M. B. 3umosi
HaykoBi migcymku 2018: XII MixH. HayK.-TIpakTHd.
KoH(epeHIis: Te3nu momominew, [uinmpo, 25 rpymHs
2018 p. —4. 1. —Iuinpo: HBK, 2018, ¢. 79-84.

. Kopooetinikopa T. I. KomruiekcHuii MeToj oprasizaiii

IP-tenedonii B CTPyKTypi 3aXHIIEHOI KOPIIOPATHBHOT
mepexi mianpuemctBa / Kopobeitnikosa T. 1., Tkauyk
B. 0. 3umoBi HaykoBi miacymkun 2018: XII
MixHapomHa HaAyK.-TIPaKTHY. KOH(EPEHIlis: Te3H
noroBinei, J{ainpo, 25 rpyaas 2018 p. —Y. 1. —/{nimnpo:
HBK, 2018, c. 105-111.

. Bypsiaox B. JI. Texnomorii 3a0e3neueHHs1 Oe3meku

MepexeBoi iHppacTpykrypu. [[ligpyunux] / B. JL
Bypstiok, A. O. Arocos, B. B. Cemxo, B. }O. Coxonos,
I1. M. Cxinapannuii. —K.: KYBI, 2019. -218 ¢

MATHEMATICAL MODEL OF THE SYSTEM FOR PROVIDING SPTA COMPLEX
TECHNICAL OBJECTS

Zhyrov G. — PhD, Associate professor of department of the Radio Engineering and Radioelectronic Systems, Taras

Shevchenko National University of Kyiv.

Lenkov E.S. — candidate of Technical Sciences, senior researcher at the Scientific Center of Military Institute of

Telecommunications and Informatization.

AHOTANIA
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ABSTRACT
Spare parts, tools and accessories (SPTA) system is part of the overall structure of the maintenance and repair system. For its
quality work requires mathematical and software tools to determine the optimal parameters of these systems. The paper proposes a
mathematical model of the support system SPTA, which is used to calculate the optimal parameters of this system and is included

in the general simulation statistical model.

KEYWORDS: Supply systems SPTA, simulation statistical model.

For quality maintenance and repair of complex radio-
electronic equipment, it is necessary to create and maintain
at the necessary level the system of providing SPTA. The
concept of SPTA refers to many spare elements, parts,
component modules, etc., which are designed to restore the
operability of objects, in case of their failure.

There are different types of SPTA, which territorially
can be located at a considerable distance from each other.
In this paper, only three varieties of SPTA sets are
considered: SPTA -0 - the set of the object itself, which is
used for current repairs and contains the least reliable
elements. SPTA -1 - the set assigned to a group of objects
is designed to store elements that may be missing in SPTA
-0. SPTA -2 will be considered a non-exhaustible source
of supply (NSP), which is used for periodic replenishment
of SPTA -0 and SPTA -1.

Thus, the SPTA supply system can be described by the
following generalized parameter:

P = {XSPTAkr Tsprak TdSPTAk»}
3Uun _— 1]
Casprak; k = 0,2

where:  Xsprar = {x;}- a vector defining the
composition of the k-th level of SPTA, in which x; - the
number of elements of the i-th type available in this SPTA
(k = 0,1);Tsptar - the periodicity of replenishment of the
k-th level of SPTA; tgprak- the average time of delivery of
elements from the k-th level of SPTA (k = 0,1,2);Casprak-
the cost of delivery of elements from the k-th level of
SPTA.

To describe the object of technology itself, we can use
such a generalized parameter [1,2]:

Pob

_ g { TymTTFD Vis TMTFFD } (%
* (zmrrEs Coir Coris i = 1, 1E, ) )

where: E, - is the set of failing elements of the object;
Tyrrri and v;- indicators of reliability of the i-th element
(mean time to failure and coefficient of variation of time
to failure); tTyrpr; and Tymrp; - indicators  of
maintainability of the i-th element (mean time to find a
fault and mean time to replace an element); Cy; and Cqp; -
the cost of the element and the cost of the operation to
replace it.

The following indicators can be used as criteria for the
quality of technical operation of equipment objects:

T, - mean time between failures of an object;

Tno - average non-operational time;

Ce - Unit cost of operating the object.
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However, the value of the generalized parameter
Psprpaffects only Tyg and c,, so only they will be taken as
criteria.

Based on this assumption, the formalized task of
optimizing the parameters of the SPTA support system can
be represented by the following expression [1,3-5]:

Tno (Pob-Pspra) < TR0 ;

ce(PobsPspra) = min c.(Pyp,Pspra) €)
SPTA

where: Tyg - the required value of the allowable idle

time; Pspra - the sought-after optimal values of the
parameters of the supply system SPTA.

To solve the optimization problem, we need a
mathematical model of the supply system SPTA. Thus, it
is necessary to derive mathematical dependences of
criterion values Ty and ¢, from parameters of the support
system (1) and object parameters (2).

The average non-operational time Tyocan be
represented by two components:
Tno(Pob, Pspra) = Turrr (Pob) +
Twspta(Pobs Pspta), (‘;

where:Tyrtr (Pyp) - mean reversion time of the object;
Twspta(Pow, Pspra) - mean time of waiting for delivery of
a serviceable element from SPTA.

In turn: TMTTR(POb) =
Yvier, (Tmrrri + TMTRED) @i/ Lviek, i, Where: @; - is the
mean value of the failure flow parameter of the i-th
element.

The value of T,,spta(Pob, Pspta) is determined by the

expression:  Tyspra(Pob, Pspra) = KspraoTsprao + (1 —
Ksprao) [Kspra1Tspra1 + (1 — Ksprat)Tsprazls where:
Kspray - availability rate SPTA.

The availability rate SPTA can be obtained by
averaging the value of the probability of SPTA sufficiency,
but it is much easier to determine it implicitly, using a
statistical simulation.

Substituting these formulas into (4), we determine the

average idle time in the inoperative state:

Tyo(Pobs Pspra) =
Yvies, TmTrr T TMTRED @;
Yviek, @

+KsptaoTspTao

+(1 — Ksprao)
Kspra1Tspra1 + ]

(1 — Kspra1)Tspraz

)
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The unit cost of operating the object c,., can also be
represented by two components [1,2]:

Ce (Pob' PSPTA) = Ccr (Pob)
+ cspra (Pobs Pspra), (6
)

where: c..(P,,) - the costs of current repairs of the
facility; cspra(Pop, Pspa) - costs of the collateral system
SPTA.

The value c..(P,,) can be calculated as follows:
Cer(Pon) = (Zvier, (Coi + Cori)i; )/ Te, where: - fiy; - the
average number of faults of the i-th element during the
considered period of operation T.

The value of cgpra(Pyp, Pspra)is determined by the
expression: ¢spra (Pobs Pspra) = Cespra(Pob, Pspra) +
Crspa (Pobs Pspta), Where: espra (Pob, Pspra) - unit cost of
transporting spare parts from SPTA; ¢, spra(Pob, Pspra) -
specific costs for replenishment kits SPTA.

In turn:
cespra(Pobs Pspra)
KsptaoCsspTao
A Kspra1Cesprar +
T2 +(1 — Ksprao) | (1 — Kspra1)
Cespraz

T )
where: 75, - the aveiage total number of object failures
over time T,, Cisptar - the cost per transport of SPTA of
the k-th level (k = 0,1,2).
The second component is defined by the expression:
Crspra (Pobs Pspra) =

1 $k=1
T_ezkzo

NySPTAK
ZViEEO x;iCoi —

Yvier,[%i — ai(Tsprar)]Co; + Cov|’

where: n,sprar - the number of replenishments SPTA
of the k-th species over time T,; a; (Tsptax) - average flow
rate of elements of the i-th type in the replenishment
interval Tspra; Cov - Overhead cost.

Substituting these components in (6), we obtain that the
unit operating cost of the object is determined by the
expression:

Ce (Pob, Pspra) =

Yviek,(Coi + CorTiy;
+
T,
KspraoCssprao +
A (1 — Ksprao)
! ( Kspra1Cesprar + ) )
(1 — Kspra1)Crspaz
T,
Ny SPTAk
yk=1 [ YvieE, XiCoi
— YvieEo[*i—ai(Tsptar)]CoitCoy

+ .
Te

_|_

Expressions (5) and (7), are a mathematical model of
the system of providing spare parts and spare parts for
complex technical objects.

The developed mathematical model is used in the
simulation statistical model of determining the optimal
parameters of the maintenance and repair system in terms
of quality provision of spare parts and spare parts both of
the objects themselves and of the repair bodies.

REFERENCES

1. Forecasting reliability of complex technology objects.
Parameters optimization of their technical exploitation:
[monograph] in English / Sergey Lenkov, Igor Tolok,
Vadim Tsitsarev, Genadiy Zhyrov, Evgen Lenkov, Yurii
Khlaponin, Bohdan Borowik; under edition S.V.
Lenkov. — Poland, Bielsko-Biala: Publishing house
«BEL », 2018. — 253 p.

2. Lenkov S., Zhyrov G., Zaitsev D., Tolok I., Lenkov E.,
Bondarenko T., Gunchenko Y., Zagrebnyuk V.,
Antonenko O. Features of modeling failures
ofrecoverable complex technical objects with a
hierarchical constructive structure. Eastern-European
Journal of Enterprise Technologies, 2017, Ne 4/4 (88),
pp-34-42.

3. Bandi B. Metody optimizatsii. Vvodnyi kurs :
angl. M. : Radio i sviaz', 1988, 128 p.

4. Shup T. Reshenie inzhenernyh zadach na EVM:
prakticheskoe rukovodstvo, M.: Mir, 1982, 238 p.

5. Duc-Hanh Dinh, Phuc Do, Benoit Iung. Maintenance
optimisation for multi-component system with
structural dependence: Application to machine tool
sub-system”, CIRP Annals, 2020, Article in pres.
https://doi.org/10.1016/j.cirp.2020.04.004

per s

MATLAB SIMULINK MODEL TESTING BASED ON ISO 26262-6
Humennyi D. — Ph.D., Associate Professor at Sikorsky Kyiv Polytechnic Institute, Project Manager at N-iX Ukraine.

Veselska O. — Msc, Department of Computer Science and Automatics University of Bielsko-Biala 2 Willowa St,

Bielsko-Biala, 43-309 Poland.

INTRODUCTION
To minimize the probability of error in the program
code, according to the ISO 26262 should use automatic
code generation. Automatic code generation performs the
tasks of interpreting the model into the program code and
compiling the object file.

In the automotive and medical industries, the automatic
generation of software code from models is
recommendatory. The decision on implementation is made
by the Product Over in the development organization of
the product. This decision is based on the need to enter the
market of certain regions or countries that may require a
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certificate of compliance with a particular [SO. Often such
requirements classify not only the requirements for the
software product as a whole but also for the development
technology.

The automotive industry is one such industry. A
detailed description of the document available here ISO
26262 (ISO.org). A detailed description of the best
practices for providing security functionality designed in
the MISRA GMG (MISRA ¢ / o HORIBA MIRA Ltd #)
and other documents.

Using MATLAB Simulink as a tool for algorithm
formation and C / C ++ code generation, give the
possibility to minimize errors in the program code
(comparable to the manual programming conception). The
generated code does not require verification and can be
loaded into the target hardware using third-party software.
However, at the stage of developing the algorithm,
mistakes can be made. Consequently, the identification of
errors at the stage of the development of the algorithm
blocks, the functioning of the algorithm, and the
correspondence of the code with the algorithm is an
important stage of development and should be carried out
in parallel with the development of the algorithm.

For testing MATLAB Simulink models, there are
applications such as Simulink Test, MES, and others.
These applications are effective tools for performing
typical test cases, in particular:

'\

4.7 System design (¢

tem testing

e Unit Test,

¢ Functional Test,

e Composition test

based on MIL, SIL, and HIL based on the type and
completeness of test coverage.

The listed software products can be used to test
software products with QM, ASIL A, B, C, and D marks
according to ISO 26262 (ISO.org #). both Simulink Test
and MES are available for a fee.

Since the standalone testing QM systems is possible.
It means that QM can be tested without ASIL systems. It
is important to note the possibility of conducting such
testing with non-certified software, which can be provided
free of charge.

AUTOMOTIVE TEST PROCESS

It is important to note that the development and testing
of models, algorithms, and code in the automotive industry
are characterized by a class of threat to life and health.
Threat classification is assessed on the QM, ASIL [A, B,
C, D] scale and is detailed in ISO 26262. It is also worth
noting that testing non-ASIL subsystems (ISO26262-08,
page 21) does not require the use of validated software.
product (can be carried out using the custom toolset).
According to ISO 26262, a safe development concept for
automotive must comply with the V Model as shown in

Figure 1.
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Figure 1. The V Model.

The figure was copied from the ISO 26262-6

From Figure 1 it can be seen that the testing process is
carried out in a closed cycle with the process of
developing. The Test process and Development process
are classified by levels.

From the practice of testing models, it is worth noting
that you need to start the testing process with the analysis
and review of requirements. In this case, the test group
should have the right to influence the text of the
requirements. The review should be finished before the
test group will start any new test activities.

After completing the work with the requirements, it is
worth starting the Software unit test (6-9, Figure 1). It is at
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stage 6-9 that the status of requirements should be changed
(from Work to Release of the software product).

Based on the unit test results, the test group
recommends the development team to introduce certain
changes in the models. This approach is important because
there are rarely projects in which the requirements are
sufficient for testing.

It is also rare that there is sufficient Design Document
to develop a Test Harness before the implementation of the
model is complete. Therefore, repeating, it is important to
note that working on requirements and models is a process
in which both teams, both developers and testers, are
involved. Returning to the topic. When the Software unit
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test for all subsystems is complete, the test team can
proceed to functional testing (6-10 Picture 1, Software
integration and testing).

So, according to ISO 26262, testing models for
automotive includes the following stages of testing:

e verification of software safety requirements;
e software unit test;
e software integration and testing.

With practical experience, it is recommended to include
as test criteria, the criteria specified in the MISRA AC
GMG. In particular, checking data types, names of inputs
and outputs, number of interfaces.

Tasks related to the verification of software safety
requirements are to document (Jama, CarWeaver,
SystemWeaver). At this stage, the requirements are refined
through a review process by the Software architecture and
QA engineer.

Tasks related to software unit test and software
integration and testing include working with the model in
MATLAB Simulink and requirements.

So, a software unit test provides for the creation of such
a model testing scenario in which a set of combinations of
signals at the inputs will be sufficient to obtain complete
coverage of the model by tests according to the selected
criteria (Condition, Decision, Execution, MCDC **,
Complexity **). In this case, the test scenario (Test
Sequences) and the expected model responses should be
based strictly on the requirements text.

The Test Harness should be constructed in such a way
that any actions of the QA Engineer do not lead to changes
in the Design Model. Also, Test Harness must be one-way
synchronized with the Design Model to enable Continuous
Integration in Test Process. A software unit test involves
testing a small part of the model, in which the
completeness of a certain part of the algorithm is observed.
In this case, the test is completed if the number of
requirements is sufficient to obtain full coverage, and the
model is performing as expected.

With practical experience, it is convenient to conduct a
software unit test based on MIL technology. This thesis is
not contested by ISO 26262 and MISRA GMG

As for software integration and testing, this stage
provides for verification of the correctness of the

generation of program code for the selected Hardware
Target architecture. This stage is also carried out in order
to test the conformity of the functioning of the function
(Software Component) as a whole.

With practical experience, software integration and
testing are convenient to carry out based on MIL, SIL, and
HIL and technology. For obvious reasons, HIL is the most
compelling and most challenging of these testing options.
On the other hand, MIL and SIL have an advantage over
HIL in terms of the ability to iterate over a much larger set
of states of input signals to the Software Component,
which when using Virtual Target (for example, Car Maker)
allows you to implement test methods that are rarely used
in HIL testing, for example, such as error injection.

CONCLUSION
The automation industry is one of the most sought after
branches of engineering today. Development in which
involves the constant injection of new methods. The
implementation of these methods involves raising funds
for software and specialists. The development of new
methods for covering the model with tests will not only
reduce the cost of introducing expensive software
packages but also provide the ability to inject new methods
that are not provided for by the developers of large
software systems for software testing.
Describing test software development methods will be
the purpose of future publications.
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AHOTANIA
Kibeparaku, 1110 NpU3BOIATH 10 MOPYLIEHHS (YHKIIOHYBaHHS 00’€KTIB KPUTHYHOI iHQpaCTPpyKTypH NepikaBH, € IPHYUHOIO
HaJ3BuYaiiHuX curyanii. Kibepzaxuct 00’ekTiB KpUTHUHOI 1H(PAacTPyKTypH Aep)KaBH CTa€ KIIOYOBUM HANpPSIMKOM, SIKHUii
CIIPOMOXKHHMI 3a0e3neuntd iHpopMauiiiHy Oesmeky nepxkaBu. [IpoaHasni3oBaHO OCHOBHI ()akTOpH, sIKi BIUIMBAlOTh Ha CTaH
KibepOesneku iHpOpMAaIliHHO-TEICKOMYHIKAIIIHOT CUCTEMH 00’ €KTIB KPUTUYHOT IHDPACTPYKTYPH JCPIKABH.
KJITOYOBI CJIOBA: Kibepbesneka, kibep3axuct, kidep3arposa, kibeparaka, iHpopMaIiifHO-TeIeKOMyHIKaIiitHa

cucTema, 00’ €KT KpUTHYHOI iHPpaCTPYKTYpH.

ABSTRACT
Cyberattacks that disrupt the state critical infrastructure objects’ functionality are the cause of emergencies. Cybersecurity of the
state critical infrastructure objects becomes a key area that can ensure the state's information security. The main factors influencing
the status of cybersecurity of the information and telecommunication system of the state critical infrastructure objects are analyzed.
KEYWORDS: Cybersecurity, cyberprotection, cyberthreat, cyberattack, information and telecommunication

system, critical infrastructure object.

Protection of vital interests of human being and citizen,
society and the state during the use of cyberspace is
ensured by implementing a set of organizational, legal and
technical measures for cyber protection of the state’s
critical infrastructure objects. Cyberattacks in modern
society, become more frequent and increasingly affect the
economy of the state. Therefore, reliable protection of the
state critical infrastructure objects from cyberattacks is a
condition of economic, political, social, defense and other
components of national security [1]. Disruption of the state
critical infrastructure objects functionality can lead to
emergencies, environmental disasters, causing critical
material, financial, economic damage or large-scale
disruptions of cities and communities vital activities. The
Decree of the President of Ukraine implemented urgent
measures to form in the system of the Ministry of Defense
of Ukraine the cyber forces to protect the sovereignty of
the state, ensure its defense ability, prevent armed conflict
and repel armed aggression in cyberspace [2].

The report analyzes existing information protection
systems in information and telecommunication systems
and defines the main components of cyber protection
systems of information and telecommunication systems of
the state critical infrastructure objects. Regulatory,
organizational and technical components of cyber
protection system directly affect the status of cybersecurity
of information and telecommunication systems of the state
critical infrastructure objects.

Information and telecommunication system of the state
critical infrastructure objects is the complex organizational
- technical system that includes mutually related elements:
service staff, technical means, mathematical, software and
information support. Sources of cyberattacks against
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information and telecommunications systems of critical
infrastructure objects can be located both from the outside
(external intruder) and from the inside. Features of
construction and vulnerability of information and
telecommunication systems of the Armed Forces of
Ukraine, sources of information leakage, and the
possibility of access to confidential information of
cybercriminals are considered.

The analysis of the following factors impacts on the
status  of  cybersecurity of information and
telecommunication systems of the state critical
infrastructure objects of has conducted, namely:

the status of the regulatory and legal documental base
for cybersecurity of information and telecommunication
systems of the critical infrastructure objects;

the sources of cyber threats, their capabilities, types,
aspects, purpose, motives for cyberattacks;

the vulnerabilities in cyber protection systems that can
be used for cyberattacks;

the existence or absence of favorable conditions for the
cyber threats realization;

the attractiveness of the assets targeted by cyberattacks;

the consequences of the possible cyber threats
realization;

the level of professional skills of personnel responsible
for cybersecurity of objects and training organization for
cybersecurity specialists.

Thus, it is found that cybersecurity of information and
telecommunication systems of critical infrastructure is an
integral part of information security of the state and
depends on the factors considered in the briefing.
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ABSTRACT

In today's world, during human-led attacks, thieves use predictable methods to infiltrate the device. Most suppliers put customers
in a difficult and expensive position because they are too dependent on detection rather than prevention. Solutions are considered,
most of which focus on prevention in order to stop threats as soon as possible. Detection is then used as another level to find the
most challenging of the advanced threats. Without this balance, SOCs are full of incidents and warnings, and attackers eventually
succeed. In fact, the vast majority of alerts seem to have created a crisis in an industry that is destroying SOCs and preventing them
from focusing on the critical incidents for which critical incident detection products were actually created. In short, it is important
to find violations. But it is better to prevent them - for efficiency and to focus SOC.

KEY WORDS: information security, cybersecurity, adaptive security, endpoint security.

AHOTAIIA

B cyuacHoMmy cBiTi i ac aTak, KEpOBaHUX JFONbMH, 3TOBMICHUKH BUKOPHCTOBYIOTH Niepen0adyBaHi METOMU IS
MPOHUKHEHHS Ha TPUCTPIA. BiNbIIiCTh MOCTaYaIbHUKIB CTABIATH KIIEHTIB y BaXKKE Ta AOPOTE CTAHOBHUIIE, OCKITBKU
BOHH 3aHA/ITO 3JIeXKAaTh BiJl BUSBJICHHS, a HE Bij 3amo0iranHs. PO3IIsIHYTI pillleHHs KOTPi B O1IBIIOCTI 30CEPeIKYIOThHCS
Ha 3amo0iranHi, o6 SKHAWIIBH/IIE 3yITMHUTH 3arpo3u. [10TiM BUKOPUCTOBYETHCS BUSBICHHS SIK iHIIMH PiBeHbB, 1100
3HAWTH HAWCKIAAHIN 3 mepemoBux 3arpo3. be3 mporo Oamancy SOC mMepemoBHIOIOTHCS IHIHMIEHTaAMH Ta
MIOTIEPE/KCHHSIMH, 1 3JI0BMHCHUKM B KiHIIEBOMY MiJICYMKY JOCSTalOTh ycmixy. Hacmpasni, mepeBakHa KilbKiCTh
CIIOBIILICHB, 3/IAEThCS, CTBOPHJIA KpU3y B rainysi, ska pyiiHye SOC 1 He 103BOJIA€ M 30CEPEIUTUC HA KPUTUUHUX
IHIUIEHTAaX, AJIS SIKUX HaclpaBai Oyiau CTBOPEHI NPOAYKTH IS BUSIBIICHHS] KDUTHYHMX 1HOUAEHTIB. KopoTme kaxy4n,
Ba)KJIMBO 3HAWTH MOPYLIEHHs. AJle Kpalie 3a1o00irtd im — aist eeKTUBHOCTI Ta 11t koHueHnTpauii ysaru SOC.

KJIIOYOBI CJIOBA: 3axuct iHpopmaiiii, KibepOe3sreka, aqanTHBHUHN 3aXUCT, Oe3MeKa KiHIIEBOT TOUKH.

BCTYII 3aMOBHHKA, 1 SIKIIO 3pO0JICHO HENPaBHJIbHO, HETaTHBHUM
[ligmpueMcTBa MO BCHOMY CBITY BKJIAJArOTh 3HAYHI  pe3ylbTaT 4YacTo € KaractpogiunuMm. Kpim Toro,
KOIITH B 0€3MeKy KiHIIeBUX TOYOK, 100 3aXMCTHUTH CBOi  MOKJIAJaTHCS JIUIIE HA BHSABJICHHS TPHU3BOAUTH JIO
KiHIIeB1 Touku. He3Bakaroun Ha BUTpaYeHH Yac i Tpolri, 3MEHIIEHHs Biiadi — i J0 BETMKOI KUTBKOCTI TOTEHITIHHNX
ChOTO/THI BiIOyBa€ThCs OiNIbIIE TOPYIIEHD, HIXK Oyb-KOJH  MOPYLICHB. [ 1]
paninie. 3T0BMUCHUKHN 3HAMIILIM CJIINI 30HU 1 IIOTOUHH
ekcruryaryloth  iX. ll[o0 BupimutH 1m0 mpoliemy,
KoMaH7aM Oe3mnekn TOoTpiOHO 3poOuTH Oinblle, HiX
3aKpUTH  KilbKa Jip. IM HEOOXiZHO  pO3MIAHYTH
IHHOBAIIMHUN MiAXiJ Ui IIBUIICHHS PIBHA 3aXUCTY
KiHLIEBUX TOYOK 1 MAKCUMAJIBHOTO 3a0e31eueHHs Oe31eKu
B 1itomy. et mizixisy Ha3uBa€eThCs aAalTHBHAM 3aXHACTOM.
Kinmepa merta kibepOesmeku B amanTuBHOCTI. lle
O3Hayae, MO0 KiOepiHIUACHT MOBUHEH OyTH BUPIIMICHUH 1
cUCTeMa Ma€ TMOBEpHYTHCS 10 HOPMAaIbHOI poOOTH 32
MaKCHMaJILHO KOpOTKHi yac. KoxxHe cepeioBHIle KirieHTa
VHIKaJIbHE, aJle CbOTO/IHI OiIBIIICTh TEXHOJIOTIH Oe3neKu
MOCTAYalOThCsl IPUIIYHIEHUMHU», 00 3amo0irté Tta
VHHKHYTH IOMIJIKOBHX CIIpaliboByBaHb. KpiMm TOTO, 100
OTpHMaTH MaKCHMAJIBbHUHM 3axucT, 0araro BHUPOOHHUKIB
HAaJAlOTh CKJIagHI HaJAIUTYBaHHA Ta IapameTpu
koH(Qirypanii. Ix HamamTyBaHHsS nArae Ha  TIIedi

1O TAKE ENDPOINT SECURITY?

Besneka kiH1eBOI TOYKM a00 3aXUCT KIHIIEBOI TOUKU —
e Mmiaxia kidepOe3rneku 10 3aXHCTy KIHIEBUX TOYOK,
TaKUX K HACTiJbHI KOMII IOTEpH, HOYTOYKH Ta MOOIIbHI
MPUCTPOI, BiJ] 3IOBMUCHOT isSUTBHOCTI.

3a crnoBamu Gartner, ruiargopma 3aXHCTy KiHIIEBUX
touok (EPP) — 1e pinieHHsl, sike BUKOPHCTOBYETHCS JIJISI
«3arno0iraHHs  arak  3JOBMHUCHOTO  NPOrPamMHOIO
3a0e3MeYeHHs] Ha OCHOBI (DaiiliB, BUSBICHHS 3JI0BMHCHOT
AKTUBHOCTI Ta 3a0e3nevyeHHs MOXKJIMBOCTEHN
pO3cIinyBaHHS Ta yCyHEHHsI, HEOOXiHi AJIsl pearyBaHHs
Ha TMHAMIYHI iHOUIEHTH OE3MeKH Ta TONepeKEHHS.

KinneBa Touka — 1i¢ Oyab-sIKMA TNPHUCTPil, SKUN
MiAKIIOYAETHCS 10 KOPIIOPATUBHOT MEPEXi Mo3a MeKaMu
cBoro OpaHamMayepa.
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Crpareris Oe3neku KiHIIEBOI TOYKH € BaKIHMBOIO,
OCKUIbKM KO)KHA BiJmajeHa KiHIIEBa TOYKa MOXKE OyTH
TOYKOIO BXOAY IJISl aTaku , a KUTBKICTh KiHIIEBUX TOYOK
JUIIe  30UTIIYEThCS 31 MIBHJIKHM TIEPEXOJOM Ha
BifaneHy poOOoTy, MOB’SI3aHUM 13 TaHIEMI€r0. 3TiTHO 3
omutyBanHsaM Gallup , Gimpmricte mparmiBaukiB CIIA
oynu Bignaneni B 2020 porti, a 51% Bce e Oynu BiganeHi
B kBiTHI 2021 poxy. Pu3uku, moB’s3aHi 3 KiHIIEBUMHU
TOYKAaMH Ta IXHIMH KOHQIACHIIHHUMH NaHUMH, €
POOJIEMOL0, SIKa HE 3HHKAE.

Koxne 310M JaHux KomITye B cepenHbomy 3,86
Mminbifona momapie CIIIA mo Bceomy cBitTy, a CIIA B
CepPEeIHHOMY CTAaHOBIATH 8,65 MIIIBHOHA JONAPiB 3a 3JI0M
IaHux 3rigHo 31 3BiToM Ponemon «Cost of a Data Breach
Report 2020» (3a 3amoBnerasM IMB). JocmimkeHHS
BUSIBIJIO, IO HAWOUThIMUM  (DIHAHCOBHM  BIUIMBOM
nopyuieHHs: OyB «BTpa4eHUH Oi3HEC», IO CTAaHOBHTH
maitke 40% cepeqHiX BUTpAT Ha IOPYIICHHS JaHUX.

3axycT BiI arak HAa KIHIEBI TOYKH € CKJIIAQOJHUM
3aBJaHH]IM, OCKUIBKM KIHIICBI TOYKH ICHYIOTH TaM, JI¢
MIEPETUHAIOTHCS JIFONM Ta MaIluHU [Minnpuemcrpa
HAMAararThCs 3aXUCTUTH CBOI CHCTEMH, HE BTPYYAIOUNCh
Yy 3aKOHHY [isJBHICTh CBOiX CHiBpOOITHHKIB. | Xodua
TEXHOJIOT14HI pileHHs MOXYTb OyTn
BHCOKOE(hEKTUBHUMH, HMOBIPHICTh TOTO, IO MPaIliBHUK
MiAAacTeCS — aralli  COMiallbHOI  iFKeHepii, MOXHa
ITOM’SIKIITUTH, aji¢ HIKOJIH He 3ar00irTH MOBHICTIO.

PimenHs 3aXUCTy KiHIIEBUX TOYOK MPAIIOIOTH HIISIXOM
niepeBipku (hailimiB, MPOIECIB i CHCTEMHOI aKTUBHOCTI Ha
HASBHICTH MiIO3PUINX 200 IIKIiITUBUX IHAUKATOPIB .

PimenHs mas 3aXMCTy KiHIIEBUX TOYOK IPONOHYIOTH
[EHTPaTi30BaHy  KOHCOIIb  KepyBaHHS, 3  SKOi
aJMIHICTpaTOpu MOXYTh MIJKIIOYATHCS 1O  CBOEI
KOPIIOPaTUBHOI MepeXi [UIs MOHITOPHHTY, 3aXHUCTY,
po3cligyBaHHS Ta pearyBaHHsA Ha iHOmueHTH. lle
JIOCSITAETHCSI  IUIIXOM  BUKOPUCTAHHA  JIOKAJIBHOTO,
riOpUAHOTO 200 XMAaPHOTO MiIXOTY.

[Iporpamue 3a0e3rneucHHs OE3MEKU KIHIEBUX TOYOK
3aXUIIA€ KiHIIEB1 TOYKH Bij] 37I0My — HE3aJIeKHO Bif[ TOTO,
(hi3u4HI BOHU YM BIpTyalslbHi, JIOKQJIBHI YM 11032 HUM, Y
HeHTpax 00poOKH JaHUX UM B XMapi. BiH BCTaHOBIMIOETHCS
Ha HOYTOYKH, HACTIIBHI  KOMIT'IOTEPH, CEpBEpH,
BIpTyaJIbHI MalllHHA, a TaKOX caMi BiJalieHl KiHIEeBi
TOUKH. [2]

PIINIEHHSI

KoprioparuBHi TexHONOIMl Oe3MeKkH KIiHIIEBHUX TOYOK
JUIE  KOMIIaHIH CepelHbOro pO3MIpy HaMararoThCs
3IMBYBaTH HAC 4YHMOCh aOCOMIOTHO HOBUM. BoHH
3a0e3MeuyoTh HaJiHWNA 3aXHUCT BiJl 3JIOBMHCHOTO
OporpaMHOro  3a0e3nedyeHHs, a B MOEIHAHHI 3
BiJIIOBITHUMH TOJIITUKAMHU, PETYISPHUMH OHOBICHHIMH
Ta KiOepririeHoro  cmiBpOOITHUKIB BOHH  MOXYTb
3aXMCTUTH O13HEC BiJ] OLTBIIOCTI KiOEPPH3HKIB.

Hacnpapni, y crparerigsx kidoepOe3meku OUIbIIOCTI
CepeIHIX KOMIIaHil, HABITh 13 PIICHHSIM KiHIIEBOI TOUKH,
IMOBIPHO, BCE I 3aJMILIAThCS MPOTATUHM, SIKI MOXKHA 1
NOTPiOHO 3aKPUTH.
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Bararo xommaHii MPONOHYIOTh HAMHOBIII pilIEHHS
Oe3IIeKN — aJanTHBHI PIllIEHHS.

Symantec 30Cepe/KYETbCS Ha 3aXUCTi, SKHHA €
MPEBEHTUBHUM, THYYKHM 1 aBTOMaTHYHHM. KirouoBuM
KOMITOHEHTOM € MallMHHE HABYaHHS, CTBOPEHE Ha OCHOBI
OECATHIITH  JOCBimy  Symantec 3  BEIHKHMH
OpraHizamisiMi, sKi TpAIfOIOTh HaJX aBTOMATH3aIliEr0
KOoH(]iryparii mapamMeTpiB 3axHCTy Ta 3a0e3NeUeHHSIM
HaWBHUIIIOTO PiBHS 1HAWBIMYaJbHOTO 3aXUCTY 3 HYJIbOBHM
BIUIMBOM Ha MPOXYKTUBHICTH. [loCHIIEHMIA 3aXHUCT TaKOX
pOOUTL BUSBICHHS OUIBII €(QEKTHUBHHUM, J03BOJISIFOYU
SOC (Security Operations Center, OnepamiiHuii TIEHTP
Oesmekn — 1e 00'€KT, /e KOpIOpaTuBHI iHpOpMaIiiHi
cucremu (BeOcaiitu, nomaTku, 0a3u JaHUX, LEHTPU
00pOoOKM  NTaHWX, CEpBEpPH, AaKTUBHE  MEpeKeBe
00aTHaHHS, KOMI'IOTEPH Ta iHIIE KiHIIeBE O0JIaTHAHHS)
KOHTPOJIIOETBCS,  OLHIOETBCS ~ Ta  3aXHIIAETHCA.)
30CepeAUTHUCS JIAIIEe Ha 0OMeXeHOMYy Habopi 3arpo3 i He
MaTH CIpaBy 3 IOMNEPEMKSHHAMH Ta IMpoOJieMaMH, SKi
3aXHCT MIr OW 3yITUHHUTH.

AJNanTUBHUH  3aXHUCT  aBTOMATW4YHO/OE3MEPEPBHO
3MEHIIIY€ IIOBEPXHIO aTaKH KiHIIEBOT TOUYKHU. 37IOBMUCHUKH
Oinbplle HE MOXKYTh CTBOPHUTH €IMHY aTaky, sika IPaIoe
CKpi3b. AJanTHUBHUA 3aXUCT IHIUBIAYadbHUHA IS
KOXKHOTO TIJIPUEMCTBA Ta aNaNnTyeThCsA y Mipy 3MiH Y
Bamiii opranizanii. Y Bac yHikanbpH#l 3axuct. Lle smymrye
NPOCYHYTHX 3JIOBMHUCHHKIB a00 ajanTyBaTHci - 3a
BEJIMUE3HY IIHY JJI1 HHUX, a00 MPOCTO BiIMOBUTHUCS BiJl
Bamioi oprasizarii. HaBimo BuTpauaru 9ac, KOJIU TOTaHi
XJIOMII MOXYTh JICTIIIC 3JIaMaTH 1HIIY OpraHizallito, ska
Ma€e «yHiBepcalbHe» pillleHHs1 0e3MeKH KiHIEBOi TOUKH?
Kibep3nounHIli BONIIOTH MUCATH OAWH pa3 — i 3apa3uTH
Iopa3y — BUKOPUCTOBYIOUH CBOIO MEP3E€HHY E€KOHOMIFO
Bij MacmTady.[1]

CrowdStrike TIpOTIOHY€ HOBWI MiIXix 10 Oe3meKu
KiHIeBUX TOYOK. Ha BimMiHYy Bif TpajWIiiHUX pillleHb
Oesmekn abo MmepexeBoi Oe3nexu, pimeHas CrowdStrike
JUiss O€3MeKU KIHIIEBMX TOYOK OO €IHYE TEXHOJIOTII,
HeOoOXifHI s YCIIIIHOTO  TMPUIUHEHHS  3JIOMY,
BKJIIOYAIOYM  CIPaBKHI ~ AHTHUBIPYCH  HACTYIHOTO
MIOKOJIIHHS Ta BUSIBJICHHS Ta pearyBaHHs Ha KiHIEB1 TOUKH
(EDR), kepoBaHWil TMOIIyK 3arpo3 Ta aBTOMAaTHU3AIliIO
aHaJi3y 3arpo3 , IO HAJAlOThCA Yepe3 €IUHUH JIETKHA
aret. Falcon Enterprise Bkitouae B ceGe Taki MOMIYIIi:
Pimenns NGAYV Big CrowdStrike, Falcon Prevent™ |
mae 100-BiiCOTKOBHIA PEHUTHHT MJI1 BHSBICHHS SIK
BIJIOMHX, TaK 1 HEBIJOMHX 3pa3KiB 3JOBMUCHOTO
mporpaMHOro  3a0e3reueHHs 3 MOKAa3HUKOM
XUOHOMO3UTUBHUX PE3YJIBTATIB HYJIb BiJICOTKIB.
Falcon Insight™ EDR 30upae Ta mnepeBipse
iH(pOpMAIIiIO TIPO MOIT B PEKUMI PEATLHOTO Yacy JUIs
3aro0iraHHs Ta BUSBJICHHS aTaK HA KiHIIEBI TOYKH.
Komanna CrowdStrike Falcon Overwatch™ nigHOCHTE
BUSBJIEHHS 3a MEXI aBroMaru3auil. 3aBasKd OIHIN 3
HaliocBiueHimmx komany y ramy3i Ta CrowdStrike
Threat Graph ™ , 6a3i nanux, sika 00poOsisie moHax 6
TPUJIBHOHIB TOAIH Ha TIKAEHb, Falcon Overwatch
BusBIIsIE Ta 3ynuHse moraa 30 000 cripob 310My Ha pik.
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Konu 3arposa Oyne BusiBneHa, xkomanaa Overwatch
MOJKE BXKUTH 3aXOIiB 32 JIUCHI CEKYH/IH.

[Mnarpopma Falcon X Binm CrowdStrike pobuts
pEaNBHICTIO TpelWKaTUBHY Oe3MeKy, 1HTerpyroun
PO3BIAKY 3arpo3 i 3aXuCT KiHIEeBUX TouoK. [ligxoants
JUTSL TAIPHEMCTB Oymb-SIKOTO PO3Mipy, Oprasizamii

HapemTi MAalTh MOXJIMBICTh BUICPEAUTH il
CYTIPOTUBHUKA 1 3aJIMIIIaTUCS TToniepeny. [2]
Panda Adaptive Defence — 1ie nomaTkoBUI piBeHB

3axMCTy s Balmloro MOTOYHOTO KOPIIOPaTUBHOTO
pimieHHs iHdopMamiiiHoOT Oe3MneKH.

Panda Adaptive Defence 3maTHe TouHO KitacudikyBaru
KO’KEH aKTUBHHI I0JJaTOK y Ballliii KOMIIaHii, 103BOJISIFOYH
3aIyCK TUTBKHU JIETITUMHHM.

Po6ora pimeHnst 3acHOBaHa Ha TPHOX IPHUHIIAIIAX:
Oe3repepBHUI MOHITOPHHT JOAATKIB Ha KOMITTOTEpax i
cepBepax KOMIaHii;

aBTOMAaTH4YHA Kiacu]ikallis 3 BUKOPUCTAHHSIM TEXHIK
MaIIMHHOTO HaBYaHHS Ha XMapHiil turatdopmi Big
Data;

poborta TexHiuHMx ekcrnepriB Threat Hunting, 1o
aHANI3YIOTh JOAATKH, 00 TOYHO 3HATH OBEIHKY BCiX
Mporpam, 3aIyHIeHnX Y KOPIIOPaTHBHAUX CHCcTeMax. [3]
Anantusanii 3axuct Google Cloud Armor nomnomarae
3aXUCTHUTH Ballli IPOrpaMu, BeO-caiftu Ta ciyxou Google
Cloud Bix arak po3momiieHoi BiIMOBH B 00CITyTOByBaHHI
(DDoS) pieas L7, takux sk HTTP flood Ta inmoi
BHCOKOYACTOTHOI 3JIOBMUCHOI aKTMBHOCTI piBHSA 7 (Ha
piBHi mporpamu). Adaptive Protection cTtBoproe Momemi
MAIIIMHHOTO HABYAHHS, SIKi BAKOHYIOTb TaKi Jii:
BusBisITH ¥ TOBiIOMIIATH PO aHOMAJIbHY aKTUBHICTh
CTBOPITH MiANUC, 110 ONKCYE MOTEHLIIHY aTaKy
CrBopith cneuianbHe mpasuino Google Cloud Armor
WAF, 1106 3a0110KyBaTy mimuc

Bu BMukaere a0 BUMMKAEeTe aJanTUBHUN 3aXHCT Ha
OCHOBI TIOJIITUKHU O€3IeKH.

CrioBileHHsT MO aHOMalbHUKA Tpadik (TOTeHIiiHI
araku), sIKi BKJIIOYAIOTh CUTHATYPH aTak, 3’ SIBISIOTHCS Ha
indopmariitniii maneni moxiit Adaptive Protection 3
JKypHajaMu Tofii, siki Haacunatoteest B Cloud Logging,
Jie X MoKHa 0€310cepeIHbO aHalli3yBaTh a00 MepeCuIaTH
B MOJAJIBLIHH >KypHal a00 poO0UHii IpOoLIeC MOHITOPUHTY
nofiii Oesneku. llomepemKkeHHs TIPO TMOTEHIINWHI aTakd
TaKOX TCHEPYIOThCSl SIK BUCHOBKH B LleHTpi ympaBiiHHS
0e3I1eKolO .

Adaptive Protection cTBOproe Kinbka Mopenei s
BUSIBIICHHSI TOTCHIIMHUX aTaKk 1 BH3HAYEHHS IXHIX
curHatyp. CurHanu, $Ki BHUKOPHCTOBYIOTBCS ITMMH
MOZAETSIMH, 00 BU3HAYUTH, YU TPUBAE aTaka, IOXOIATh i3
CIOCTEPEXYBAHUX METAJaHUX BXiZHOTO TpadiKy 3alHTiB
13 Bammx npoekTiB. Taki MeTazaHi BKIOUaoTh: [P-aapecy
JoKepena, reorpadiro JjpKepena Ta 3HAUEHHS JICAKUX
3arosioBkiB 3anutiB HTTP.

®DakTU4HI XapaKTePUCTUKH, BUKOPUCTAHI MOJICIISIMH, €
MOX1THUMHA CTaTUCTUIHUMHU BJIACTHUBOCTSIMH
BHIIE3raJaHuX CUrHaigiB. ToOTO HaBYaibHI JaHl IS
MojieTiel He BKJIFOYaloTh (PaKTUUHI 3HAYCHHS OyIb-sSKHUX
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MeTalaHux, Takux sk [P-agpecm Ta/abo 3Ha4YeHHS
3aroJIOBKa 3aIluTy.

3aranpHuid HaOlp Momeseil BUSBICHHS, HaBYCHUX
JWIe 31 MTyYHUMH JaHUMH, BHKOPHCTOBYETHCS BCiMa
KJIl€EHTaMHM, 1100 BHU3HAYMTH, YU MA€ MICIE aTaka, KOJIM
BIIEpILIE BBIMKHEHO afanTUBHUMN 3axucT. Ilicis Toro, Sk B
MOBiTOMJIsIETE TPO OyIb-sIKY MMOMUIIKOBY TOIIIO aTak, i

MOIEJli  OHOBIIOIOTBCSA  3a  JOIIOMOTOIO  CHTHAIIIB
cBiTIodopa, XapaKTepHUX JJIS BAIIUX IIPOCKTIB, Il MOJEITI
€ JIOKAJIbLHUMHU JUIS  BallMX TPOCKTIB 1  HE

BUKOPHCTOBYIOTBCS JUIS 1HIMX KITi€HTIB.

ITicia Toro, Ik amanTHBHUN 3aXWCT BU3HAYMTH, IO
BinOyBa€ThCsl MOTEHIIHA aTaka, BiH TeHEPYE CUTHATYPY
arak, ska e(eKTWBHA, IMI00 JOMOMOITH I[UTi IIBHJKO
oM’ sKmuTH araky. L{o6 mocsrtu 3a3HadeHOro BHIIE,
Imicasl BBIMKHEHHS aIanTHBHOTO 3aXHCTy B TMOJITHII
Oesmekn MeTpuku Tpadiky Ta MeTajaHi 3amuTy J0
cepBepHOi Ciayx0u (TMOB’sI3aHI 3 TOJITHKOK OE3MeKH)
IOCTITHO ~ 3amUCYIOThCS, MO0  mi3Harucs  0a30Bi
XapaKTEPUCTUKHU TpadiKy.

Ockinbku Adaptive Protection motpiOHO ai3HaTHCA
mpo ©OazoBuit Tpadik, Adaptive Protection Moxe
3HAOOUTUCS 110 OJHI€I TOOWUHH TIepell CTBOPEHHSIM
TIPABKJI JIJIS TIOMSIKIIICHHS TIOTCHINIMHNX aTak. [4]

BUCHOBKH

Ha croromHimHiii JeHb KiOEp3axXUCT € OJHUM 13
TOJIOBHUX 3aBJaHb, BHUPINICHHA SKAX IMOKJIAJICHO Ha
tdaxiBmiB 3 iHopmamiiiHoi  Oesmekw.  3aBOAKH
aJalTUBHOMY 3aXUCTy JUIS KIHIIGBOI TOYKH MOXKE
PETYIIIOBaTH aTaKU y PEXKKMMI PEasbHOTO Yacy BiJIIIOBIIHO
JI0 CTaHy MPHUCTPOIO, BUIUIIE MEHTpaM Oe3MeKH OibIie
4yacy, KOJH TpPAIUISIOThCS I1HIUAEHTH, 1 TOTEHIIHHO
3YIUHSIE JIAHIIOKOK aTak i3 caMoro no4arky. JlomaBaHHs
HOBHX  TEXHOJOTIH  JOBOAWTH, M0  PO3IIUPEHHS
TEXHOJIOTIA 3amo0iraHHss Ta BUSBJICHHS € IKUTTEBO
BKITMBHM JIJISl IEPEMOTH y OMTBI IPOTH 3JIOBMUCHHKIB.
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MEXAHI3MHU JEPKABHOI'O YIIPABJIIHHA BUPOBHULITBOM IIPH
BIIPOBAI’KEHHI IHJYCTPII 4.0

Xaanonin /I FO. — xanauar Hayk 3 JepKaBHOTO YIIPaBIiHHS, TOIEHT KadeApH MOMTHIHNX HayK 1 mpaBa, KuiBcekuit
HaI[lOHAJBHHUH yHIBEpCUTET OyAiBHHUITBA 1 apxiTekrypu, Kuis, YkpaiHa.

ABSTRACT
Industry 4.0 increases operational visibility, reduces costs, speeds up production time, and provides exceptional customer
support. Operational sustainability is becoming a key corporate goal. The tendency of transition from "automated" to "autonomous"
operations is analyzed. The directions of the state policy of Ukraine on stimulating the development of Industry 4.0 are outlined.
KEYWORDS: Industry 4.0, cyberphysical systems, Internet of Things, manufacturing, operational stability,

governance mechanisms, Industry 4.0 standards.

AHOTANIA
Ianycrpist 4.0 migBuIIye onepaTHBHY BHIMMICTB, 3HI)KYE BHUTPATH, NMPUCKOPIOE Yac BUPOOHMIITBA, 3a0€3IEUy€e BUHITKOBY
miATPUMKY KIieHTiB. OrepamniifHa CTIMKICTD CTae KIIFOYOBOIO KOPIIOPATHBHOIO MeToro. [IpoaHamnizoBaHO TEHICHIIIIO MEPEXOmy Bif
«aBTOMAaTU30BaHUX» [0 «aBTOHOMHHUX» omepauiid. OKpeclieHO HampsMH JepXKaBHOI MOJITUKK YKpaiHH LIOM0 CTUMYIIIOBaHHS

po3BuTKy [HnycTpii 4.0.

KJITOYOBI CJIOBA: Iaayctpis 4.0, kibepdizuani cuctemu, [HTepHET peded, BHPOOHHUIITBO, OTIEpalliiHa CTIHKICTB,
MeXaHi3MH JIep>KaBHOTO YIpaBIiHH, cTaHnaptu [amycrpii 4.0.

1. SHAUEHHS TA IIEPEBATH THIYCTPII 4.0

Busnauenns Industrie 4.0, 3anpononoBane B 2011 pori,
OyJ10 TOCUTh JOBrUM. Y CTarTi i Ha3Boto «IHmycTpis 4.0
— pO3yMHE BHUPOOHHMNTBO Ui MaiOyTHhOrO» GTAI
(Germany Trade and Invest) po3riisiHyB UTaHHS, IO TaKe
po3ymHa mpoMuciioBicTs (cuHoHIM [HAyCTpii 4.0) 1 1o
o3Havae [uaycrpis 4.0.
Bursar: «Po3ymua mpomucnoBicte» abo «INDUSTRIE
4.0» BIZHOCUTBCS [0 TEXHOJIOTIYHOI €BOJIOLii Bix
BOY/JIOBaHUX CHCTEM JI0 KiOep(i3UYHUX CHCTEM...
INDUSTRIE 4.0 mnpencrasisie MalOyTHIO YeTBEPTY
IPOMUCJIOBY PEBOJIIOLIIO HA HUIAXY A0 [HTepHeTY peueil,
JaHWX 1 mOCyT. JleneHTpani3oBaHri iHTENEKT JoroMarae
CTBOPIOBATH IHTEJEKTyaJbHI OO0’€KTHI Mepexi Ta
HEe3aJIe)KHE YIIPABIIHHSA TPOIECAMH i3 B3aEMOIIEI0
pEeaNbHOTO Ta BipTyaJbHOTO CBITIB, SIKi MPENCTABISIOTH
HOBHUH BHpIIIATBHUHN aclIeKT BUPOOHUYOTO TIPOLIECY».

1.1. TEXHOJIOI'TA IHTEPHETY PE‘IEI@ SAK
HEBII’€EMHA CKJIAJOBA THAYCTPII 4.0
InrepHer peuel, skud Tiependadae  B3aEMO3B 30K

YHIKQIBHUX  OPUCTPOIB B paMKax  ICHYHOYOl
iHppacTpykrypu  IHTepHEeTy, HajgaB  BUPOOHUKAM
MOXIIMBICTh ~ NpHHAMard  OOTPYHTOBaHI  CTpaTerivHi

pillIeHHs, BUKOPHCTOBYIOUM JaHI B PEKHMI pEabHOTO
yacy, i IocAraTd HMIMPOKOTO CIEKTPY LiJieH, BKIIOYAIOUH
SHUKEHHS BUTpAT, [T ABUILIEHHS e(heKTUBHOCTI,
MiBUIIICHHST O€3MeKH, iIHHOBAIIMHI MMPOAYKTH, 1 OiNbIIe.
3riqHo 3 pociimkennsm MPI Group, maiixe TpeTnHa
(31%) BUPOOHWYMX TMPOIECIB 3apa3 BKIOYAE PO3YMHI
npuctpoi Ta BOygoBaHMI iHTenekT. Kpim Toro, 34%
BUPOOHUKIB IUJIAHYIOTH BHpoBaguTh TexHoiorito loT y
cBoi mporiecy, a 32% TIIaHyIOTh BIIPOBAJIUTH TEXHOJIOTIIO
IoT y cBoi nponykrH.

TakuM 4YMHOM, MOXKHA 3pOOWTH BHCHOBOK, IO IHTEpHET
peueri (IoT) € ommiero 31 3HAUYIIUX TEXHOIOTIH, sKa
BIIPOBAJKYETHCS Y BAPOOHHUYI MPOIIECH B PI3HHUX TaTy3sX
1 € BHM3HauaNbHOI AN (YHKUIOHYBaHHS BUPOOHHUYMX
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JMHIA HAa OCHOBI 3HW)KEHHS BWTpPAT, ITiIBUICHHS
e(DeKTUBHOCTI,  TiABHWINEHHS  Oe3meKkd, IHHOBAIH
MIPOAYKTY.

COVID-19 3HoBy BuKIMKaB iHTepec A0 TexHojorii [oT
3aBISKA 11 BiIJAJIECHOMY MOHITOPHUHTY Ta MOXKIUBOCTSAM
MPOTHO3HOTO 0OCTYTOBYBaHHS. 3 TOYKH 30pY TPOMaICHKOT
0e3MeKu, HEMPAKTUYHO, a TO i1 HEMOYKJIMBO, 100 TeXHIUHI
MPAIiBHAKYN TIONBOBUX CIYXO 3 SBISLTHCS Ha poOOUMX
MICIIIX MUTTEBO; KOXKEH POOOYHIA IOPSAAOK TOBHHEH OyTH
peTeNbHO  CIUTAHOBaHMU  3a3fanerinb. [lpuctpoi 3
migTpuMkor0 [oT m03BOJSIFOTH BUPOOHMKAM 0O€3MeYHO
KOHTPOJIOBAaTH po0OTy oONagHaHHS Ha BiJICTaHi Ta
BUSIBIIITH MOTEHIIIHHI IPOOJIEMH 1€ /IO TOTO, SIK BUHUKHE
HECTIPaBHICTh; BOHU TAKOXK JaI0Th MOXKITUBICTh TEXHIYHUM
HpaliBHUKaM OTPUMAaTH TOBHE YSBICHHS IPO NPOoOIeMy
Ta 3HAWTH TOTEHNIWHI pINIEHHS [0 TOTO, SIK BOHH
npulOyayTh Ha pobode miclie, 00 BOHM MOINIM YBIWTH B
KypC CHpaB{ Ta BUUTH i3 pillleHHsAM npobiemu Habararo
HIBU/IIIIE.

1.2. KOHBEPTEHIIISI TEXHOJIOT' T
30mmxeHHs 1HOpPMaLIHUX TEXHOJIOTIH Ta onepaniifHux
texHojorii (xouBeprenuiss [T/OT) mBuako mporpecye,
OCKLTbKH BUPOOHHUKH YCBIIOMITIOIOTh, IO 1€ € KITFOYEM JI0
ycmimHoi nudposoi Tpancopmarii. Ilos’s3anicts Ta/abo
kouBepreniis Mk OT Tta IT € BaxxnuBumu juis OizHecy,
100 KOHKYpPYBaTH 31 3pOCTalO4YMM IOMMMTOM Ha OLIbII
TiCHy iHTerpamito Ta Oimpmie  iHdopmamii, ska
BUKOPHUCTOBYE MPOMHUCIIOBHUI [HTEpHET peueil, iHayCcTpito
4.0, 5G, xwmapy, mnepudepiro (edge), aguTHBHE
BUPOOHUIITBO,  pO3MIMPEHY  aHANITHKY, LUPPOBHUHA
omusuok, AR/ VR, Al, ML Ta iHII HOBITHI TEXHOJIOTTII.

1.3. JEPXKABHA TIOJIITUKA YKPATHHU IIIOJIO
BITPOBAJI’KEHHSI TA PETI'YJIOBAHHS
THIYCTPII 4.0
VYkpaiHa, sIK 1 iHIII PO3BUHEHI KpaiHHU, TAKOXK BIIPOBAKYE

B CBOIO €KOHOMIiKy KoHIIemlito [Hmycrpis 4.0.
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3 metoro peryaroBanHs «lHayctpii 4.0» B Ykpaini Kabiner
MinicTpiB YKpaiHu BHIIAB pO3MOPSIDKEHHS Bix 17 ciduHs
2018 poxy «lIlpo cxBanenns Konrnenmii po3BUTKY
IUQpOBOi EKOHOMIKHM Ta cycmiibcTBa YKpainu Ha 2018-
2020 poxu Ta 3aTBEp/KEHHSA IUIaHy 3axXOiB MIOMO ii
peamizarii». I{e po3mopsmKkeHHs € T0CI YNHHUM.

e posnopsmxenHs 3akpimiroe, 1mo I[agyctpis 4.0 -
OHOBJICHa KOHIETIIS ‘“pO3yMHOTO BHPOOHHITBA’, IO

OTOTOXKHIOETHCSI 3 “yeTBEepPTOIO MPOMUCIIOBOIO
PEBOIIONIIEID”  Ta TOSABOK  KiOEP(I3UYHUX  CHCTEM.
Ianycrpis 4.0 - wHactymHuii eranm 1mdposizawii

BUPOOHUIITB Ta IPOMHUCIIOBOCTI, Ha SIKOMY TOJIOBHY POJIb
BiJIITPAlOTh TaKi TEXHOJOIII Ta KOHIIENTH, K [HTEepHET
peueit, “Bemuki pgani” (big data), “mpemuKTHBHA
aHaNITAKa”, XMapHi Ta TyMaHHI OOYHCIIEHHS, ‘‘MaIllHHE
HABYAHHS ', MalllMHHA B3a€MOJis, INTYYHWA 1HTENEKT,
pobotorexHika, 3D-1pyK, TOMOBHEHA PEATBHICTb.

Inrerpamis  nMGPOBMX  TEXHOJNOTIH y  MpOIECH
BUpOOHMITBA, a00 mu(poBi3alis MPOMHUCIOBOCTI, €
OPIOPUTETOM  JICP’KaBHOI ~ TMPOMUCIOBOI  TOJITHKH.

Jep:xaBHa TONITHKA CTUMYIIOBaHHS PO3BUTKY [HIycTpii
4.0 Ma€e TpU HaPSIMU:

cTtBopeHHs  iH(Qpactpykrypu  IHmycrpii 4.0
IHAYCTpiaIbHUX MapKiB, rajly3eBUX LEHTPIB TEXHOJOTIH
TOLIO;

JIOCTYTI IO KariTay Jisi CTBOPEHHS HOBHX iHHOBAIliHHUX
BUPOOHUIITB;

PO3BHUTOK HU(PPOBUX HABHYOK LIS i ATOTOBKH IIEPCOHAITY,
3[IaTHOTO TIPAIFOBaTH 3 TeXHOJoTisAMU [HayCcTpii 4.0.
[HIIMMU BaXKTMBUMU 3aBIaHHSAMHU € OQilliiHe BU3HAHHS
MDKHapOTHUX CTaHJapTiB, AKi CTaHOBJIATh
3arajJbHOBU3HAaHYy OCHOBY lHmyctpii 4.0 (6muspko 100
CTaH/apTiB), Aep>KaBHA MIATPUMKA JiISUTEHOCTI TEXHIYHUX
KOMITETIB, 5IKi OepyTh y4acTh y poOOTi HaJl CTaHAAPTaMH,
mo crocytoThes IHmycTpii 4.0; CTBOpeHHS MexaHi3MiB
TpaHcdepy TEXHOIOTIH.

Ha mizgcraBi BHILEBHKIIAIEHOTO BUIUIMBAE, [0 HAHOIIBIIT
e(eKTUBHUMH Jep)KaBHUMH MEXaHi3MaMH BIPOBaPKEHHS
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Ianycrpii 4.0 B YkpaiHi € CTBOpeHHsS iHIYCTpialbHUX
MapKiB, Tajy3eBUX IICHTPIB TEXHOJOTIH, CTBOPEHHS Ta
PO3BHUTOK 1HXXEHEpHHUX KJacTepiB, odiuiliHe BHU3HAHHA
MDKHapOIHUX CTaHAAPTIB, SIKI € 3araJlbHOBH3HAHOIO
ocHoBoto [aIyCcTpii 4.0.

[lux pimreHp BHUMarae IMOTOYHA IvIoOaThbHA EKOHOMIYHA
cutyauis, BmuB manaemii COVID-19, mnporpec vy
nudposizamii  Ta  KOHBepreHii  iH(opmarmiitHIx
TEXHOJIOTIH Ta OIepaIliiHuX TEXHOJOTiH (KOHBEPTEHIIIs
IT/OT), morpeba B cTiiiKiii poOOTI BUPOOHUYKX 3aBOMIB T
IHIMX manpueMcTB. ToMmy I pilIeHHS MOXYTb OyTH
MIPUIAHATI A0 YBard iHIIAMH KpaiHaMu it €(heKTHBHOTO
BIIpoBaKeHH 1 ympaeninHsa [aayctpieto 4.0 y pi3HHX
rany3six eKOHOMIKH.
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ABSTRACT

The object of research of this work is decision-making processes to determine the value of information assets (IA) in information
security systems, the subject of research are the principles and methodological foundations of information technology for assessment
of IA, which is operating on the basis of the model base management subsystem of the decision support system (DSS). Methods of
alternative and scenario modeling, forecasting, multifactor analysis and evaluation of decisions, expert evaluation, analysis of
hierarchies are used in building the database of models.

KEY WORDS: information systems security, information asset value, decision support system, expert evaluation,
model base, alternative and scenario modeling.

AHOTANIA

006’ exTOM JOCHTIKSHHS 1i€l poOOTH € IMPOLIECH MPUUHATTA PIillIeHb TI0 BCTAHOBIICHHIO IIHHOCTI iH(opMamiiHoro akTuBy (IA) B
cucrteMax iH(pOpMaNiiHOI Oe3MeKH, MPEIMETOM JOCTIKEHHS — MPUHIUIN Ta METONOJIOTIYHI OCHOBU MOOYHOBH iH(OpMAIiiHOT
TEXHOJIOT11 oniHIOBaHHA [A, Mo (yHKIIOHY€E Ha OCHOBI IiICHICTEMH YIIPAaBIiHHA 023010 MOAEIeH CUCTEMH MIATPUMKH TPUHHATTSI
pimrens (CIIIP). IIpu moOymoBi ©a3m Momenell 3acTOCOBaHI METOAM aJbTEPHATHBHOTO Ta CIEHAPHOTO MOMACTIOBAHHSA,
MPOTHO3YBaHHs, 6araTo(hakTOPHOTO aHaNi3y Ta OLIHKH pillleHb, EKCIIEPTHOTO OLIHIOBAHHS, aHAJI3y 1€papxiil.

KJIIOYOBI CJIOBA: 6e3neka iHpOpMaIifHIX CHUCTEM, HIiHHICTh iH(QOPMAIIIHHOTO aKTHBY, CUCTEMa IMiATPUMKHA
MIPUAHATTS PillleHb, EKCTIEPTHE OI[IHIOBaHHSI, 0a3a MOJIeJIei, abTepHATHBHE Ta CIICHAPHE MOJIEITIOBAHHSI.

BCTYII (ab0) KiNbKICHMI TMOKAa3HWK, IO BH3HAYae€ Mipu

B yMoBax cTpiMKOTO pO3BUTKY MU(PPOBUX TEXHOJIOTIH  KPUTHYHOCTI JUTsI KOMITAHIT MOpYyIIeHHs 1X iHpopMariiHol

Ta B HOBHX peanifax (pyHKIIOHYyBaHHS Oi3HEC-CTPYKTYp 3  O€3MeKH, CTYIiHb TSDKKOCTI HACHiAKIB BiJg BTpaTH
BUKOPHUCTaHHSIM «BCECBITHBOI TMaBYTHHW» iH(OpMallis 3HAUyNIMX BIAcTUBOCTEH IA, BCTaHOBIIOE X PEHTHHT SIK
CTa€ He TUTHKU HAWBaXUIMBIIINM BHUPIIIAIEHAM PECypCOM 00’ €KTY 3aXHCTy Ta MPOTHO3YE PO3MIP MOKIHBHUX 30MTKIB
KOMITaHil, YaCTHHOW 1i 1HTENEKTyalbHOTO KamiTally, a i IpH peaizaimii Ha bOMY aKTHBI 3arpo3 iHhopMarliiiHii
BUPILIATFHOIO ITPo0IeMoro 11 pisHoacnieKTHOT Oe3neku. Ak Oe3meni [1-5]. JlocTOBIpHICTE BCTaHOBIEHHS I[IHHOCTI
0o0’ekt  3abe3nedyeHHst  iHGopMaliiiHOI  Oe3lMekH aKkTHBy € TapaHTOM OOIPYHTOBAHOTO  BH3HAYEHHS
BU3HAYA€ThCH 1HGOpPMAIIHAN aKTUB KOMIIAHii, SKHHA  Bpa3UBUX TOYOK iH(POpMAIifHMX HEOE3NeK Ta OpIEHTYE
pO3MISAAEThCS K CYKYIHICTh BiiomocTei (iHopmarii), po3poOHMKa Ha edekTHBHHNA BHOIp 3acO0IB 3axHCTY.
IO MpeJCTaBiIsI€e MiHHICTh JUTs opraHizamii Ta (abo) oro  IcHyroui po3poOku, sK TpaBuio, 0a3ylOThCS Ha
KIIIEHTIB, MIJIOBUX TAapTHEPIB i mpamiBHUKIB. [IpaBuibHO  3acTOCYBaHHI METOINIB €KCHEpTHOTO olliHioBaHHS [1-8].
BpaxoBaHi Ta OLIHEHI aKTUBH 03BOJISIIOTE P ynpasiiHHi  CIupaloduch Ha MPOBEICHMH aHali3 JTepaTypHUX
KOMIIaHI€I0 BH3HAUUTH MIpH KPUTHYHOCTI TOPYIISHHS JpKepen, OyB 3pOOJeHHWH BHUCHOBOK, IO iCHY€E IpoOiiema
iH(dopmMartiitHoi 6e3nekn [A Ta BCTAaHOBHTH BUMOTH JI0 iX  HEJOCTaTHHOI IOCKOHAIOCTI CHCTEMH OIliHIOBaHHS [ A, 110
CHCTEMHOTO 3aXHCTy, €QEeKTUBHO YHPAaBIATH BKe NOTpeOye pIMICHHS SIK 3 TOYKH 30py 3a0€3MeUeHHS MipH
HasBHUMH BHTOJIAMH BOJIOAIHHS IIHHOO iHPOpMAIIi€lO. JIOCTOBIPHOCTI Ta CBOEYACHOCTI PE3y/bTaTiB, TAK 1 3 TOUKH
MeTorw AoCTHiIKeHHsI € TMOIIYK Ta ONTUMI3allis 30py IMIiABMIIEHHS JOCKOHAJIOCTI, JOCTYIHOCTI Ta
HUISIXiB pO3B’A3aHHS 3aJadi BCTAHOBJICHHS LIHHOCTI IA 3 3py4HOCTI [ KOpHUCTyBada iCHYIOUOTO iHCTPYMEHTapilo
NONIMPEHHSIM MIpH cuUcTeMaru3anii Ta ¢opmMamizanii  omiHoBaHHS. E(eKkTHBHHM BaxkeleM pO3B’SI3aHHS IIi€i
nporieciB oriHoBaHH:I. OCHOBOIO opMaitizallii mporeciB  MpoOiIeMru € 3aCTOCYBaHHS CYyYacHHX MOXKITUBOCTEH
€ MaTeMaTHKO-JIOTIYHOro iHcTpyMeHTapiii omintoBanHs, CIIIIP, moOynoBa sikoi Oa3yeTbcs Ha CTaHOAPTH30BaHIN
II0  BpaxoBye  peanbHi  cuTyadiiiHi  ¢akropu iHpopMaLiiiHil JIIOIMHO-MAIINHHOL TEXHOJOT11
(byHKIIIOHYBaHHS KOMIIaHii, clabko CTPYKTYpOoBaHi yMoBH  (IPOTOKOJ) OliHIOBaHHS. OCTaHHS CTPYKTYPY€ MPOIECH
NPUAHATTS pillleHb Ta KOHLIENTyaJbHY HEBH3HAUEHICTh NPUHHSATTSA pillleHb, 3abe3nedye iX allbTepHaTHBHICTD,

JTaHUX. BU3HAYa€ MOCIHIJOBHICTh, BAKOHABIIIB, MOJEJI Ta METOIH
OIIIHIOBaHHS; YIOCKOHAITIOE IHTepaKTHBHUI

1 AHAJII3 JHUTEPATYPHUX JAHUX TA THCTpYMEHTapill OI[IHIOBaHHS 3 HaJlaHHAM EKCIIepTy Ta
MNOCTAHOBKA ITPOBJIEMH ocobi, mo mnpuiimae pimenns (OIIP), moxnuBocTi

B cyyacHux HaykoBHX MyOJNiKamisx Ta TPAKTHYHUX  BpaxyBaHHS pi3HHX  BJACTHBOCTEH  iHQopMariiHol
pO3po0OKax MiHHICTh [A TpeACTaBIsSETbCS SK SKICHHH 1
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Oe3neku 1A LIUTICHICTB,

JIOCTYITHICTB).

(xoH(iaeHIIHHICTS,

2 IPUHUUIIA TA METOAOJOI'TYHI OCHOBH
MNOBYJ10BH CIIITP
Y BIANOBIAHOCTI O BCTAHOBJICHOT METH J0CIHIHKEHHS
Oynu mpoaHasi30BaHi 1 3aKja/ieHi HACTYHI NIPUHLIUIH Ta

MeTomonorigHi  ocHoBu  mobymoBm  CIIIP  mo
BCTaHOBJICHHIO LIHHOCTI [A:
e  mo0OynoBa JIOTMHO-MAIIMHHOT TEXHOIOT11

EKCIIEPTHOTO OI[IHFOBaHHsI Ha OCHOBI 0a3u mozeneit CIITTP
1 IpaBWJI KepYBaHHSI IUMH MOJACISIMU;

e  peamizalis igel CMCTEMHOI Y3TO[KEHOCTI armapary
(hopmaitizarii, MaTeMaTUIHOTO 3a0€3MEYCHHS Ta MPaBIIT
oTpuMaHHs sikicHoi iHpopmaii Big OIIP Ta ekcnepTis;

®  BHUKOPHCTAaHHS METOIIB SKICHOTO aHalizy 3 iX
iHTepHpeTanilo B KiTbKICHOMY BUMIPIOBaHHI LiHHOCTI [A
Ha OCHOBI BCTaHOBJICHOI IIKAJIX OLIIHIOBAHHS,

e  BpaxyBaHHsS MNpHU MOOYIOBI MIKal OLIHIOBaHHS
3MATHICTh IIOAWHU PO3Mi3HaBaTh Ta (QOPMYBaTH CBOI
OLIHKA B paMKax PEKOMEHIOBaHHX OOMEXEHb YHCIIa
Minnepa ) [1,6];

e  BCTaHOBJICHHS MpaBWIa YIPABIiHHS MOJIEISMH,
II0 TAPaHTY€ KOPUCTYBAYE€Bl MOXKIIMBICTh Y BIITIOBITHOCTI
3 ICHYIOUMMH CHUTYyallilHUMH YMOBaMH CTBOPIOBaTH
aNBTepHATHBHI CIICHAPIi OLiHKH [A;

® [pUHHATTS pilleHp Mae  0a3yBaTuch  Ha
npodeciiHocTi, iHGOPMOBAHOCTI, 1HTYIMii, IHTENEKTI
OIIP Ta excriepris;

®  3aCTOCYBaHHA METOIY IHIMBIAyaIbHOTO

OTIMTYBaHHSA 31 BCTAHOBJICHUMHU MPAaBUIIAMHU JOCTYIIY;

e  3a0e3meyeHHs] MPU Y3TO/PKEHHI Ta yrpylyBaHHI
KIHIIEBUX  pE3yJbTaTiB  pPEalbHOTO  KOMIIPOMICY 3
ypaxyBaHHSIM TYMOK i PiBHS KOMIIETEHTHOCTI KOKHOTO
eKCIepTa;

®  PUHHATTS 0CTaTOYHOTO pitieHHs €
MPEepOTaTHBOI0 JIIONWHU — KOJIEKTUBY CIICIIaNICTiB,
BIIMIOBIIaIbHUX 32  MONITHUKY KoMmaHii Ta i
iHpopMaIiitHy Oe3meKy.

KitouoBum acniekrom modymosu CIIIIP e migcucrema
YIOPaBIiHHS MOJENSIMH, I[I0 Ma€ JiBa KOMIIOHEHTH:
HaIOBHEHHS 0a3u MOJIeNIei Ta CHCTeMa yIpaBIliHHS 023010
mozeneir (CYBM). Ilpum HamoBHeHHI 0a3u Mojenei
3aCTOCOBAaHUH anapar moOyI0BH BiIKpHTOI 0a3u MoJenei,

II0 BKJIIOYAE JBI CKJIQAOBI: Iepuia — CTBOPEHHS
NPOIIECOBOI  aJlbTepHATHBHOI Mojieni  iH(opManiiHOT
texnoiorii ~ (ITAMIT)  mnpwifHATTS  pilleHs  TIO

BCTaHOBJICHHIO LiHHOCTI 1A, npyra — ¢opmyBaHHs 0a3u
Mojetel 1o ii peanizanii. [Tpu ¢popmyBanHi 6a3u Moxenei
3aCTOCOBYIOTBCSI OCHOBU PEIISIIHHOTO MOJIEITIOBAHHSI.
[Ipu upomy ineHTU(IKYyeTbCS THUI MOIENi, ii 3MICT,
CTPYKTYpa BXiJHOI Ta BUXiIHOI iHpop™MaIlii, BHKOHYEThCS
pHB’si3Ka KoxHOI Moxeni 10 npouecie [TAMIT. Koxen
npouec [TAMIT Ha ocHOBI MozmeNi «CYTHICTh - 3B’S30K»
acorrifioBanuii 3 6azoro Moxenei. Ilei 3B’s130K BU3HAYAE,
Mozienb (a00 MojIeni) SIKOTO THITY 3aCTOCOBYIOTBCS JUIS
peamizarii mporiecy. Takum unHoMm [TAMIT e joriuaum Ta
OOUMCITIOBAIBHUM  CEPEIOBUIIEM  JJsl  CKJIAJaHHS,
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MOJaHHs 1 MAaHIMYIIOBAaHHS MHOXWHOK MOJENeH 1 €
OCHOBOIO TIporpaMHoi peanizarii CYBM.

3 BUCHOBKHU

B po06oti mpoaHaizoBaHi MPUHITAIINA Ta METOAOIOTIUHI
ocHoBu moOynoBu CIIIIP BcranoBneHHs miHHOCTI [A
KOMTIaHii.

Hianictes A po3mIAmaeTscss SK  SKICHO-KUTBKICHUH
MIOKA3HUK, BU3HAYEHUH B MEXaX CTPYKTYypOBAHOI ILIKAIH
omiHioBaHHs. BiH  BHM3Hauae Mipy  KPHUTHYHOCTI
nopyuieHHs ix iHpopMmaniiHoi Oe3meKu IUIsi KOMIIaHii,
CTYIIIHb TSDKKOCTI HACHIAKIB BiJ BTPaTH 3HAYYIIUX
BinactuBocteil [A, BctanoBmoe pedtuHr [A sk 00’ekTy
3aXHCTY.

BusnauansHuM GakToOpoM HiABUIICHHS €(PEKTUBHOCTI
BcraHoBNeHH: MiHHOCTI A € Te, mo CIIIIP 6ynyeTnes sk
«KOM(DOPTHHI» I ¢ JIIOIMHU iHCTpYMeHTapil
OLIHIOBaHHS y BHUIIAAI  iHGOpPMaUiifiHOI  JTIOMUHO-
MAIIMHHOI TeXHOoJIOrli, B SKIH CHCTEMHO MOB’sA3aHI1
MaTeMaTHYHi  MOJAEAl Ta  METOOU  EKCIICPTHOTO
omiHtoBaHHs. s peanizalii HbOro NPOMOHYETHCS armapar
MOOYIOBY BIIKPUTO1 0231 MOJIENIEH Ta CHCTEMH yTIPaBIiHHS
miero 0a30l0 3 METOK HaJalTyBaHHS TEXHOIOTil Ha
KOHKPETHI YMOBHU NPUHHSATTS PillICHb.
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ABSTRACT
The object of the study is the scenario of estimating the expected losses in the implementation of information security threats to
the bank's information systems, the subject of the study is to optimize the scenario of forecasting losses based on the use of multi-
agent technologies.
KEYWORDS: information security, risk assessment, multi-agent system, expected loss, information asset,
intelligent agent.

AHOTANIA
OO0’ eKTOM JIOCTIIIKEHHS € CLIeHapill OLIHKY O4iKyBaHHX 30MTKIB [P peaizawii 3arpo3 iHdopMaliiHoi 6e3mneku iHpopMaiiHux
cucteM OaHKy, MPEAMETOM JOCITI/DKEHHS € ONTHMI3allisl CIEHapilo MPOrHO3yBaHHS 30MTKIB Ha OCHOBI  3aCTOCYBaHHS
MyJBTHArCHTHUX TEXHOJIOTIH.
KJIIOUOBI CJIOBA: indopmariiiina Oe3rieka, OIiHKa PU3WKIB, MYJbTHArC€HTHA CUCTEMa, OYIKyBaHHMU 30UTOK,
iHpopMaliiHUI aKTUB, IHTENIEKTYaIbHUI areHT.

BCTYII 1 AHAJII3 JIUTEPATYPHUX J’KEPEJI TA
OCHOBOIO CTa0IIbHOTO (PYHKI[IOHYBaHHSI MTPOrPaMHHUX IMOCTAHOBKA ITPOBJIEMH
KOMIUIEKCiB, sKi 3abe3neuyroTh poOoTy OaHKIB Ta IcHye ©Oararo mocmipkeHb IIONO  aHAN3y Ta

MIPOXOPKEHHS 1X Oi3HEC-TPOIIECiB, € BUPIIICHHS IPOOIeM  YIpaBlliHHS pU3WKaMHu B 0OaHKax Ta (iHAHCOBUX
3a0e3nedyeHHs iHhopMalliitHoT Oe3MeKH ycTaHOB B yMOBax — ycraHoBax. Cepell HAayKOBUX pPO3pPOOOK IPEACTaBICHO
MOCTIHHOTO PO3BUTKY iH(OpMAamiiHUX TEXHOJOTiIH Ta  pe3ydbTaTd TMOIIYKY pillleHb e(QEeKTHBHOTO PH3HK-
Tl JDKATANI3AI] CyCITUTBECTRA. MEHE/DKMEHTY, a TAKOXK MTPOTH/IIT 3arpo3aM 10 BUHUKAIOTh
[upoke BuKopucTaHHs iHQOpPMAaNiHHMX TEXHOJOTH B mporeci OaHKiBcbkoi misutbHOCTI [1-3]. Kpim ToOTO
JUISL TATPUMKH KOHKYPEHTHOI CITPOMOXKHOCTI OaHKiB Ta  INpEJCTaBlIeHA BENWKAa KUIBKICTH HAyKOBHUX  PpOOIT,
(hiHAaHCOBHX YCTaHOB, 1110, B CBOIO UEPry, BUKJIMKAE MIOSBY  MPUCBIYEHUX 3aCTOCYBAHHIO  CLEHAPHOIO  IiJXOMY,
HOBHX BHUJIB IaxpalCTBa Ta CIOCOOIB TOPYIIEHHS  €KCIIEPTHOI OIliHKH, 0araToKpUTEpialbHOTO OI[iHFOBAHHS
iHpopMaIiiinoi  Oe3lekn, YHEeMOXJIMBIIOE [OBHE Ta MOOYAOBI CHUCTEM WIiATPUMKH MPUHHATTS pillleHb
YHMKHEHHS BTpar npu ¢yHKuioHyBaHHI iHpopManiinux  (CIIIIP) nis ynpaBniHHS pU3HKaMU Ta OL[iHKH O4iKyBaHUX
cucteMm (IC) OGankiB. ToMy aktyanpHOR cTae mpoOnema  30WUTKIB mpu peanisarlii 3arpo3 IC 6anky [4—7].
pe3yJIbTaTHBHOI OIIHKY PU3UKIB Ta MOXKIIUBUX BTPAT MPH AprymeHrartis e(eKTHBHOCTI 3aCTOCYBaHHS
peamizanii 3arpo3 indopmariiiHoi Oe3mekn IC 0OaHKy. GaraTrOKpUTEpiaIbHOTO OI[IHFOBAHHS TPYIIO0 TJIE YCHIIHS
HocrtoBipHa oOLiHKa MNPOTHO30BaHMX BTpaT HAJa€ pa3HbBIX AarcHTOB HAampaBjeHbl Ha pelleHHe OoOe
MOKITUBOCTI o 3HAXO/IPKEHHIO palioHaJIbHOr0  IPOOJEMBICKCIEPTIB Pi3HUX (DAKTOPIB BIUIMBY HE3aJICKHO
KOMIIPOMICY  IOAO  TNPHUHATTS, 3HIKEHHS abo  BWJ iXHBOI MpHpoaH (KUIbKICHOT 200 SIKICHOT) JOBEIEHO Y
BUKOPHCTaHHS Ha KOPUCTH OaHKy TOTO YW iHIIOTO PiBHA  poOoTi [4], a Takok MOOyZOBaHO cLEHapiil MpoBeleHHS
PH3BHKY. OLIHKMA OYiKyBaHMX 30MTKIB mpH peamnizamii 3arpo3 IC
MeToro fociaimkeHHs € ONTHMI3allis CIeHapilo  OaHKy. BayximBo 3ayBakHTH, IO OCHOBY JaHOTO CIICHAPIIO
OIIIHKM OYiKyBaHHMX 30UTKIB mpu peamizaiii 3arpo3 IC  ckianae mpoBeieHHS MPOTHO3YBAHHS MOXKIJIMBUX 30HMTKIB
0aHKy HUISIXOM BUKOPUCTAaHHS MEpPEeXi iHTeneKkTyanbHuX 1o iHpopmaniiiaux aktuBax (IA), mo cxmagatots IC
areHris[6,8,9]. 0aHKy, B naHiii poooti A — 1e iHdopmaris abo pecypc
(iHdopManiiHWA, TEXHIYHUN, IPOTPAMHHMI ), TIO ITiJIATae
3axucTy y OaHKy, Horo iHQopMamiiHuX Mepexax Ta
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cHUCTEeMax, HaNpUKIa[: JaHi Mpo KIIEHTIB OaHKY,
CHCTEMHE Ta MpUKIagHe mporpamue 3adesmnedeHs (113),
(iznyHE KOMIT I0TepHE yCTaTKyBaHHS TOLIO.

3 omsimy Ha Te, IO OLIHIOBAaHHA MOMJIMBHUX BTpaT
HPOBOJMTHCS JIIOMHOIO-EKCIIEPTOM, IIOCTa€E IpodiemMa
BUHUKHEHHS TaK 3BaHOTO  JIIOACBKOTO  (haKTOpy:
MOKJTUBICTH MOMUJIOK TP IPOBEICHHI oLliHIOBaHHs. Kpim
TOTO TIOCTa€ MHUTAHHSA HEOOXIZHOCTI Ta CKJIATHOCTI
pe3epByBaHHS  EKCIEPTiB  AK  BY3bKOMPO(]IITEHUX
cremiaiicTiB  (HampuKJIaA, Yy BHMAAKY BIOIYCTKH,
JKapHSIHOTO, 3BUTBHEHHS TOIIO). TakuM 4HHOM, 3 METOIO
pO3B’SI3aHHS [UX NHTaHb, IPOMOHYETHCS TPOBEICHHS
onrtuMizamii Ppo3po0bieHoro JIFOIMHO-MAIIMHHOTO
IHCTpYMEHTapil0, LUISIXOM BUKOPUCTaHHS Mepexi
IHTeNeKTyabHUX areHTiB. lIpomoHOBaHa omTHUMI3aIid,

OKpiM  3a0esmedyeHHs  Qopmamizaiii  OIiHIOBAaHHS,
PO3LIMPIOE  MOXIJIMBOCTI  PO3POOJICHOTr0  CIICHApIIO,
JO3BOJISIIOYM  TIPOBOJUTH  PIi3HOCTOPOHHIO  OLIHKY

MOXJIMBUX BTpar depe3
IHTETIEKTyaJIbHUX arcHTiB.

CIIBIIpAII0 EKCIIEPTIB Ta

2 OOITUMIBALIA CHEHAPIIO TIPOBEJIEHHSA
OLIHKH OYIKYBAHUX 3BUTKIB BAHKY

3 oy Ha CKJIQJHICTh Ta JUHAMIYHICTH OaHKIBCHKOT
IiSUTPHOCTI Ta CEpeoBWINA, B SKOMY (DyHKIIOHYIOTH
0aHKH, OyJI0 BUSBICHO HACTYITHI BUMOTH JIO ONTHUMI3aIlii
CIICHapil0 MPOBEJCHHS OI[IHKM OYiKyBaHHX 30MTKIB IpH
peamizanii 3arpo3 IC Ganky:

3 METOI0 SIKICHOTO TPOBEICHHS IPOTHO3YBAaHHS
30MTKIB ~ NpW  peaiizamii  3arpo3  HEOOXiJaHO
BIIPOBA/I)KEHHSI THYYKOI €KCIIEPTHOI CHUCTEMH, IO
371aTHA JI0 aBTOHOMHHUX Jil;

HeoOXiHa po3poOKa MpOrpaMHOTO iHTEepdeiicy ans
3a0e3NeyeHHs] CHIBMpalmi KOPHCTyBadya Ta MeEpexi
IHTEJIEKTYaJIbHUX areHTiB, 10 BUKOPHCTOBYIOTHCS IS
OIITHMI3ALIIT;

HEoOXiHA MiATPUMKA JUCTPUOYIII Ta KOHTPOJIIO
JIAHUX, 10 PO3TOAUISIOTECS MIJK areHTaMH;

OCKUIBKH y OaHKaX TOCUTh 4acTO iCHYIOTh 3acTapini IC
Ta Pi3HOTHITHI IporpamMHi margopMu, TOMy HeOOXiTHa
MiATPUMKA MOXKIIMBOCTI B3aeMojIii 3 Takumu 1C.

Jdns peamizamii MOCTaBIEHHX BHMOT HPOIOHYETHCS
po3poOka MyJNBTHAareHTHOI CHUCTEMH. BuKOpHCTaHHS
MYJIBTHAr€HTHOI ~ CHUCTeMH 3ale3ledye  OopraHizallio
CKJIQJIHAX B3a€EMOJIiil Ta Koomepalliro 0ararbox CHUCTEM 3
OiATPUMKOI0O OOMiHY [aHWMH, LUIICHICTh iCHYIOUO]
opraHi3aIfiifHol CTPYKTYpH Ta aBTOHOMIFO Ti KOMIIOHEHTIB
(8, 9].

Bumesrananmii creHapin MPOBEJCHHS
OararokpuTepiaJbHOI OLIHKKM OUYiKyBaHUX 30UTKIB IpH
peamzariii 3arpo3 IC 0OaHKy CKJIaJa€ThCs 3 JIEKUIBKOX
KpokiB [4]. Ha mepmomy kpomi HeoOXiZHO MPOBECTH
OLIIHKY HMOBIPHOCTI BiIOyTTSI MOXIIMBHX DPiBHIB 30UTKY
M0 KOKHOMY KPHTEpIil0 TpH peamizalii MeBHOTO Kiacy
3arpo3u mo iHdopmamniiiHomy aktuBy IC Oanky. Ha
JpyroMy Kpolli MPOBOJUTHCS 3TOPTKA OLIIHOK 110 KOXKHOMY
EKCIIEPTY, Ha TPEThOMY KpOIli Bi0yBa€ThCSA OOUMCIICHHS
3araJIbHOTO  MOKa3HWKAa OYiKyBaHOTO 30WTKY MpH
peauizanii 3arpo3u no inpopmaniiinomy aktusy 1C OaHKy.
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Tomy miiss MOOYHOBHM MYJABTHATEHTHOI CHUCTEMH IS
peajizaiiii TaHOTO CIICHAPi0 HEOOXiTHO:
BU3HAYUTU POJI Ta THIM B3a€EMO3B’S3KIB Mixk
areHTaMHu, 10 3aMiHIOKOTh EKCIIEPTIB;
BU3HAYUTH Ta MPOBECTH JIO €AMHOI CTPYKTYPH JaHi —
iH(OpMaIIilo PO BHITAIKH peati3allii 3arpo3, SKAMH
OTIEPYIOTh ar¢HTHU B CUCTEMI;
3a0e3meunTd  MOXUIMBICTH — KJIacTepusamii  Ta
kiracudikamii iHGopmamii Mpo BUMAAKK pearizariil
3arpo3 AJis 3a0€3NeUeHHsI TPOBECHHS IPOTHO3yBaHHS
MOJKJIMBHX 30MTKIB arcHTaMH.
Po3pobmneni  Mmomemi, MeTomM Ta  alTOPUTMH
BIIPOBa KCHHS MYJIBTHAT€HTHOL CUCTEMHU JUTST
MPOBENICHHS OLIIHKH O4YiKyBaHMX 30MTKIB NpHU peamizamii
3arpo3 IC OGanky Oyine TIOKJIQA€HO B  OCHOBY
indopmartifino-anamitTnaaoi cuctemu (IAC), mo Moxe
BUKOPUCTOBYBAaTUCHh JUISL IIJBUIICHHS €(EKTUBHOCTI
PU3UK-MEHEKMECHTY OaHKY.

3 BUCHOBKHU

B po6oTi 3amponoHOBaHO ONTHMI3ALil0 CIEHAPio
MPOBEJICHHS OI[IHKM OYiKyBaHHMX 30MTKIB MPHU pearizarlii
3arpo3 IC Oamky [4] UDIsIXOM  BUKOPUCTaHHS
MYJIBTHAreHTHUX TEXHOJIOT1H, MpoaHalizoBaHi BUMOTH Ta
MPUHIAITK TPOBEACHHS ONTHMIi3amii. ABTOMAaTH3aIlis
NpOLIECY OLIHIOBAHHS Ta MPOTHO3YBAHHS OYiKyBAaHHX
30UTKIB JIO3BOJIUTH T ABHIIUTH e()eKTUBHICTh
PO3p0o0IECHOTO JIOT1KO-MaTeMaTUIHOTO amapary
NPOBE/ICHHSI EKCIIEPTHOTO OIIHIOBAHHS IOOYTOBH Ta B
nojanbpiioMy mpoBectd po3podky I[AC miarpumku
NPUAHATTS pillleHb, IO peatidye po3poOiieHi Momeni
METO/IN Ta aJITOPUTMH.
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ABSTRACT
The need for regular audit of cybersecurity is the need to periodically assess the real state of security of information and

communication systems.

KEY WORDS: audit of cybersecurity, information and communication systems.

AHOTANIA
HeoOxinHiCTh MpoBeIeHHs peryisipHoro aynurty kibepoesnexu (AK) nomsrae B morpebi nepionuuHo 3A1HCHIOBATH OLIHKY pea-
JIBHOTO CTaHy 3aXMIIEHOCTI iH(popMaliiiHo-KoMmyHikaniiHux cucteM (IKC).
KJIFOYOBI CJIOBA: ayaut xibepOe3nexu, iHpopMaliitHO-KOMyHIKaIiiiHi CUCTEMH.

BCTYII

Ha nanwmii gac 3a0e3meveHHs KibepOe3neKyu € OMHUM 13
NpiOpUTETIB HalioOHaJIbHOI Oe3nexn Ykpainu. Peamizamis
3a3HAYCHOT0 MpiopuTeTy Oyne 3IHCHIOBATUCS ILISXOM
MOCWJIEHHSI CIIPOMOMKHOCTEH HalllOHAJbHOI CHCTEMH
KibepOe3rekn s MpOTHIiT Kibep3arpo3aM y CydacHOMY
oesnekoBomy cepemoBuili [1]. OmgHum i3 crnoco0iB
NEePEBiPKH JTOCSITHEHHS 3a3HAYEHOTO MPIOPUTETY CTaHYTh
pesynsraru nposeneHHs AK B IKC.

MeTo10 10CTiIsKeHHS € OIS KITFOYOBOI IEPCIIEKTHBU
JIOLITLHOCTI po3poOku MeTonuk mposeacHHs AK B IKC.

1 AHAJII3 JUTEPATYPHUX JTAHUX TA
MOCTAHOBKA IMPOBJEMH

3aciayropye yBarm HaykoBa ~mpans, B SKIH
O3S AAETHCA MOHTTS ayauTy iHpOopMaliiiHoi Oe3mneku B
oprasizariii, HaBeZICHO HOro BUAM Ta OCHOBHI eramu [2].
Takox B JJaHOMY HAaNpsIMKy 3aclyTOBY€ YBaru HayKoBa
npans, B SKii 3alpoONOHOBAHO METOAMKY MPOBEICHHS
HE3aJIeKHOTO ayauTy iH(QopMaiifHOT Oe3MeKr B yCTaHOBI
o/10 e(heKTUBHOCTI 3a0e3MeYeHHs 3aXUCTy iHpopMaIlii —
OIHOTO 3 HaWOUIBII pe3ybTaTUBHUX Ha CHOTOIHILIHIM
JeHb 1HCTPYMEHTIB JJsl OTPHUMaHHS He3aJeXHOi Ta
00’€KTUBHOI ~ OIIIHKM  TOTOYHOTO  PIBHS  3aXHCTY
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indopmariii, TNPUBSIESHHS Ta  IiJBUIICHHS
3aXHIIEHOCTI CUCTEM [3].

OnHak, HeBeNMKa KUTbKICTh My OITiKaIlii Ta OCIiKEeHb
PO3MIAAI0Th CUCTEMATU30BAHUM MIJIX1J 0 MPOBEICHHS

AK B IKC.

CTaHy

2 PE3YJBbTAT JOCIIIKEHHSA

AK B IKC — me cucreMaTu30BaHUM, HE3AJICIKHHH 1
JIOKYMEHTOBAaHUH TIPOIleC OTPUMAHHSA OIlIHKA CTaHy
kibepOesmekn B IKC Ta #ioro BiAMOBIAHOCTI BHUMOTaM,
MpoIeAypaM Ta METOJMKaM, 10 0a3ylThCS Ha BUMOTrax
HaLlOHAJILHUX CTaH/IapTiB Ta pEKOMEHIAITIAX
MDKHapOIHUX CTaHAAPTiB 3 MUTaHb KiOepOe3neKH.

HeoOxinnicTs mpoBeaeHHs perynspaoro AK moisirae B
norpebi MepiogUYHO 3/MIMCHIOBATH OIIHKY PEalbHOTO
crany 3axutieHocTi IKC 1mono MOXIMBOCTI TPOTUCTOSTH
30BHIIIHIM 1 BHYTPINIHIM KiOep3arpo3am, siKi MOCTiHHO
3MIHIOIOTBCS Ta aJIalTyIOThCS.

IIpobnemMn  3abe3nedyeHHs  HAJEKHOTO  PIBHA
kiOepOe3ekn BUMararoTh CHCTEMATH30BaHOTO ITiTXOY /10
aHaJi3y cTaHy 3aXucTy iH(opMarllii Ta kKidepOe3neku, SKui
0a3yBaBcsi OM Ha pealbHUX MOKAa3HUKAaX, OTPUMAHUX ITiJ|
gyac AK, ToMy miis JOCSTHEHHS JaHOTO MPIOPUTETY €
HEeOoOXigHUM po3polieHHs MeToauk TpoBeneHHsS AK B
IKC.
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ABSTRACT
The last decade is characterized by a technological trend towards using the concept of Internet of Things, [oT. It was further
developed in the Armed Forces as the Internet of Battle Things (IOBT). The main prospects and problems affecting the state of
cybersecurity of the Armed Forces are analyzed.
KEY WORDS: [0BT, Technology, Internet of things, prospects, problems, cybersecurity.

AHOTANIA
OcTaHHE JEeCATUIITTS XapaKTepH3y€eThCsl TEXHONOTTYHUM TPEHIOM 10 BUKopHucTaHHs KoHuenuil Internet of Things, IoT. Bona
HaOyII0 IMOJANBIIOrO PO3BUTKY B 30poifHMX critax sk OoioBuii iHTepHET peueit (Internet of Battle Things, IoBT). IIpoananizoBaHo
OCHOBHI IEPCIEKTUBY Ta MPOOIEeMH, sIKi BIUIMBAIOTh HA CTaH KibepOe3nekn 30poHHHX CHII.
KJIFOYOBI CJIOBA: [oBT, TexHooris, iHTEpHET peyeid, IepcreKTUBH, IpodiemMHu, KibepOesneka.

BCTYII 1 AHAJII3 JIITEPATYPHUX JAHUX TA
3a mporHo3amu [1] Ha momsix 6UTB MaOyTHROTO OyIIEe IMOCTAHOBKA ITPOBJIEMHA
Oe3nmiy “po3ymMHHX” peuel, ski OyayTh OOMiHIOBaTHCS B cydacHux HayKOBHX MyOJIiKamisx MpeaAMETOM OIVIsILy

iH(opMalli€ro, B3a€MOIIIOUN OJMH 3 OJHHUM 1 3 JIIOABMH, € MEPCIEKTUBHICT, BUKOPUCTaHHs KoHIueniii Internet of
ane moO 1e cTalo peanbHICTIO HeoOXimHo Bupimmth  Things, [oT B 30poiiHNX chilax pO3BHHEHHMX KpaiH CBITY
0e3miu mpobneM. OmHUM i3 crMOCOOIB BHPIIICHHS Ii€l  CTajJO TEXHOJOTIYHUM TPEHIOM OCTAHHBOTO JIECATHIIITTS.
mpoOJeMH CTalo 3acTOCYBaHHs pilleHb Ha OCHOBI  lle sickpaBuil MOKa3HUK X Cy4acCHOCTI Ta IHHOBAIIHHOCTI.
Inreprery peueit. HoBe pimieHHss oTpuMano Ha3By Y Mipy ITOSBH HOBHX TEXHOJOTIH, CHEKTp 3aBIaHb 1
Inreprer OoiioBux peued (Internet of Battle Things, MoximBocTeil BIHCHKOBHX  “pO3YMHHMX  HPHUCTPOIB”
IoBT). pPO3LIMPIOETBC  CTpIMKMMHU — Temnamu. loT  craB
MeTo10 10CTiTzKEHHS € OTIIST KITFOYOBOT MIEPCIIEKTHBH  MTPOHUKATH B yCI MOXJIMBI aCIEeKTH BIMCHKOBOI CIpaBw,
Ta TpoOiaeM 3ale3reveHHs KiOepOe3NneKH HOBITHBOI  IOYMHAIOYM BiJ BHUPIIICHHS HAWCKIAIAHIIINX 3aBIaHb
TEXHOJIOTii O0HOBOTO IHTEPHETY peUe. BHCOKOTOYHOTO BWSIBIIEHHS 1 3HUIICHHS MPOTHBHHKA,
3aKiHYYI0UH MOHITOPHHTOM ¢iznyHOrO CTaHy
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KOHKPETHOTO BiiCKKOBOCITYK00BIIS [2].

CrpimMka mosiBa [HTEpHETY pedeii 00yMOBJIEHO JIOTIKOO
IBOX  HemepeOOpHHX  TEXHOJIOTIYHMX  apryMEHTIB:
MAIIMHHOTO 1HTEJIEKTY 1 MepeKeBUX KoMyHikamii [3].

3Bakatoun Ha OE3yMOBHY TEpPCIEKTHUBHICTH Y
3acTocyBaHHI B 30pOHHUX CHIIaX, MPOTE HEAOCIIHKEHUM
€ muTaHHs 3a0e3neucHHs kidepOesneku [0BT.

2 PE3VJIBTAT JOCJII/UKEHHSA

Hactynne JECSTUTITTS MPOTHO3YETHCS
KapIWHAIBHUMU 3MiHAMHU Yy BIMCBKOBIH cdepi Mmoo
MiAX0diB BeaeHHs OOMOBUX [iM 1 BCbOro, M0 IX
CYNPOBOMIXKYE, MOYMHAOYH BiJ[ BIICHKOBOI JIOTICTUKH Ta
3aKkiHuyloun Oe3rmocepenHb0 HAHECEHHSIM yaapy IIo
MpoTUBHUKY. Tearp BilicbKOBUX Miif Oyge WIUTBHO
HAlOBHEHWH PI3HUMH TIPUCTPOSIMH, IO BHKOHYIOThH
BEJIMYEC3HUN CHEKTP OCHOBHHX 1 JOMOMDKHHMX OOHOBHX
3aBnanb. lle mpwiaguw, aaT4MKM, MOOUIBHI MPUCTPOI,
“pozymHa” 30posi, TpaHCIIOPT, poboTH Toto (puc. 1). Bei
BOHHU OymyTh MOB'sI3aHi MiX COOOIO 1 comgaramMmu, KOXKeH y
Mipy cBO€i “iHTeneKTyanbHOCTI” Oyle MisATH K JpKepena
indopmMarii, ska mignsATae aHajizy A BUPOOIEHHS

- PN = 2

Puc. 1 HaouHicTh mupokoro cm

Ypa3nuBICTb OKPEMHUX €JIIEMEHTIB CUCTEMH MOXKE OyTH
CIIPOBOKOBaHAa PI3HUMH JOCTYIIHHUMH TMPOTUBHUKY a0o0
xXaKepaM crocobamu: (QI3MYHHH 1 MEPEXKEBHH 3JI0M,
npociayxoByBaHHs, PEB Tomro.

Tomy mepe/1 BiiCbKOBUMH HAyKOBLISIMU CTOITh CKJIa/IHE
HayKOBE 3aBJaHHs: 3a0e3MeYnTH, 00 NMPU MPUHHATTI Ha
030po€HHs [oBT-mpucrpois HE 3JIMILIATIOCS
MOXJIMBOCTEH MaHimynsuii HuMH abo  Mepexero,
KpaAKKH, MOPYIICHHS MOTOKY JaHUX abo0 (Hi3HUHOro
3HUIIEHHS. 3poOUTH 1€ 3apa3 HENpoCTO, BPaXOBYIOUH
BIJTHOCHUHM 0ararboxX BUPOOHHKIB “pO3yMHHX’’ IPUCTPOIB
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eKTpPy B3a€MOJIIOYMX CHCTEM Ha moui 00fo B i3 3acTocyBaHHsIM [0BT

NPaBWIBHOTO pIlIeHHS Ta BHUIAYi KOMaHIUd YHHHHM
migposinam abo TexHii [3].

Binznauumo, mo mimitapuszanis [oT posmouanoces 3
po3pobOku Teopiit “cererieHTpuuHoi BidHM (Network-
centric warfare) 1 “OararomomenHoi Outem” (Multi-
Domain Battle) [4]. Boau mnepen6a4aroTs aOCONIOTHO
HOBHH CmOCiO TMpoBeNeHHsS BIHCHKOBUX OIEpauii, mpu
SIKOMY BCl YYacCHUKH (TEXHiKa, )KMBa CHIIA, MTabW TOIIO)
MOB'sI3aH1 €IMHOIO iH(QOpPMAITiitHOI0 Mepexkero [5].

[epesaru 1oBT, mo npuBepTatoTh yBary BiilCbKOBHX €
CycilaMM 3 HHU3KOI0 BPa3NUBICTIO, SIKy HaJCKHUTh
nmogonartu po3podHukam. OgHUM 3 (HaKTOpiB TOYKOBOTO
3actocyBanHs [0BT y BilichKOBiii cIipaBi € HEOOXiqHICTD
CTBOPEHHSl  CHEUiaJbHUX  NPHUCTPOIB  BOJOHIIOTH
MiIBUIIEHHM CTyIIEHEM 3aXHCTy, 4Yacrto Ha 0asi
“nuBLIbHEX Mogiesield. ChoromHi 00¥OBI oIepailii CTaroTh
BCE CKIIJIHINIe, B TOMY YHCJII i TEXHIYHO, ajie TaKOX
3pOCTalOTh BUMOTH 10 Oe3MeKH 1 30epekeHHs >KUTTIB
conzariB. Tomy Oynb-skuii MOOITBHHUN ab0 MepeKeBHi
noaatok, 1mo 3abesneuye podory loBT-npuctpois, sk i
caMi BOHHU, MOBUHHI OyTH MaKCHUMAaJIbHO 3aXWILNCHI Bij

CTOPOHHBOTO BTPYYaHHSI.

-

o 3abe3meueHHsT 11X Oe3MeKkW, a TaKoK TICHE
MEPEIICTCHHST KOMEPLIHHUX CTalllOHAPHUX, MOOLIBHUX 1
CYITyTHUKOBUX MEPEXK, 10 CHPHUSIE HATBHOCTI MacH TOYOK
BXOJYy 1 He3axuIleHUX Micib. He3Baxaroun Ha Iie
BIMICHKOBHM BiJIOMCTBaM PaHO YH Ii3HO, ajie JOBEIACThCS
MpaloBaTi 3 MoCTavyajbHUKaMH 1 BUpoOHHKamMu loBT-
MPHUCTPOIB 3 METOK MPHUMYCY iX 10 BBEACHHS OLIBII
HaAIMHUX CTaHIapTIB OE3MeKH.

Be3yMOBHO BUKOpHCTaHHS Yy BiHChKOBIM cdepi
“pO3yMHHX” MpPHUCTPOIB BXKE HE3BOPOTHHH TIpOIEC.
Opnak, Ha BiaMiHy Bif “muBineHuX”, loBT-mpucrpoi
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CXWJIBbHI A0 OUTBII CepHO3HMX PU3MKIB Yepe3 ydacTb B
MIPOTHOOPCTBI MIXK BOIOIOUNMU CTOpOHAMH.
BukopucroByroun iX ypa3nmMBOCTi, MOXHa 3aBIaBaTH
BiZJUyTHOI MIKOJX MTPOTUBHHUKY.

3 BUCHOBKHA

3Bakaroy ~ Ha  TepelliueHi  mepeBarn  BapTo
3aMHUCIIMTHCS JOKH HE IM3HO PO HETaTHBHI MOXKIIHBI
HacHiaku [6]. Amke mmpoKoMacmTabHe BUKOPHCTAHHS
IoBT-nipuctpoiB Hece BENMKUN PU3UK JO CTBOPEHHS
nepeayMoB  INOAO — MOPYIICHHS  (YyHKIiOHYBaHHS
aBTOMAaTM30BaHMX CHUCTEM YNPABIIHHA  BifiCBKaMH
(pyHKmioHansHM 3061l 1 HECaHKIiIOHOBaHE KePyBaHHS
BilicbkaMU Ta 030po€eHHsIM). | X04a Ha TepIIHii OIS 1S
BUDIIsIIae (DaHTACTHYHO, ITPOTE TIepedir momid y HayKoBO-
(hantactaHoMmy dimpmi  “Terminator”, nme mTyYHHHA
inTenekr wmepexi “SkyNet” oTpumaBmm J0CTynm J0
KEepyBaHHS CHCTEMOIO MPOTHPAKETHOI OOOpPOHU Ta
snepauM 030poenHsM 36poriHux cun CIIA, ctBopus
YMOBH JJIs1 3HUILIEHHSI JIFOIICTBA MOXKE CTATH PEANbHICTIO.
Tak cporogHimHi “kiOepBiiiHM” Ta “Kibepmpoctip” 3
HayKOBO-()aHTaCTUIHOTO poMany V. I'itbcona
“Heitpomant” (1982) mepexodyBany B CydacHy TiHCHICTh
[7].

[lepcniekTnBM MOJAIBIIMX AOCTIUKEHb y IaHOMY
HanpsMKy. [Ipencrasnene qociKeHHs HE BUHUEPITY€E BCiX
acrekTiB 3a3HavyeHoi npobiemu. TeopeTuuHi pe3ynbrard,
IO OJiepaHi B MPOIECi HAyKOBOTO MOLIYKY, CTAHOBJISITH
HOIATPYHTA [UI1  TOAANBIIOTO BHMBYEHHS IpoOiieMH
kibepoOesnexu [0BT.
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IMPUHIUIINA NIOBYAOBU CUCTEM IoT 3AXUIINEHUX BI/l KIBEPATAK

BumnsikoB B. M. — kaHJI. TeXH. HayK, AOIEHT, JOIEHT Kadeapu KibepOe3rneku Ta KOMIT I0TepHOI iHxkeHepil KuiBchkoro
HalllOHAJILHOTO YHIBEpCHUTETY OyIdiBHHMLTBA 1 apXiTekTypu, Kuis, YkpaiHa.

Komapuuubkuii Q. O. - KaHJI.TeXH. HayK, 3aCTyITHUK Ha4aJbHHUKa BTy CTPATEriqYHOTO TUIaHyBaHHs JlemapramenTy
TPaHCHOPTHOI iHPpacCTPyKTypH BUKOHaB4Yoro oprany KuiBcekoi mickkoi paau, Kuis, YkpaiHa.

ABSTRACT
Building IoT systems without taking into account the possibility of security threats to information resources poses a danger not
only to your system, but also provides the conditions for cyber attacks on any other Internet site. Therefore, it is important when
using IoT systems to use secure technologies that would prevent unauthorized intrusion into resources that can be used by attackers,
as to create threats of various kinds. The principles of construction of IoT systems, described in this paper, provide perfect protection
of information resources of the system itself, as well as prevent their use by attackers to carry out cyber attacks on other network
objects.
KEY WORDS: [oT system, security of Internet systems, secure data exchange, protection of loT system resources
from malicious use.
AHOTANIA
IToGynoBa cuctem [oT Ge3 BpaxyBaHHS MOXJIMBOCTI BAHMKHEHHSI 3arpo3 Oesrelti iHhopMalliiHuM pecypcam yTBOPIOE HeOe3meKy
HE TUIBKU JJIsl CBOET CHCTEMH, ajie i HaJlae YMOBH JUIsl peanizanii kibeparak Ha Oyab-ski iHIII 00’exTH Mepexi IHTtepHer. Tomy
BOXJIMBO Mix 4Yac po3pobkm cucteM loT BukopucTOoByBaTH Oe3NedyHi TEXHOJOTI], sKi 6 He JO3BOJSUIM HECAHKIIOHOBAaHOMY
NPOHMKHEHHIO 10 PECypciB, sKi MOXyTh OyTH BHKOPHUCTaHi 3JIOBMUCHHUKAMH, SK AJsL YTBOPECHHS 3arpo3 Pi3HOTO XapakTepy.
[puHumnm noOynosu cuctem loT, mo onwmcai y 1ii po6oTi, 3a0€3MeuyoTh JOCKOHAINN 3aXUCT 1H(OPMALIHHUX pecypciB camoi
CHCTEMH, a TAKOK YHEMOXIIUBITIOIOT X BUKOPHCTAaHHS 3JI0BMUCHUKAMU JUIs peartizalii kideparak Ha iHIII 00 €KTH MEpexi.
KJIKOUYOBI CJIOBA: cucrema IoT, Gesneka cucrem y mepexi [HrepHeT, Oe3neuHuii OOMiH JaHUMH, 3aXUCT
pecypciB cuctem [oT Bix 3MTOBMUCHOTO BUKOPUCTAHHS.

1 IPOBJIEMU BE3IIEKU CUCTEM loT
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Sk moka3yloTh OMyOJIiKOBaHi AaHi AOCHiAHUKIB [1], y
2020 pomi KITBKICTh MIAKITIOUEHUX MPHUCTPOiB g0 [oT
nepesuinmia 30 wmapa., a iX MIOpiYHMKA TpHpICT
30umBIIyBaBcs Bijg 3 miapa. y 2017 pori mo 5 mupa. y 2020
pori. Y mporrosax g0 2025 poky nepeadaqaeThes, mo e
MPHUPICT HE 3HWKYBAaTHIMETHCSA, a Ma€ TEHIEHIUI0 0
30ubIIeHHS. Lle CBiIUMTh PO MIBUIKE 3pPOCTaHHS ITOTPeO
B YIpaBIiHHI BigganeHUMH OO'€KTaMH 1 IIHPOKUMHU
MOXKJIUBOCTSIMH JUISI iX peaii3armii 3 BUKOPHUCTAHHSIM
ICHyroUMX 3aco0iB 1 TexHonorin. OpfHaK UIBUIKE
3pocTaHHs noTped 1 MUpPOoKi MoXxIMBOCTI peanizanii [oT B
KOPOTKI TEpMIHM YacTO MPHU3BOAWTH IO HEIOCTATHBHO
MIOOKO MPOAYMAHUX PillleHb 3 TOYKHU 30py Oe3IeKu, 1110
omucaHo B poOoti [1], me mo HaWOUIBIIOI TpobIeMU
BiTHECEHO 3a0e3edcHHs Oe3meKk Ha piBHI Mepexi. Yepes
HEIOCTaTHIA 3axucT cucteM loT 3II0BMUCHHUKH MOXYTb
BUKOPUCTOBYBATH X u1st peanizauii DDoS-arak, yncio ta
MOTYXHICTh SIKUX 3pOCTa€ 31 30UIBIICHHSAM KiBKOCTI
kopuctyBadiB loT. IlepeBaxkHa OiMBIICTE KOPUCTYBadiB
IoT BBaxkarwTh, MmO MawTh OyTH pO3poOJcHI Ha
JIep’KaBHOMY YH MIXKIEP)KaBHOMY piBHI 3arajibHi paBuia
oesnexn s loT. OmHak depe3 po3pi3HEHHS BUMOT, IO
BUCYBAaIOThCA 10 Oe3meKkw 3ajJeXKHO  Big  ramysi
Bukopuctanss 0T, po3poOka egMHUX pekoMeHaalii abo
CTaH/IaPTIB € CKIIAIHOIO.

Pesyneratin onmryBanHsa kopuctyBadiB loT, BukoHaHi
kommaniero Gemalto, mokasamu, mo 90% i3 HuMX He
BIICBHEHI y 3a0e3nedeHHi Oe3neku. TakuM YHHOM, aHalli3
cuctem loT 3 meroro 3a0e3redeHHsT OE3MEYHOTO OOMIHY
JaHUMU 10 KaHajlax Mepexi [HTepHeT, a Tako TeXHiuHi
pillicHHS B IiM Tamy3i, M0 HaBEACHI B JaHiil poOoTi, €
aKTyaJIbHUMH.

2 AHAJII3 BAPIAHTIB OGMIHY JAHUX Y
CUCTEMAX IoT
Jos migxorroueHsst nmpuctpois [oT mo mepexi [aTepreT
MOXKE€ BHKOPHUCTOBYBaTHCS OJHAa 3 JBOX CXEM, IO
npezcTaBieHi Ha puc.] Ta puc. 2 BiINOBITHO.

: Cepaep amst
Teleﬂap Juis 3B'A3KY 3
YUPaBIIHHSA 0'exTamMu

0
0'eKkT VHD%HiHHx
| | | | | | | |

Puc. 1. [Ipsime yrpaBiHES 00'€KTaMH 4epe3 MEPEXY
3arajibHOTO JIOCTYITY

CxemMa, 110 IIpeAcTaBiIeHa Ha puc. 1, € HalmpoCTIMIOoo 1
MOXE 3 YCIIIXOM BHKOPHCTOBYBATHCS Y BHYTPIIIHIX
KOMIT'IOTEPHUX Mepekax, ajle B yMOBax Mepexi IHTepHer,
TaKe pillleHHs] Ma€ LTy HU3KY HEIOJiKiB:

1. mimkiaroyeHHs cepBepa OesnocepenHbo N0 [HTEpHETY

CIpuse BTPYYaHHIO HemnepeadauyBaHMX 30BHIIIHIX

3arpo3 y NpoLecH yIpaBiHHS;
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2. 4epe3 Take PillleHHs ISl 37I0BMUCHHUKIB ITiJIBHILYE€THCS
MOJJIMBICTB BCTAHOBJICHHS CBOIX OOTHeTIB
(WKiUIMBUX TIporpaM) Ha BalIOMy cepBepi Ui
peanizanii DoS ta DDoS arak;

UL cepBepa moTpiOHa BuaiteHa IP-ampeca B
IaTEepHETI, M0 TTOB'A3aHO 3 MaTepiaIbHUMHU BUTPATaAMU;
Ui 3a0e3meueHHs Oe3leKW  cepBepa  MOTPiIOHO
kBauti(pikoBaHEe 0OCITYTrOBYBaHHSI.
[lepenmiueni HEMONIKM BiJICYyTHI
MIpeJICTaBlIeHa Ha pHC. 2.

y cXemi, IO

Ce

pBep mpoBaiiaepa

e

MiHi-koMIT’ FOTEp IS
yIpaBJiHHS 00’ €KTaMH

6'6574 VHD/aéHiH;\
Puc. 2. YnpasiiHHs 00'€KTaMu 3 BUKOPUCTAHHSIM CepBEpa-
MoCepeIHIKA

{

Tepminan as
YIpaBITiHHSL

L

Route

{

|

Y 1mifi cxemi NMOTOKH IaHWX MK TEPMIHAJIOM Ta
o0'eKTaMu  ympaBiiHHS  QUIBTPYIOTBCSI  CEpBEPOM
nocepenHukoM. Lleii  cepBep  MOKe  OIHOYAcCHO
o0ciTyroByBaTH 0€3J1i4 KOPUCTYBadiB, 3aXHUIAI0YX TTOTOKH
JaHWUX BiJ aTak. BcTaHOBmMOBaTH Taki cepBepH MOXKYTb
npoBaijiepu IHTEpHET-OCIyT, HaJalud 3aMOBHUKAM
JOCTYIl JO PEecypciB 3 BHKOPHUCTaHHSAM XMapHHUX
TexHoJorii. OgHaK y pa3i BUCOKMX BUMOT L1010 Oe3MeKH
iHpopMaIil KOPUCTYBaY MOXKE BCTAHOBHUTH BIAaCHHH 200
KOPIOPAaTUBHUI CepBep MOCEPEIHUK. Y BHIIAIKAX, KOJIH
cepBep TIOCEpeAHMK Oyae BpaKEHHH  3arpo3oro,
iH(popMaItist mpo 00'ekTH 30epeKeThCS B IILTICHOCTI.

3 TEXHIYHI PIIIEHHS BE3NEYHOI CACTEMHA
IoT

VYnpasninHs 00'ektamu uyepe3 [HTepHET He BHUMarae
repeadi BEMUKUX OOCATIB JaHWX Ta BUCOKOI IIBUIKOMI
0o0OMiHy 1oBiToMIeHHSMH. Lle 103BOIsI€ BUKOPHCTOBYBATH
HaH0CKOHAJIIIII METOIU 3aXUCTy HaHux. CiIij 3a3HaUNTH,
mo i abCOJIOTHOIO 3aXHMCTy HE HOTpiOHI Jopori
TeXHiIYHI pimeHHs. Takuli  3aXHCT  peami3yeThes
porpaMHO. MaTeMaTu4HO JIOBEICHO, IO aOCONFOTHHMA
3axucT iHpopmManii 3abesneuye mmpp Bepnama [2].
Bukopucranus w0poro mudpy BUMAarae TeHEpyBaHH:
BHUITQJKOBUX (HE TICEBIOBUNIANKOBUX) OiTiB. Meton
TCHEpYBaHHS TakuxX OITiB Ha Oy/Ib-KOMY KOMII FOTEpi
3anporoHoBaHo y poboti [3], a y poboti [4]
oOrpyHToBaHo BHOIp mnapamerpiB anroput™my Hiddi-
XennamaHa. 3 METORO 3aro0iraHHs PO3KPUTTS JaHUX JUIs
KpunrorpadiqyHUX TEpPeTBOPEHb 00paHo anredpaiduHy
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rpyny y BUDIAAI monsi ['amya 3 XapakTepHCTHKOIO 2 1 HHUKArOTh 3 Pi3HUX MPHYHH, BKIIOYAIOYH TUMYACOBE BiJK-
CTyIIEHEM, KU € Oe3NeYHUM MPOCTHM YHCIOM 3 psIy  JIIOUCHHS >KHUBIICHHS Ta CIIPOOHM HECAHKIIOHOBAHOTO IIPO-
503, 563, 587, 719.0ckinbku U1 TaKUX TOJIB HEBIJOMO HHMKHEHHS B cucTeMy. HaBeneHo mocuiiaHHS Ha pecypc B
PO3B'sI3aHHS 334a4i AUCKPETHOTO Jorapu(MyBaHHA, TO B [HTEpHETI U1 IEMOHCTpalii mpouecy ynpaBiiHHS 00'€K-

Cy4JaCHHX YMOBAX €W 3aXHCT 371aMaTd HEMOXIIHBO [5]. TaMu. 3anpOoTIOHOBAaHI y il poOOTI TeXHIYHI PIlIEHHS 10~
3BOJISIE TIOBHOIO Mipoto yOesnmeuntn cucremu loT Bix iH-
4 HATYPHA MOJEJIb CUCTEMM IoT (hopmarriitHux 3arpos.
[onOBHUM €EMEHTOM CHCTEMH, IIO CIIi/I 3aXHCTHTH,
BiJl 3JIOBMUCHHKIB, IKi MOXKYTb CTBOPIOBATH 3arPO3H TUILY BUKOPUCTAHA JIITEPATYPA
DDoS-arak, € miHi-komm’rotep (auB. puc. 2), y skocti 1. Opnos C. (2020) Ilouemy mpobrnemy 0Oe30macHOCTH
sxoro oopano Raspberry Pi 3. Bin mae 40 koHTakTHUi iH- MHTEpHETa BeIIeW OKa3aJoCch TaK TPYIHO PEIIUTH?
tepdeiic GPIO mns migkimroueHHS 00'€KTIB ympaBIIiHHSL. https://safe.cnews.ru/articles/2020-05-
Onepauiiina cucrema Linux Bepcii Ubuntu 20.10, a six 3a- 21 pochemu_ problemu_bezopasnosti_interneta
ci6 nporpamysanust oopaHo Node.js Bepcii v12.18.23ma- 2. Shannon C. Communication Theory of Secrecy
KeToM onoff. Systems. Bell System Technical Journal. 1949. 28 (4).
st neMoHCTpalii mporecy yrpaBIiHHS € TTOCUIaHHS Pp. 656-715.
http://91.198.50.144:8000/CONPIN.html 3. YUynpun B.M. TeHepyBaHHS BHIIQJKOBUX YHUCEI
MITaTHUMH 3aco0aMH XocTiB Mepexi [HrepHer./ B.M.
5 BUCHOBKH Uymnpun, B.M.Bummnskos, M.IL. Ilpurapa // 3axucm
OnwucaHo MPUYMHYA BUHUKHEHHS TpoOiieMu Oe3reku y ingopmayii. — 2016. — T. 18, Ned. — C. 323-335.
cucremax loT. BuzHaueno MmoxximBi 3arpo3u 6esewti sik yis 4. Yynpun B.M., Bumnaskos B.M., [Ipurapa M.I1. Meton
camoi loT, Tak i misa peamizarii 3T0BMACHIUKAMH aTaK Ha MIPOTHU/Tii HE3aKOHHOMY BILTUBY Ha BHOOPIIIB Y CUCTEMI
iHmi 06'ektn Mepexi [HTepHeT. OOpaHo cxemy Oe3med- IaTepHeT romocyBanHs. hesnexa inghopmayii. —2017. —
Horo oOMiHy nanumu B cucteMax [oT PosmisiHyTO TexHi- Tom 23, Nel. —C. 7-14.
YHi pillIeH s, SKi JO3BOJISIIOTh yOe3meunT oOMiH maHuMu 5. BBIIHAKOB B.M., Komapuutknit O.A.
B cuctemax [oT 3a paxyHOK mOOyI0BH i1€abHO 3aXHUIIe- TpancnapeHTHbIE CHCTEMBI 3IEKTPOHHOMI
HOTO KaHany oOMiHy naHuMu. [lokazaHo Ha mpUKIai di- nemokparuu. Accent Graphics Communications &
touoi Mojeni cuctemu 10T MOXKIMBICTH YCYHEHHS TIpO- Publishing, OrtraBa, Kanama, 2019, 98 c.
Onem 3 aBapiiHUMU cUTyarisMu B cucremax loT, mo Bu- http://doi.org/10.29013/VyshnyakovVM.Komarnicki

yOA.TSED.2019.228

IHTETPO-IUPEPEHILHIAJIBHA MOJIEJIb 3AXUIIIEHOCTI BE3/IPOTOBUX
CEHCOPHHUX MEPEK 3MIIIIAHOT'O THUITY

Crpax O. II. — xanmupar ¢i3.-Mar. Hayk, cTapmiuii Bukiagad kadenpu kibepOesmeku, CyMCbKHH Aep:KaBHHMA
VHIBEpCHTET, YKpaiHa.

Maptunoa H. C. — kaHIujar TEXHIYHMX HAyK, JOICHT, JOLEHT KadeApud MareMaTWudHOro aHallizy 1 METOJiB
ontumizanii, CyMCbKHI Aep>KaBHUM YHIBEPCUTET, YKpaiHa.

ABSTRACT
Wireless sensor networks (WSN) are undoubtedly one of the important places in the development of IT technologies, in particular
the Internet of Things (IoT). But, given the peculiarities of their operation, these networks need reliable protection. First of all, it
applies to hybrid network, which is characterized by high power mobile users, for example, with Wi-Fi extensions. In this work, we
proposed a mathematical model of security management of this network, which is based on Fredholm integro-differential system.
KEYWORD: hybrid wireless sensor networks (WSN), integro-differential equation, theory of Moore—Penrose
pseudo-inverse matrixes.

AHOTANIA

BesnpoToBi ceHcopHi Mepexi 0e3cyMHIBHO 3aliMalOTh OIHE 3 BRXKJIMBUX Micllb y po3BUTKY IT-TexHomorii, 30kpeMa iHTepHETY
peueil. Aie, BpaxoByIOUH 0COOIMBOCTI iX (DYyHKIIOHYBaHHS, 11l MEpexi MoTpeOyIoTh HaaiiHoro 3axucty. [lepi 3a Bee e crocyeThest
MepesX 3MIIIaHOTO THITY, SIKi XapaKTepU3YIOTHCSI BUCOKOIO HIUIBHICTIO MOOITBHUX KOPHUCTYBAadiB, HaNpUKiIaza 3 npuctposmu Wi-Fi.
VY naniif poOOTi 3amponoHOBaHAa MaTeMaTHYHa MOJENb KEPyBaHHS 3aXHWIIEHICTIO TAaKOi MepeXi, SKa IPYHTYETbCS Ha IHTETpo-
nudepeHmianbHii cucteMi (PEAroIbMOBOTO THITY.

KJIKOUYOBI CJIOBA: 6e31poToBi ceHCOpHI Mepexi 3MIIIaHOTO THITY, iHTerpo-AudepeHIiaibHi piBHSIHHS, TEOPis
TICEBI0-00epHEHUX MaTPHIIb.

50


https://safe.cnews.ru/articles/2020-05-21_pochemu_problemu_bezopasnosti_interneta
https://safe.cnews.ru/articles/2020-05-21_pochemu_problemu_bezopasnosti_interneta
http://doi.org/10.29013/VyshnyakovVM.KomarnickiyOA.TSED.2019.228
http://doi.org/10.29013/VyshnyakovVM.KomarnickiyOA.TSED.2019.228

The 1st International Conference on Emerging Technology Trends on the Smart Industry and the Internet of Things, January 19% —

20t 2022

OyHKIIIOHYBaHHS HOBITHIX O€3IPOTOBHX CEHCOPHHUX
Mepex (BCM) 3 iHTErpOBaHUMHU B HUX MOIYJIBHAMH MO-
OUTPHUMH BY3JIaMH, 3JaTHUMH BHKOPHUCTOBYBATH Pi3HI
JIATYMKH BiJTIOBITHO JIO MOTPeOd KOPHCTyBaua, MMEePEeTBO-
proe ix B Mepexi 3Mmimtanoro turry (bCM3T) 3 Biamosiz-
HUMH XapaKTepUCTUKaMU THYYKOCTi. OCKIJIBKH iHTETpa-
i 3a3HAYCHUX MOJYJIIB JIOCSITAEThCsl 0€3 HEOOXiMHOCTI
OaraTocTymiHYacTOI MapIipyTr3amii,a 0a3u JaHuX Mic-
TATH iHpOpMaIIifo, OTpUMaHy SK MOOITHPHIMH, TaK 1 CTa-
TUYHUMU BY3JIaMH [ 1], ToO BUHHKAE HEOOXIiTHICTH 3a0e31e-
YEeHHS HaJEKHOTO 3aXUCTy MEPEeXi B PEXKUMI PeasbHOTO
yacy. 3amporonyemMo HOBy mojenb 3axucty bBCM3T Bix
HIKiIJTMBOTO MPOTrPaMHOTO 3a0e3MeUeHHs, 3aCHOBaHy Ha
cucTeMi iHTerpo-nudepeHiaJbHuX PIBHSIHD (PEAroib-
MOBOTO THITY.

Hexaii 6e3apoToBa CEHCOpHA Mepeka CKIATAEThCS 3
X, (t) craTu4yHuX Ta X,(t) MOOLILHUX BY3IIiB, IKi OJJHOYA-

CHO € CIIPaBHUMH (HE TiATAINCS 3apakKeHHIO IIKIUTHBAM
MPOrpaMHUM 3a0€3MeUeHHIM) y KOXKHUI MOMEHT 4acy t .
Tomi, BpaxoByro4UHn 0COOTMBOCTI B3a€MOJIIT IIUX BY3IIB, a
TaKOX iX BiJIMOBI/THI XapaKTEPUCTHKH, TTOB’A3aH1 30KpeMa
3 X Bpa3JMBICTIO O BIUIMBY HIKiJJIMBHUX MPOTpaM, a Ta-
KOX CIIPOMOKHICTIO Tiepeaaui mkiamueoro [13 Ha iHmmi
BY3JIH MEpPEeXi 3a NMEeBHUN MPOMDKOK 4yacy [a,b], pexum
(yHKIIOHYBaHHS Li€l MepeKi MOYKHA OTICATH 3a IOTIOMO-
TOI0 TaKOi CHCTEMH iHTErpo-andepeHiaTbHIX PiBHSHB!

d
X)) —

o0 [ (4 + B Zx) - @

ds
f@,
ne x(t) = (f](t) e D} ([a,b]) — abCOJIIOTHO-HETIEpEPBHA

Ha Biipi3ky [a,b] 2-BumipHa BekTOp-QYHKIIS, MOXigHA

[a,b]:
[%x(t)je LZ([a,b]), O(t) — (2xm)-Bumipua, f(t) —

(2x1) -Bumipra, A(t),B(t) — (mx2)-BumipHi MaTpwi,

SKOi € 1IHTerPOBHOIO 3 KBaJpaToM Ha

enemenTH sKuX Hanexats npoctopy L, ([a,b]), kpim Toro
rank d(t) =m.

Toni, aHanoriuyHo pe3ynbrary podotu [2], BuUKOpuCTO-
BYIOUH TEOPIl0 ICeBI000epHeHnX Marpuilb Mypa—Ilen-
poy3a, MOXKHa 3HAWTH HEOOXiMHI Ta JOCTAaTHI YMOBH

po3B’s3HOCTI cucteMH (1), a Takoxx o0y 1yBaTH BiAMOBI -
HUW BUTJISIIT 3arajlbHOTO i1 pO3B’s3KY.

Teopema. Hexau Ons cmanoi (m x(m+ 2)) -6UMIpHOL

mampuyi
T(A(S)‘P(S) +B(s)d(s))ds, —i A(s)ds

- |

t
Oe Y(t) = J ®(s)ds , rankD =n,. Bionogiona oonopiona ons

a

cucmemu (1) inmeepo-ougpepenyianona cucmema (f =0)
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mae 1 -napamempuuny (f, =mM+2—-n,) cim 10 po3e’s3xie
8UQY
x(t, ¢r) =¥o()Pp, vy, € R™,

de W, (t) =(¥(t),1,) — (2x(M+2)) -sumipna mampuysi, a
PDr1 — ((m+2)xr,) -6umipna mampuys, wo ckradaemucs 3
I, ninitiHo He3zanedxcnux cmosnyie ((M+2)x(M+ 2)) -eumi-

pHoi mampuyi-npoexkmopa Py =1, ,-D'D, Pp: R™*2

N(D), D' — eduna ((M+2)xm) -eumipra ncegdo-obep-

nena 3a Mypom-Ilenpoyszom 0o D mampuys. Heoonopi-
ona cucmema (1) 6yoe po3e’sznor0 moodi 1 mineku mooi,
konu neoonopionicme f(t) e, ([a,b]) 3adosonvHamume

d, =m—n, zinitino nezanexcui ymosu:
P;0=0, (2)

oe PQ; —

d,

JUHIUHO
mampuyi

(d, xm)-sumipna mampuys, wo ckradacmocs 3

He3aNeHCHUX — pAoKie
=1_-DD",

(mxm) -eumipnoi
P.

; AKA € OpPMONPOEKMopoM

m—

Pp:R™ - N(D*), D" — mpancnonosana do D mam-
b s
puys, b= j[A(s)j f(r)dzr+B(s)f (s)jds ,

Ipu euxonanni yux ymog (2) cucmema (1) mae ,-na-

PAMEMPUYHY CIM 10 PO36 S13Ki6 GUOY.
x(t, crl) = ‘1!’0(1:)PDTICT1 + F(t),

Tyt F(t)= f(t)+¥,t)D'b .

TakyM YUHOM, 3a TICBHAX YMOB MOXXHA OTpPHMATH
JIOCTOBIPHI JIaHI IIOJ0 KIJBKOCTI CIpPaBHUX BY3JIiB
BCM3T. Ane 3amumacTtbCd NUTAHHS IO HAIArOMHKEHHIO
HAJIHOTO 3aXWCTy IIi€i Mepexi, SIKUH BH3HAYA€E
OCHOBHUH KOMITOHEHT PEeXUMYy i1 (QYHKIIOHYyBaHHS —

f (t) . OgeBuanO, M0 yMOBHU (2) MOXKYTh OyTH BHKOHaHI

cr, ERM.

HE 7151 KOXKHOI Takoi HeopHopiaHocTi. PosrisHemo Toxi
CHCTEMY i1HTErpo-AMHAMIYHHUX PiBHSIHb 3 KEPYBaHHAM:

4 X(t) —cD(t)j'(A(s)x(s) + B(s)g x(s)]ds =f(@)+ +J(tu,
dt ) ds
3)

yCi BiJIMOBiHI KOMITOHEHTH SKOi 3a/JI0BOJIHSIIOTH Ti K
yMOBH, 1110 i1 y cuctemi (1), J(t) —3agana (2xk) -BumipHa
maTpus 3 KomnonenTamu i3 npocropy L,([a,b]), a u €
RF — BEKTOP KEPyBaHHs.

Toxi, ckopucTaBIIMCE YMOBaMHU PO3B’SI3HOCTI (2) cuc-
TEMH OJIMH, OTPUMY€EMO TaKi YMOBH PO3B’SI3HOCTI PO3IIIsi-
nyBaHoi cuctemu (3).

Py [T{A(s)j‘( f(z)+J(r)u)dz +

+B(s)(f (s)+J(s)u)}dsj =0.

Ili yMOBH MOXHa TaKOX PO3TIBIIATH SIK JESKY anreo-
paidHy crcTeMY BiIHOCHO HEBIJIOMOI'O BEKTOpa U € RE:

P HA(s)jJ(z)dH B(S)J(s)}ds}u =P, b.

]

a
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losnawaroun  jnmsa  spywsocri  Fi=-F.b i
1

b

W =P, { j {A(s)j‘J (r)dzr +B(s)J (s)}ds}, OTPHMAEMO CHC-

a
TeMy aireOpaiyHuX piBHIHB

Wu=F:,(4)
ne W — (d, xk) -Bumipna matpuns, a F — d, BUMipHa
BEKTOp-(QyHKIisA. AHANOTiYHO Mo3Hadarouu m, = rankW
ta BuszHavyaroun (KxK)-BUMIpHY MaTpUIO-IIPOCKTOP

(d, xd,) -Bumipry maTpuuro-poektop P,. =1, ~-WW™,

SAxmo Bekrop pyHkuis F , a Bigrak i matpuns J(t), €

TaKo0, MO yMOBH (5) BHKOHYIOTBCS, TO cucTtema (4) €
poO3B’s3HOI0, a moyaTtkoBa cuctema (1) € KepoBaHOIO.
binblr Toro, BEKTOp KepyBaHHs CUCTEMH Oy/ie BH3HAya-
THCS TaKUM I -lapamerpuanuM (r =d, +d, —n, —m, ) 3ara-

JIBHUM PO3B’3KOM cuctemu (4):
— + g r
u="Pyc+W' ¢, €R
ne R, — (kxr) -BumipHa MaTpuus, AKa CKIaNA€Thes 3 T
JiHIAHO-He3anexkHuX cToBMIIB (K %K) -BUMipHOT MaTpuILi-

npoekropa R, =1, -W'W .

Py:R™M - N(W*), neW ,W* —(kxd,) -BumipHi Bin-
MOBIIHO TPAHCIIOHOBaHAa Ta ICEBIO-oOpepHeHa 3a My-
pom-Ilenpoy3om marpuri mo marpumi W, OTpUMYyeEMO
YMOBH PO3B’A3HOCTI cucTeMu (4):

PWJF =0, (5
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ABSTRACT

The need to ensure the effective operation of entities of the National Cyber Security System stipulate the urgency of developing
a scientific and methodological apparatus for rapid response to cyber incidents (cyberattacks). The fundamental impossibility of
achieving algorithmic and information completeness of cyber defense equipment anticipates the implementation of a process to
support the decision-making of the operational staff of cybersecurity. The report is dedicated to the presentation of the results of the
analysis of conditions that must be taken into account when organizing an experimental assessment of the possibility of influence
on the applied computational process.

KEY WORDS: cyberattack, vulnerability, experiment.

AHOTANIA

HeoOxignicTs 3a0e3neueHHst epeKTHBHOT AisuTbHOCTI cy0’ekTiB HanionansHOi cucremu KibepOe3nexy 00yMOBIIOE aKTyallbHICTh
PpO3pO0IIeHHsT HAyKOBO-METOAMYHOTO anapary OlepaTUBHOIO pearyBaHHS Ha KibepiHiuaeHTH (kibeparaku). [IppHIMIIOBa HEMOX-
JIMBICTB JIOCSATHEHHSI aJITOPUTMIYHOI Ta iHpOpMaLiiiHOT TOBHOTH TEXHIYHUX 3ac00iB Kibep3axucTy nepeadadae BIPOBaIKEHHS PO-
Hecy MiATPUMKH NPUHHATTS BiANOBIHNX PillIeHb ONIEPAaTHBHUM IIEPCOHAIIOM OpraHiB KibepOe3neku. IHmmuit hakTop HeBU3HAUYEHO-
CTi pillIeHb TOJISITAE Y BIICYTHOCTI alpiopHHUX AaHUX AU ineHTH(IKALi] BETMUMHN IIKOH BiJl HACHIAKIB KibepiHIMAeHTY. JlomnoBiab
MPUCBSIYEHA BUKIIAICHHIO PE3yNbTaTiB aHAJi3y YMOB, SKi HE0OXiIHO BpaxyBaTH IPH OpPraHi3allii eKCIIepUMEHTaIHHOTO OIiHIOBAHHS
3aXHUILEHOCT] MPHUKIIAJHOTO OOYHCIIIOBAIEHOIO IIPOLIECY.

KJIFOYOBI CJIOBA: kiGeparaka, Bpa3IuBiCTb, BAIPOOYBaHHSI.

BCTYII
Pearyroun Ha CBITOBI TEHJAEHIII Ta BUKIUKU
ceorofenHa 3 2017 poky y iHpopmaLiiiHO-IpaBOBOMY
MPOCTOPI HAIIOT IepHKaBH 3’ IBUIIACS HU3KA 3aKOHO/IABUUX
MOJIOKEHb, SIKI BU3HAYAIOTh IMPAaBOBI Ta OpraHi3alliiHi

OCHOBHM 3a0e3IeUeHHs 3aXHCTy JKHTTEBO BAXIMBUX
IHTepeciB JIIOAMHU 1 TpOMaiasSHWHA, CYCIHiJIbCTBA Ta
JIepXaBM, HaUlOHAIBHUX  1HTEpeciB  YKpaiHu Y
KiOepnpocTopi, OCHOBHI I[iJIi, HANPSMH Ta MPUHIMIIN
nepxkaBHoi  momituku y  chepi  kibepOesmnexw,
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MOBHOBAXCHHS  JICPKAaBHUX  OPTaHiB, MiJPUEMCTB,
YCTaHOB, OpraHizaiiii, oci0 Ta TpoMamsH y i cdepi,
OCHOBHI 3acaay KOOpHAWHAINI IXHBOI [iSUIBHOCTI i3
3a0e3nedyecHHs KibepOesmneku [1].

Tak, 3rimao [1] xkibepbe3neka mTOCATAETBCS Ta
3a0e3meuyeThcsl  SKICHIM  BHKOHAaHHSIM  CYKYITHOCTI
3ax0/iB KiOep3axucTy, sIKi CIIPSMOBaHI Ha 3armoOiraHHS
KiOepiHIMAeHTaM, BUSBICHHS Ta 3aXHCT Bin KiOeparak,
JIKBIamiro 1X HacHiAKIB, BIJHOBIEHHS CTajJoOCTI 1
HazilHOCTI QyHKIiOHYBaHHS 00’ €KTiB Kibep3axucty. Ha
CyyaCHOMY e€Talli OCHOBHMM MifXil 10 3a0e3Me4YeHHs
Ocsrekn  iH(opMamii B aBTOMAaTHM30BaHUX CHCTEMax
MOJISITAE B OpraHizallii po3MeKyBaHHs JIOCTYITY, SKHIA
0a3yeThCs Ha BIAOBIIHIH KOHIETIIIT AUCTIETYEpa TOCTYITY
MOBHOBaXCHHS Ha JIOCTYT 00YHCIIOBAILHOTO MTPOIIECY JI0
00’exTiB  iHpOpPMAIIfHOTO  JOMEHYy  BH3HAYAIOTHCA
3acobamMH  omepauiiiHol CHUCTEeMH 3a pe3ylbTaTaMH
YCHIITHOT aBTOpH3amlii KOpHCTyBauya aBTOMAaTH30BaHOI
cuctemu [2]. HaltbinmpIn cyTT€BUM HEMONIKOM KOHIICTIITii
JUCTIeTYepa JOCTYIy € MPHUHIMIIOBE MPUITYIICHHS PO
CTANlICTh NPaBWIBHOTO (YHKIIOHYBaHHS TMPHUKIATHUX
OOYHCITIOBATBHAX  TPOIECIB  HAa BCHOMY YaCOBOMY
IHTEpBaJi eKcIUTyaraiii aBTOMaTH30BaHO! CHCTEMH TOOTO
HEMOXIIMBICTh ~BUKOHAaHHS HHMH HemnepeadadeHux
PO3pOOHUKOM fiil y OyIb-sSIKWf MOMEHT Yacy.

1 AHAJII3 JIITEPATYPHUX JTAHUX TA
MNOCTAHOBKA MNPOBJIEMUA

HempusinefioBannii  aBTOPU30BAHMNA  KOPHUCTYBad
aBTOMAaTHU30BaHOI CUCTeMH 00’€KTa KiOep3aXHCTy HeMae
MOKJTUBOCTI PO3IMIUPUTH (3MIHUTH) CBOT TOBHOBA)KEHHS,
aje y Oynmb-KMA MOMEHT 4acy BiH MOXe iHiIlifoBaTu
iJIeCTIPSMOBaHY 3J0BMHUCHY [isUTBHICTB iHCaiinepa (Bix
aHr. insider — BHyTpimHiA nopymHUK). [Tpy npomy, Ha
TEMepilTHii Yac, BiIOMO YMMaJl0 MPUKJIAIIB OpraHizarii
Takoi 1HQOpPMAIIHHOI B3aEMOMAII MK TPHUKIATHUMH
OOUUCITIOBAIGHUMH ~ TIPOIIeCaMU  TPH  [TOCEPEIHUIITBI
CHUCTEMHHX O00’€KTiB omepamiiHoi cucteMu (y Mexkax
BIIOBIMHUX iM iH(OpPMAIITHUX TOMEHIB (JOCTYITY), HIO0
MIEPETUHAIOTHCS), STKa MOXKE TIPU3BECTH J0 HaB’sI3yBaHHS
Hernepea0aueHoro BUKOHAHHS aJTOPUTMY BUKOHAHHSA [3-
5]

OTxe MOXHa KOHCTaryBaTd, IO PO3pPOOIICHHS
HAyKOBO-METOJMYHOTO OIEPATUBHOIO pearyBaHHS Ha
KiOepiHIMIeHTH (KibepaTaku) TiCHO B3a€MOIIOB’I3aHUM 3
OOTpYHTYBaHHSIM BU3HAUCHHSI WMOBIPHOCTI 3aXHINEHOCTI
MPHUKJIATHUX O0YHCIFOBAIIBHUX MPOIIECIB Y CKIIazi 00’ €KTa
Kidep3axuCTy BiJl HaB’s3yBaHHA HerepeadaueHoro
BUKOHAHHS Ha OCHOBI JIJaHMX BiJTIOBiTHUX BUIIPOOYBaHb.
Ha migcraBi BUKIIa/1eHOTO, METOFO JIOTIOBi/II € aHATI3 YMOB

JUIsE  OpraHizaiii eKCIIePUMEHTAJbHOIO  OI[iHFOBAHHS
3aXUIICHOCTI MPHUKJIATHOTO OOYHMCIIOBAIBHOTO IPOLECY
BiJl HaB’s3yBaHHS HeNepeadaueHOro  PO3POOHHKOM

BHUKOHAHHS Ha OCHOBI MOmu(IiKallii HOro alropuTMy.

2 PE3VJIIBTAT JOCJ/IIKEHHSA
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Monudikamis ~ anroputMy ~— poOOTH  LiTBOBOTO
00UHCITIOBAJIBHOTO IIPOLIECY IIJISIXOM PYyHHIBHOTO BIUIMBY
Ha 3MICT i1 OTIepaTUBHOI MaM’SATi JOCITAETHCS 32 PAXyHOK
HaB’sS3yBaHHS HelepeA0adyeHnX 3HAYCHb THM YW 1HIINM
KPUTUYHAM JaHuM. KpuTHYHMMH JaHMMH ILiJIbOBOTO
00YHCITIOBANBHOTO TIpollecy OyAeMo Ha3WBaTh Oymb-sKi
po3TamioBaHi B MOro oOmneparuBHid maM’sATi JAaHi,
HaB’s3yBaHHS HellepeA0adeHUX 3HA4YECHb SIKUM I03BOJISE
iHCalaepy BWTIAHMM Uit ce0e YWHOM MOomu(iKyBaTu
(coTBOpHUTH) ANTOPUTM POOOTH. B 11IbOMY cMHCITI MOXKHA
TOBOPHUTH, IIO KPUTHYHI JaHi BU3HAYAIOTh AJITOPUTM.
Cepen KpUTHYHHX [OaHWUX IUTHOBOI TporpamMu OyaemMo
PO3PI3HATH YIPABIIAIOY] T 1HII KPUTHYHI JaHi.

VYrpaBisiouuMi JaHUMH LTEOBOTO OOYHCIIOBAILHOTO
mporiecy OymeMo Ha3uBard JaHi, M0 MpsSMO  abo
OTIOCEPETKOBAHO BH3HAYAIOThH TIOTIK repenadi
yIpaBIliHHS, TOYHIIIE, 3HAYEHHs, SKE HA MEBHOMY eTai
BUKOHAHHS LIJHOBOI MPOTpaMH MOTPANUTh y JIUMIBHUX
KOMaH[ mpouecopa. Jlo Takux JaHUX MOXKHA BIAHECTH,
HaNPHUKIAI, aAPECH MOBEPHEHHS 3 PYHKIIIH Ta MOKAKIHKH
Ha HUX (30epeKeHi 3HAYCHHS TOKKYMKA CTEKOBOTO
Kajpy), TOKOKXYMKA Ha (YHKIIT Ta MMOKKIWKH Ha
nokaxuynkd. Hap’s3yBaHHS HemepeaOayeHUX 3HAYCHb
VIPaBISIOYMM JaHUM TPU3BOIHUTH JI0 HemepeadadeHol
Moudikallii (CIOTBOPEHHS ) IOTOKY Iepeaadi yIpaBITiHAS
y IIBOBOMY OOYHCIIOBATBHOMY Tiporieci. B pesymbrari
yIOpaBIiHHA MOXe (HenmependavyeHo) TMepenaBaTUCh
BBEJICHOMY B QJIPECHHUI MPOCTIp MLiJHOBOTO MPOLECY
CTOPOHHBOMY Kooy a0, Hampukiag, JCIKOMY
npuBijeiioBaHOMYy (parMeHTy koay abo (yHKIii, 1o
JIO3BOJISIE  3AIlyCKaTH JIOBUIBHI 30BHIIIHI MPOTPaMHU.
3aBIsIKM [IbOMY MOXKe (HemependayeHo) 3alyCKaTHUCh SIK
OJIHA i3 IITAaTHUX NPOrpaM, TaK 1 MONEepeIHbO BBEICHA B
[IIbOBY CUCTEMY CTOPOHHS IporpamMa (B 3aJIe)KHOCTI BijI
MOXJIMBOCTEH Ta iHTepeciB iHcaiinepa). Ham’s3yBaHHs
HemepenOaueHNX  3Ha4eHb  YOPABIAIOYAM  JIaHUM
JTO3BOJISIE, B TPUHIIUII, HAB SI3aTH i JTOBIJIbHUI HAITPSIMOK
(ampecy) nepenadi yrpapiiHHS.

Jo  iHmIMX  KPUTHYHMX  JaHUX  LIBOBOIO
00UYHUCITIOBAIEHOTO TIpoIIecy OyJIeMO BiTHOCUTH Oy/Ib-siKi ii
KPUTHYHI JaHi, 10 HE BIUIMBAIOTh Ha IOTIK Iepenadi
ynpaBiniHHS B Hii (abo, SKIIO BIUIMBAIOTh, TO HE
HACTUIBKH, MO0 NUTSIXOM 1X HenepeabdaueHoi Momudikarii
MokHa Oysio O HaB’s3aTH JOBUILHUI HANPIMOK Mepeadi
VIOpaBIiHHA, SK Y BUNAJIKy KPUTUYHUX JAHUX, IO
BUCTYNAIOTh ONepaHIaMi YMOBHHUX KOHCTPYKIIii).

Hus Toro, mo6 MoangikyBaTH alroput™M poOOTH
TEOBOTO 009 CITIOBATHFHOTO MIPOTIECY, Tpeba
HenependadeHo MoaAn(DIKyBaTH Ti UM iHIII 3 il KPUTUIHUX
JaHWX, TMpPUYOMY, TPOTITOM TMPOMDKKIB dYacy, sKi
0OMEXYIOThCS, 3 OHOTO OOKY, MOMEHTOM I1HiIliami3arii
a00 Moau(ikamii HUX KPUTUIHUX JaHUX, 3 IPyroro OOKy
— MOMEHTOM iX BUKOPHCTaHHS.

KputnuHi fnani Takok BapTo MOAIIMTH HA TaKi, IO
npsMo (0e3nocepesiHbo) 1 HempsiMO  (OTIOCEPEIKOBAHO)
BU3HAYAIOTh JITOPUTM pobotu LiTBOBOTO
00UUCITIOBANILHOTO — TIporiecy. bynemo BBaxkard, Mo
KpUTHYHI JaHi mpsmo (Oe3mocepeHb0) BHU3HAYAKOTH
AJTOPUTM POOOTH, KOJIM BOHH HE € MOKaKYMKAMH Ha 1HII
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KPUTUYHI JaHi; Taki KPUTUYHI JaHi OyJeMO Ha3HBaTH
TaKOXX KIHIIEBUMH KPUTHYHUMH JTaHUMH. BiamosimHO,
KPUTUYHI JaHi, M0 € MOKaKYMKaMH Ha iHIII KPUTHUYHI

JaHi, OyaeMo BBaKard TaKUMH, IO  HEMPIMO
(omocepenkoBaHO)  BH3HAYAIOTh  aliTOPUTM  poOOTH
[IJTHOBOTO OOYHCITIOBAIBHOTO MTPOIIECY.

Mopudikamiss ~ anroputMy  poOOTH  LiIBOBOTO

00YHCITIOBATBHOTO TIPOTIECy (IIUIIXOM PYHHIBHOTO BILTHUBY
Ha 3MICT i OIEpaTUBHOI MaM’sITi) 3aBKIU 3IIHCHIOETHCS
Ha OCHOBI (anbcudikamii THX YK 1HIIUX KPUTHYHUX
JaHuxX, sKki 1OpaMo (OesmocepenHbO) BH3HAYAIOTH
anropuTM i1 poOOTH, TOOTO Ha OCHOBI (haabcUdiKarlil THX
Y IHIIMX KiHIEBUX KPUTHYHHUX AaHUX Li€l Mporpamu.
Qanbcudikaliss KPUTUIHUX JaHUX MOXKE BHKOHYBATHCH
mpsMo (Oe3rmocepenHbo) 1 HempsMo (OTIOCEepPEaKOBaHO).
IIpsiva (Gesmocepenss) dpanbcudikamis KpUTHIHUX TaHHX
noJjsirac B HaB’s3yBaHHI IUM JaHUM HemepeadadeHnx
3Ha4YCHb, HANPUKIAJ, ILIAXOM iX iHimiamizamii TakuMu
3HaYeHHsAMU 200 1X HemepenOaueHoi MoaudiKkarii.

Jns  xibeparak, sKi  3MIMCHIOIOTBCS  METOIOM
HaB’si3yBaHHA  koay  (injection-based  attacks)
nependavyaTh HaB’sI3yBaHHS iITHOBOMY
OOYHCITIOBAIFHOMY ~ TPOIlECYy  IIEBHOTO  aKTUBHOTO
KOHTCHTY 3 TOAaJbIIO HWOTO0  aKTUBI3AIEI0 Y
BIMOBiIHOMY iH(OpMAIIfHOMY JOMEHI JOCTYITy
nependaveHo 3aCTOCYBaHHSA HACTYIHUX TOHATH (BaXKIIUBI
UL PO3YyMiHHS MEXaHi3My peaji3aiii): BEKTOp aTaku
(injection  vector); aKTHBHUM KOHTEHT (‘“‘KOpHUCHE
HaBaHTaxkeHHS’; payload); 30Ha akTwBi3amii KOHTEHTY
(activation zone); THUNOBUI pe3yabTar aKTHUBi3awii
KOHTeHTY (payload activation impact).

YMoBH peanizauii kibeparak JaHOTO KJacy:

nporpamMHa peajizamis 3aBaHTAXXYBaJbHOTO MOJIYIIS
IJIbOBOTO OOYMCIIFOBAJILHOTO TPOIECY Ma€ BPa3iiUBiCTh
JI0 pyHHIBHOTO BIUIMBY Ha 3MICT il OIIEpaTUBHOI I1aM 'sITi;

iHcalizep (cy0’ekT  arakm) Mae€  MOXKIHUBICTh
CIPOBOKYBaTH aKTHBI3allif0 1€l Bpa3lMBOCTi, TOOTO
nepeiaTH IJIbOBOMY OOYMCIIIOBATBHOMY TMpoIlecy JaHi
JUTSL aKTUBI3aIlii i€l Bpa3IUBOCTI.

Jo THUMOBMX Bpa3IMBOCTEH MpPOTPaMHOI peamizalii
3aBaHTa)KyBaJbHOTO MO [JIEOBOTO
00YHCITIOBATLHOTO ITPOLIECY, IO CTBOPIOIOTH MOXKJIMBICTh
aTak JaHOTO KJIacy BiHOCATHCS: TIeperioBHeHHS Oydepa (B
CTEKY, B CTAaTUYHOMY a00 TUHAMIYHOMY CEIMEHTI JaHUX);
MIEPETIOBHEHHSI PO3PAIHOT CITKH HUJIOYMCEIbHUX 3MIHHUX;
HaB’A3yBaHHS (OPMATHUX PAAKIB.

®opmu  (crmocoOM  BUKOHAHHS)  MEPETIOBHEHHS
PO3PSIHOT CITKH IIJIOYHCELHUX 3MIHHUX (BOHH 3K — BHIH
PYHHIBHOTO BIUIMBYy Ha 3HAYCHHA LIIOYUCEIBHHUX
3MIHHHUX):

MCPETIOBHEHHS.  PO3PSIAHOT  CITKH  IIJIOYHUCETBHOT
3MIHHOI 3BEpXY;

NEPENOBHEHHA  PO3PSIIHOI  CITKM  IIJIOYHCENBHOT

3MIHHOT 3HU3Y.

PyiiHiBHMII BIUIMB Ha 3MICT OIEpPaTUBHOI TaM’sTi
LIBOBOI  HPOrpaMu  JIOCATA€ThCS  HaB’SI3yBaHHAM
Bpa3nuBiii  QyHKIIT  QopMaroBaHOTO  BUBEICHHS
HenepenOaueHux  cnernudikaropiB  popmary, ToOTO
¢opmaTHOTO psAnKa, SIKMA MICTUTH HemepeadadeHi
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cneuudikaropu ¢opmary. DyHkuii  (HopmaToBaHOTO
BHUBEIICHHS MalOTh HACTYIIHI CIUIbHI PUCH:

NPUAMAaIOTh 3MIHHY KUIBKICTh apTyMEHTIB;

npuidMaroTs  OAMH  4YuM  Oinblie  (iKCOBaHUX
(00OB’s3KOBMX) apryMEHTIB, OCTAaHHIM Cepell SKUX € TaK
3BaHHN (OPMATHUH PSAAOK, SIKUH 1 MMOBIAOMIIAE IM MTOBHY
KUTBKICTh apryMEHTIB;

00poONsAtoTh BCI  apryMeHTH, IO MAYyTh MiCIA
(hopmarHOTO pAIKa, 3TiAHO 31 crienudikaTopamu Gpopmary,
IO MICTIATBCS B (OpPMarHOMYy pPAOKY (SK TpaBUIo,
BUBOJIATH 11l apryMeHTH a0o 3MicT OydepiB, Ha SKi BOHU
BKa3yIOTh).

®dopmarHUil PANOK TpEACTaBiIse COOOK Ccymimn 3i
3BHUYalHUX CHMBOJIB 1 TakK 3BaHUX clenudikaTopis
(dopmary, AKi BUCTYTAIOTh 3aMiHHUKaMH IS HACTYITHHUX
apryMmeHTiB. BimmoBigHOo, KoXXHOMY crenmdikaropy
¢dopMaTy BiAMOBiZAa€ OAWH i3 HACTYNHUX ApryMEHTIB, i
Npyd TPaBUIBHOMY 3aCTOCYBaHHI (hOPMaTHUX PSIIIKIB
KITBKIiCTh crierudikaropie ¢opmMary B HHX ITOBHHHA
JOPIBHIOBATH KUIBKOCTI TepelaHUX pa3oM 13 HHUMH

¢yHKuii  QopMaroBaHOro  BHBEACHHS  JIOAATKOBHX
apryMeHTIB.
3aranpHi MPUYUHA Bpa3IMBOCTI iJTHOBOTO

0OUYHUCITIOBAIEHOTO TPOILECYy J0 PYWHIBHOTO BIUIMBY Ha
3MiCT OTIEPATUBHOI MaM’SITi:

BIICYyTHICTh B HHUX a00 HEJOCTaTHICTh MPOIEAYP
3a0e3IeUeHHs KOPEKTHOCTI BXiTHUX JaHHX;,

HEKOpEKTHa peaisalis Mpouexyp oOpoOiIeHHsT BXiIHUX
JaHUX.

Yacto Bpa3NMBOCTI JAaHOTO KJacy €  HacHiJIKOM
MOKJIaIaHHsl X pO3pOOHMKIB Ha (HEBipHIi) MPHUITYIICHHS
mIOI0 TOTO, IO TEBHI BXigHI NlaHI HE MOXYThb OyTH
HEKOpPEKTHUMHU. THITOBI BEKTOPH aTak JaHOTO KJIacy TOOTO
crnocoOu BBEJCHHS B ONEPAaTUBHY I1aM’SITh IIJILOBOTO
OOYHMCITIOBAIFHOTO ~ TPOLECY  PYHHIBHUX  JIaHHX
(y3aranpHeHO): (depe3) aiian 3 TaHUMU, TPU3HAYCHUMHU
JUTst OOpOOJICHHS; apryMEHTH KOMaHJIHOTO psjKa; (depe3)
3MiHHI 0TOYEHHS; (4epe3) KoHpirypauiiiui daiiny; (depes)
¢daiinu 3 JOAATKOBMMHU NAHUMM, (4Yepe3) BIAMOBiOI Ha
3aUTH HAa BBEACHHS JOJATKOBUX JaHUX; (depes)
MOBIJIOMJICHHSI, 1110 HAJXOAATh Yepe3 KaHaIM KOMYyHKaIIii.

[Ipu UbOMY KOHTPOJIbOBaHUN iHCalaepoM
00YHCITIOBAIEHUI TIPOLIEC MOXKE OYTH PO3TAIIOBAHUH 5K
JIOKaJbHO (B OMHOMY OOYHCIIOBATEHOMY CEPEOBHIII 3
IJIbOBUM OOYMCITIOBAJILHUM MPOIIECOM), TaK 1 BiJIaJIcHO
MO BiAHOLICHHIO O HBOTO (B OJHOMY OOUHCIIOBAIEHOMY
CEepeIOBUIIII 1HIIIOTO eJIeMEHTy 00’ €KTa Kibep3axucTy).

3 BUCHOBKUA
OCHOBHUM €JIEMEHTOM oprasizaiii
EKCIIEPUMEHTAIbHOTO OLIIHIOBAHHSA 3aXUIEHOCTI

LiIbOBOTO OOUMCITIOBAIEHOTO MIPOLIECY BiJl HAB’sI3yBaHHS
Herepen0aueHoro BUKOHAHHS aJlTOPUTMY € BUOIp BEKTOpa
araku. B SKOCTI  OCTaHHBOTO  IMPOMOHYETHCS
BUKOPHCTaHHS MepekeBoro iHrepdeiicy, a KOHKpeTHille,
NIEBHE M0JI€ MOBiJOMJICHHS], 110 HA TIEBHOMY €Tarli, 3T1IHO
KOMYHIKAI[IfHOTO TMPOTOKONY, 3a SKHM 3IiHCHIOETHCS
BianaeHa B3a€EMO/IiA, HaJIA€THCS 1JIbOBOMY
00UHMCITIOBAIBHOMY TpoLiecy. AKTUBHUM KOHTEHTOM Oyze
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ABSTRACT
In today's environment, there is a growing prospect and need to choose the most effective management decisions,
which, in particular, should take into account and reflect the likely paths and behaviors of the object of management in
the future.
KEY WORDS: management, information, forecasting, research.

AHOTANIA
VY cydacHHX yMOBaX 3pOCTa€ MEpCIEeKTHBAa Ta HEOOXITHICTE y BHOOpI HAWOIMBII e(EKTHBHHUX YIIPABIIHCHKUX PIIICHBb
3a0e3mnedYeHHs KibepOe3neky, sKi, 30KpeMa, MaroTh BPaXxOBYBAaTH 1 BiToOpaXkaTh WMOBIPHI MUIIXH Ta BapiaHTH MOBEAIHKA 00’ €KTa
VIpaBIiHHS B MAaHOyTHBOMY.
KJIFOUOBI CJIOBA: ynpapninas, KibepOe3mneka, Kibep3axuct, iHpopMallisi, IpOrHO3yBaHHS, JOCIIIKEHHSI.

BCTYII pecypciB st JOCSATHEHHS LIEH, BUSBJIEHHS
Bubip pimeHHs, BH3Hau€HHS JIarHO3y CTOCOBHO  OOMEXKYIOUMX YMHHHKIB PO3BUTKY 00’ €kTa [1].
00’€eKTa yIpaBIiHHSI MalOTh OOTPYHTOBYBATUCH Ha 1H(OP- MeTo10 TOCJTIKEHHS € OISl HAUOUTBII €PEKTUBHUX

Marlii, o BaroMo BUIIEpEPKyBalia y 4Yaci iCHYIOUi MpO-  MPUHIIMITB MIPUHHATTS PillleHb YIPaBIiHHSL.
[ECH PO3BUTKY IIOTO 00’€KkTa. BUKOpHCTaHHS MPOTHO3-

HOT iH(opMallii, 1110 JOPIBHIOE K MIHIMYM TPUBAJIOCTI pe- 1 AHAJII3 JIITEPATYPHUX TAHUX TA
ayi3aiifHoro MUKy Kibep3axucCTy, € OJHIEI0 3 TOIOBHUX IIOCTAHOBKA ITPOBJIEMHA
YMOB €()eKTUBHOTO YHpaBIiHHS. 3pO3yM1iJIO, [0 YUM JAaJi AHauti3 JiTepaTypHUX DKEPENT CTOCOBHO CHCTEMHOL
3a3UPHYTU B MalOyTHE, TUM YIIpaBiiHHs Oyjie Oijibll epe-  METOIO0JIOorIT IPOTrHO3yBaHb I0Ka3aB, IO MPOTHO3YBaHHS
KTHBHHM. HaJIa€ 3MOTY BUPIIITYBaTH BEIMKY KUJTBKOCTI crieln()iIHNX
Bennunna MiHiMallbHOTO BUTIEpeKEHHS iHQOpMaIlii €  3aBHaHb B TIPOIIEC] YIIPaBIiHHI, 30KpeMa:
JIOCTATHLOI0 YMOBOIO €(EKTUBHOTO YIPABIIHHS JIHIIE 1. BHU3HAYEHHS MPIOPUTETIB LiJNEH, sIKI MOXHa Oye
NPy BIJICYTHOCTI 3aTpUMKH B TiepepoOri iH(opmallii  BUPINIMTH BIPOJOBXK MEPiomy MPOrHO3YBAHHS;
Oe3nocepeIHbO B Kepyrodill migcucreMi. Ik HaM Bifomo, 2. BUSBIEHHS OO0 €KTUBHUX TEHJCHIIA PO3BHUTKY
TaKoi iZleaJibHO1 CUTYalil B IpakTHLi (pakTUUHO HE icHye.  (€BOJIOLii) 00’ €KTa yNpaBiHHS;
Tomy mepion BUNepekeHHS iH(OpMAIli TOBHHEH 3.  BHU3HAYCHHA TPYIIOBHX, MarepiabHHX,
30iIbLIyBaTUCS. HA  4Yac, IO BUTPAdae€TbCsl HAa  IMPHUPOAHHUX PECYPCiB AJS JOCATHEHHs LiJIeH ynpaBiiHHA
NIEPETBOPEHHS JaHUX B KEPYIOUiid micucTeMi. B MaiiOyTHbOMY;
Take BuUNepekeHHA iHpOpManii Moxke OyTH 4.  BUSBJIICHHS BHPOOHMYHMX Ta COIIAJILHUX TOTpPeO

JOCATHYTE JIMIIEe HAa OCHOBI HAyKOBOTO TPOTHO3YBaHHS, (3alMTy) CTOCOBHO KOHKPETHOTO 00’€KTa ynpaBiiHHS [2].
SKE TIOKJIMKaHE I1CTOTHO CIPHATH BHUPIIIEHHIO TaKUX
3aBJaHb:  OOIPYHTYBaHHS  aJbTEPHATUBHHUX  IIUICH
PO3BHUTKY, BIIIIYKaHHS ONTHMAJbHUX ILIAXIB, 3aCO0IB Ta

55



The 1st International Conference on Emerging Technology Trends on the Smart Industry and the Internet of Things, January 19% —

20t 2022

2 PE3VJIBTAT JOCJIIIKEHHSA

MeToro TpamWIiHHUX TPOTHO3IB KiOepOesrmekn €
NEepeBaKHO OKPEMi, YAaCTKOBI aCMEKTH JOCHiKyBaHOTO
00’ekta. MeTtonu iX po3poOKH BUIPABAOBYIOTH cebe, SK
MPaBWJIO, JIMIIE CTOCOBHO TIPOCTHX OO €KTIB, TOMY
BiZIOyBAa€THCS BUMYIICHE CIIPOIICHHS OMKCY CKIAIHUX
00’€KTiB [0 TaKoro piBHS, MPH SIKOMY JOCTaTHBO
e(EeKTUBHO IIPAIfO€ KOHKPETHUH METOJ IPOTHO3yBAaHHS
kibepOesmekn. B wMipy yckimagHeHHS 3aBAaHb, IO
BUPILITYIOTHCS MIPOTHO3HUMHU JOCTIKEHHSIMU,
MOPIBHSJIbHA €(DEKTUBHICTh OKPEMHUX METOIIB BiIXOIUTh
Ha APYTUH IUIaH CTOCOBHO LLIEH 3BEACHHS IIUX METOIIB y
cucteMd. B Takux  cHcTeMax — MPOTHO3YBaHHS
KibepOe3neky, o NpU3HavYeHi il PO3pOOKH MPOTHO3iB
CKJIaJHUX OO0’ €KTIB, BUKOPHCTOBY€THCS II€BHHUM YHHOM
B3a€MOTIOB’SI3aHA Ta  B3a€EMOY3TOMKEHa CYKYIHICTB
MeTOJiB, 3ac00iB 1 mporenyp. CucremMa MPOrHO3yBaHHS
KiOepOe3nekr TMOKJIMKaHAa BUKOHATH MpPHUHANMHI JBi
3aj1adi: Mo-TepIle, BUSIBUTH MHOKAHY BapiaHTiB PO3BUTKY
00’€KTa yNpaBliHHA; MHO-Apyre, MHOPIBHSAHHA 1 BHOIp
aJbTEpPHATHB PO3BUTKY [3].

OO0’ eqHaHHS PE3YyNBTATiB BUPIMISHHS JaHUX 3aBIaHb €
CHHTE30M CHCTEMH MHpPOTHO3YBaHHS KiOepOe3meKH, SKuid
BUPIIIIYE KOMIUIEKCHY (CHCTEMHY) MpoOjieMy mnependa-
YeHHsI PO3BHUTKY 00’€kTa ynpasiiHas. [lpu mpomy peasi-
3yIOTBCS TaKi CHCTEMHI MPUHIUIIH TPOTHO3YBAHHS:

1.  B3aeMOY3TOIKEHICTh Ta MiAMOPSAKOBAHICTH MPO-
THO3IB Pi3HHUX PIBHIB CTPYKTYpH 00’ €KTa;

2.  Y3TOIKEHICTh HAYKOBHX 1 HOPMAaTHBHHUX IPOTHO-
3iB;

3. Oe3mepepBHICTh NPOTHO3YyBaHHS, IO BUMarae
KOPUTYBaHHS POTHO3IB.

ToOTO cucreMa MPOrHO3YyBaHHS KiOEpOE3MeKH € IO CYTi
JUHAMIYHOI) CHUCTEMOI0 YIPABIiHHA 31 3BOPOTHIMH
3B’s13kaMu. Cuctema MpOrHO3yBaHHs KibepOe3neku, fK i
OyIb-sika 1HINA, BKIOYAaEe B cede TiJACHCTeMH, SKi
MOJIUISIFOTBCS 332 MPUHIIMIIOM JIOKaji3aiii ¢pyHkiii. Bona
MICTHTH IIICTH MificucTeM: (OPMYBaHHS 3a]a4 PO3BUTKY
00’exta; (opMmyBaHHA (QYHKIIA, OO 3a0€3MeYyrOTh
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BUpILICHHSI 3a/a4; OOIPyHTYBaHHsS 3aco0iB BHKOHAHHS
3amaHux (QYHKITH; OIIHKA HEOMHOPIAHOCTI CKIIAJOBHX
3aco0iB; ()OpMyBaHHS KOMIUIEKCHUX KpHUTEpiiB BUOOpY
aJbBTepHATHB; CUHTE3 CYKYIHOCTI aJbTePHATHB PO3BUTKY
00’exra. [4].

3 BUCHOBKHU

SIK BHCHOBOK JIOLUTBHO 3ayBaKUTH, IO, IO-TIEpIIE,
KaTeropiss ‘“‘ympaBmiHHA  HEBIIIUIbHA BiI Kareropii
“cucrema”, 00 TIJIBKM CTOCOBHO CUCTEMHO OpraHi30BaHUX
00’€KTiB MOXIIMBHHA MpOLEC YNPaBIiHHS; MNO-ApYyTre, i
Ccy0’€eKT, i 00’€KT yIpaBIiHHA € BIIHOCHO aBTOHOMHHMU
micucTeMamMy, MO (QYHKIIOHYIOTh 32 CHCTEMHUMH
3aKOHAMH; MO-TPETE, CaM MPOLIEC YIPABIIHHS € CUCTEMHO
OpraHi30BaHOIO ILTICHICTIO B3aEMOITOB’ I3aHUX CTaIil.

[lepcrieKTHBH TONANBIINX JOCHIDKEHb y JaHOMY
HampsiMKy. TakuM YMHOM, MOXKHa CTBEpIXKYBaTd, IO
BUKOPHCTaHHS TaKOTO MiIX0AY /10 BUOOPY YIPaBIiHCHKUX
pillIeHp 3HAaYHO 3MOXYTh 3a0€3MMEYUTH KOMILTEKCHHMA
PO3BHTOK TEXHOJIOTIH 1 TEXHIYHMX 3aco0iB y ramysi
kiOepOe3neku Ta Kibep3axucTy JepiKaBy.
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3ABE3NIEYEHHSA ®YHKIIOHAJIBHOI CTIMKOCTI IHOOPMAIIMHNUX
CUCTEM B YMOBAX BIZICYTHOCTI BUXI/ITHUX JAHUX ITPO BU3HAYAJIBHI
BUITAZIKOBI BEJIMYNHU

bepezoBebka H). — poktop dimocodii, momeHT Kadeapu KoM tOTepHHX Hayk JlepikKaBHOTO YHIBEpCHUTETY
TeJeKOMYyHiKaliii, HapuansHO-HAayKOBOTO iIHCTUTYTY iH(pOpMamiifHuX TexHonorii, Kuis, Ykpaina.

Bacunenko B. — K.T.H., IOmeHT Kadenpw KOMII'IOTEPHHX HayK Jlep:kaBHOTO YHIBEPCHUTETY TeleKOMYHIKAIin,
HapuansHO-HayKOBOTO IHCTUTYTY iHpOpMaiifHUX TexHomorid, Kuis, YkpaiHa.

ABSTRACT

Government organizations, medium and small businesses (companies) use information systems that are in constant interaction
with external influences. These impacts lead to the destruction of resources, disruption of staffing processes, and as a consequence,
disruption of work functions. To prevent such situations, at the stage of design and experimental development of information systems
there is a need to ensure the functional stability of information systems in the absence of initial data on the determinants of random
variables. Such actions will reveal individual patterns and properties of information systems and improve the performance of both
system components and information systems in general.

KEYWORDS: information system, network, functional stability, reliability, limited a priori information,
determining random values, time reserve.

AHOTANIA

HepxaBHi opranizauii, cepennidi 1 Manuii Oi3Hec (KOMIIaHii) BHKOPHCTOBYIOTH Al poOOTH iHQopMauiiiHi cucTemH, sKi
3HAXOAAThCA B MOCTIHIA B3aeMoOii 13 30BHINIHIMHM BIUIMBaMu. Lli BIUIMBH NPHU3BOASATH A0 PyHHYBaHHS PECypCiB, MOPYIICHHS
IITATHUX MPOLECIB, 1 K HACII 0K, 3pUBY BUKOHAaHHs poOounx GyHkuii. [1{o0 3amo6irtu TakuM cUTyallisiM, Ha CTafii MPOeKTyBaHHS
i eKCIIEPUMEHTANILHOTO BiAMPAIOBAHHS 1HPOPMAIIITHUX CHCTEM MOCTae€ HEOOXIMHICTh Y 3a0e3MmeueHH] (PyHKI[IOHATBHOT CTIHKOCTI
iH(pOpMAIIIHHIX CUCTEM B YMOBAX BiICYTHOCTI BUXITHUX JAaHUX PO BU3HAYAIbHI BUITAIKOBI BeIMUUHM. Taki aii 103BOISTH BUSBUTH
OKpeMi 3aKOHOMIPHOCTI Ta BIACTHBOCTI iHPOPMAIIIITHUX CHCTEM i HOKpAIATh pOOOTY K KOMIIOHEHTIB CUCTEM, TaK 1 iHpOpMaLliHHIX
CHCTEM B LIJIOMY.

KJIIOYOBI CJIOBA: indopmarniiina cucrema, Mmepexa, (QyHKIIOHAJbHA CTIMKICTh, HAIIHHICTh, OOMEXKCHA
anpiopHa iHpopMaIllis, BU3HAYaJIbHI BUIIAIKOBI BEJIMYMHH, PE3EPB Yacy.

Ha cporognimHiii neHs cepiio3HOI PEBOIOIIT 3a3HAE
CEKTOp TeNeKoMyHikaljiiHoro 3B’s3ky. Illo, B cBoio
Yepry, BHCTYIIAE pPYIIHHOI cwiolw Yy (opMyBaHHI
CIOCO0IB MPOEKTYBaHHS, PO3TOPTaHHA Ta EKCILTyaTalii
iH(pOpMaLIIHHIX CHCTEM, MEPEXK 1 MOCIYT, sSIKi HEOOX1IHi
KOpUCTYyBady. ToOMy, JIOCHTIJDKEHHS, $Ki CTOCYIOThCS
(hyHKITIOHYBaHHS BEIMKUX iHQOPMAILIHHUX CHCTEM SK B
VYkpaiHi, TaK i y IHIIMX KpaiHaX CBITY € aKTyaJIbHUMH Ta
€KOHOMIYHO e()eKTHUBHUMH.

[HpopmariiiiHi crcTeMu TOCTIHHO B3a€EMOMIIOTH 13
30BHIIHIMYU BruBaMu (KoH(pmikrtamu). Lle oGymoBiroe
HAsBHICTh B HUX MEXaHI3MIB, SKI MalOTh 3a0e3reuyBaTu
HOBY SIKICTh — 3JIaTHICTh 30€PEXKEHHS 1/a00 BiIHOBJICHHS
cBOIX (yHKII# (1XHIO CTIHKICTB) B yMOBaxX Pi3HOTO POIY
HECTIPUATIMBUAX BIUIMBIB, a camMe (yHKIiOHAJIBHOI
criiikocti. @DyHKIIOHAJIBHA CTIHKICT 1H(QOpMAIIHHUX
CHCTEM SBIA€ COOOI0 IHTErpajbHy BIIACTHBICTb, IIO
BKIIIOYA€E HAMIIHICTh, )KUBYYiCTh 1 Oe3meky. BifamosigHo,

OIlIHKA  TIOKA3HUKIB  (YHKIIOHANBHOI  CTIMKOCTI,
HeoOXiJlHa  JUIsd  TOpIBHSHHA  PI3HUX  BapiaHTIiB
POEKTYBaHHS.

Ha cranmii npoekTyBaHHS 1  KOHCTPYIOBaHHS

iH(QOpMAIIHHIX CHCTEM BUKOPHUCTOBYIOTHCS IMOKA3HUKU
HaJiHHOCTI, fKI TPakKTYIOTh SIK  XapaKTEePUCTUKU
IMOBIpHICHUX MaTeMaTHYHHX MOJEJICH CTBOPIOBAHUX

0o0’ekTiB, a Ha  CTamgil  EKCIEPUMEHTAILHOI'O
BiJIIpalfOBaHHS, BUNIPOOYBaHb i eKCIUTyaTanii
IIOKa3HMKaMH HAJIHHOCTI € CTATUCTHYHI  OILIHKH

BIJIIIOBITHAX IMOBIPHICHUX XapaKTEPUCTHK.

[Ipu omiHIi MOKa3HUKIB HAIMIHHOCTI iH(pOpMAIiHIX
CHUCTEM 4YacTO BIJACYTHI HEOOXIJHI BUXIJIHI JaHl JyIs
anpiopHUX IMOBIPHICHUX pO3PaxyHKiB, a CTaTHCTHYHA
OIIIHKA YCKJIQJIHEHA HEBEIMKUM 00CSTOM BUITPOOYBaHb, 32
SKUMHA MOYKHA BHU3HAYWUTH TIJIBKM OLIHKH MOMEHTIB

BU3HAYAILHUX BUIIQKOBHX BEJINYNH MPOLIECY
¢dbyHKIiOHYBaHHS  iHpopMariiiHux cuctem abo i
CKIIQJIOBUX 4YacTMH. Y Mid CHUTyalii HeoOXigHO

0OIpYHTOBYBATH JIESIKi XapaKTEPUCTUKH 1H(POpMAIITHNX
CHCTEM, HANpHKIAJ, Pe3epB Yacy, rapaHTOBaHI TOYHI
rpaHulli WMOBIpHOCTI 0€3BiAMOBHOI POOOTH CHUCTEMH Ta
KoeQillieHTa TOTOBHOCTI.

OTKe, OIIHKK TOKAa3HUKIB HAIHHOCTI HEOOXiITHO
BUKOPHCTOBYBaTH TIPH MPOEKTYBaHHI (YHKI[IOHAIBHO
CTIKMX 1HGOPMAIITHUX CUCTEM BPAaXOBYIOUH pE3epB
Yyacy PpIi3HOTO IJILOBOTO TPU3HAYEHHS IPH HAsIBHOCTI
oOMmesxeHoi anpiopHoi iHdopmarii.
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po

HOBI TEXHOJIOI'TI, IIIO PO3BUBAIOTHCS TA ®OPMYIOTbH IHIYCTPIIO
OHJIAMH-ITOP

Vyshnivskyi V. — Doctor of Computer Science, Department of Computer Sciences, State University of

Telecommunications, Kyiv, Ukraine.

Katkov Y. — Doctor of Computer Science, Department of Computer Sciences, State University of

Telecommunications, Kyiv, Ukraine.

ABSTRACT
Technological trends in the development of new intelligent technologies used in the online gaming industry and moving forward
are considered. Among such new intelligent technologies should be identified: virtual reality and augmented reality games (Virtual
Reality and Augmented Reality Gaming); Artificial Intelligence Technologies; Blockchain Technology; wearable technology (Wear-

ables Technology).

KEYWORDS: intelligent technologies, online gaming industry.

AHOTANIA
PosrisparoTees TeHACHLIT PO3BUTKY HOBHX IHTENEKTYaIbHUX TEXHOJOTIH, 0 BUKOPUCTOBYIOTECS B IHIYCTpil OHNAifH-irop Ta
3a0e3nedyoTh pyx ynepen. Cepel TakMX HOBHX IHTEJICKTYaJIbHUX TEXHOJIOTiH TpeOa BU3HAYUTH: BipTyalbHa PEasibHICTB Ta irpH 3
noroBHeHOO peanpsHicTO (Virtual Reality and Augmented Reality Gaming); TexHomnorii Ha 0CHOBI IITy4HOTO iHTEeNeKTY (Artificial
Intelligence Technologies); Texuonoris 6mokueiin (Blockchain Technology); Hocimi TexHomorii (Wearables Technology).
KJITOYOBI CJIOBA: iHTenexTyanbHi TEXHOJOTI1, IHIyCTpisl OHIAWH-ITOP.

TexHONOTiuHI TPEeH]T PO3BUTKY HOBUX IHTEIEKTyallb-
HUX TEXHOJIOTIH, 110 BUKOPHCTOBYIOTHCS B IHAYCTpIl OH-
JaifH-1rop, pyXaroTh CBIT yInepen, y CBiTiIe MaiOyTHe. 3a
OCTaHHI KiJIbKa POKiB iHAYCTpisl OHJIAHH-IrOp J0CSTIIA Be-
JIUKUX YCIIXiB TOMY, I1I0 BOHU IIBUIKO CKOPOYYIOTh PO3-
pUB i3 Bijieoirpamu, HajgarOun reiiMepaM He3alyTHI Bpa-
YKEHHSL.

B o0CHOBI Takoro cTpiMKOro pPO3BUTKY OHJIalH-irop
HOBI IHTEIEKTYaJIbHI TEXHOJIOTI1, 10 32CTOCOBYIOTHCS AJISI
CTBOpEHHS ITUX OHJaMH-irop. /lificHO, HOBI irpoBi GyHKIIIi
a0o BapiaHTU MOOLIBHUX iTOpP PO3BUBAIOTHCS 3 3a[1aMOPO-
YIMBOIO HIBUJIKICTIO HA OCHOBI IIMX HOBHUX IHTCJICKTYaJIb-
HHUX TEXHOJIOTiH. Y Hamil JHI MOOINBHI iIrpoBi Mporpamu
JIOCUTD TomyJisipHi. Hagimio cuiitu 3a KoMI'rorepom abo
HOYTOYKOM, SIKIIIO MOXKHA TpaTH Ha TenedoHi abo TuiaH-
nreti? [HOyCTpis po3BUBAETHCS 1 Uepe3 KilbKa POKiB MU
3MOKEMO IMIAKIIIOYATHCS 10 Ka3UHO 3a JOTIOMOTOI0 TEXHO-
Jorii Ta mporpam, 1o Haxomsatecs B loT (internet of
things) npuctposx.

Oco0aMBOCTSIMU 3aCTOCYBAaHHSI OCTaHHIX TEXHOJOTiY-
HUX TEHACHIIH € Te, MO X 3aCTOCOBYIOThH Ha 0J1aro rpas-
uiB. Hampukian, 3aBasky 3aCTOCYBaHHIO HOBUX IHTEIICK-
TyaJbHUX TEXHOJIOTIM B irpu Temep Jerime rpard, HiK
OyIb-KOIH, 1 BOHU OLIbIT MOOLIBHI, HixK Oymb-koau. Hosi
TEXHOJIOTIi 3a0e3MeuyI0Th KpaIlii TOCBi1, 3a0e311eUyI0Th
IUHaMiKy, Herepen0aueHiCTh Ta MOXIIMBICTh HABYATUCS.
Te, mo panime Oys0 HagymMaHoO GaHTa3i€r0, CTaIo BipTy-
aJBHOIO0 peabHICTIO. Termep MOXKHA MIBUAKO NEpEeHTH B
MOOIJIBHY BEpCito I'pU Ta IpaTH B irpu MpsMO 3 Opaysepa,
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110 paHiie 0ys10 HeMOXJIMBO. L{e cTocy€eThes He uiie Mo-
OUTBHUX irop.

Cepen TakuxX HOBHUX IHTENEKTYaJIbHHX TEXHOJOTIN
TpeOa BU3HAYNTH:

* BipTyaJbHa peaJIbHICTh Ta irpHU 3 JIOTIOBHEHOIO pea-
meHicTIO (Virtual Reality and Augmented Reality
Gaming);

* TEXHONOrii Ha OCHOBI INTYYHOTO
(Artificial Intelligence Technologies);

» TexHonoris 61ok4eitH (Blockchain Technology);

* Hocimi Texnonorii (Wearables Technology);

* a3apTHi irpu Ha MOOITBHHUX TpUCTposx (Gambling
on mobile devices).

BipryanbHa peanbHiCTh Ta irpu 3 JOMTOBHEHOIO pealib-
nictio (Virtual Reality and Augmented Reality Gaming).
Bipryansna peansHicts (VR) Ta nomoBHEHa peanbHICTH
(AR) — te nBi po3poOkH, sIKi MOXKYTh OyTH IOB'sSI3aHi 3 ir-
pamu. CerMeHTH BIpTyallbHOI peanbHOCTI OyIv JIoJaHi y
BiZICOITpH, SIKi MIMPOKO BBAKAIOTHCA MalOyTHIMU TEXHO-
JIOTIYHUMH TEHJAEHUisIMU. Irpu BipTyanbHOI peasbHOCTI
BXKE JIOCTYIHI Jsi mokynku. L[ TexHonoris Bce mie 3a-
HAJTO J0pora Jyisl TOro, mo0 Ii irpu HaOyJau IIHPOKOTO
MOLIMPEHHS, ajie BipTyalbHa peajbHICTh A€ Te, YOro He
MOXe OJHa 1HIIIa Tpa. Xo4a i PO3BUTKY L€l TEXHOJIO-
riYHOT TeHJCHIIT MOXKYTh 3HaJOOUTHCS POKH, BOHA, 0€3-
CYMHIBHO, 3MiHUTb IrpOBE CEPEAOBUILE, SKUM MH HOTO
3HAEMO.

Texnomorii

IHTETeKTY

mryyHoro  iHtenekty  (Artificial
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Intelligence Technologies). Icnye 6e3iy TexHoMOrIH, MO-
B'SI3aHUX 13 MTYYHUM IHTEJICKTOM, SIKi MalOTh CBOi BJIACHI
HaMpsIMKH MaTeMaTHYHHUX Ta 1HXCHEPHUX JOCIiIKCHb.
Huni mryynuii iHTENEKT 3pOOHB BEIMKUN BHECOK Y PO3-
BUTOK HayKH 1 TEXHIKU Ta SIK OTHA 3 HAMBAKJIMBIIINX Ta-
my3eit. LLITyqanii iHTENEeKT, TEXHOJIOT1Sl KOMITFOTEPHOI TPpH
rpa€ akTHBHY POJIb PO3yMHOMY NPUHHSATTI pitlieHs. Sk pe-
3yNBTaT BIACHOTO CKJIAJHOTO MpaBHJIa PyXy Ta MEHIIUH
cepeqHiii KOMIOHEeHTHHH (hakTop y Tmpotieci Horo dhopmy-
BaHHA, KOMIT'IOTEpHA Ipa IyXe AoIoMarae po3yMHHM
OPURHSTTS pileHHs, a0 Jonomarae A0 MOIIyKy ONTHMa-
JBHOTO METO/y BAMHEHHS XOJIiB.

PosrnsiHeMo HalfakTyanbHiIII TEXHOJIOTT IITYYHOTO iH-
TEJIEKTY JJIs 3aCTOCYBaHHs B iHAYCTpii OHNIaiH-1rOp:

ABTOoMarnuHe po3ITi3HaBaHHSA MOBH (Automatic speech
recognition). ABTOMaTHYHE pO3Mi3HABAHHS MOBJIECHHS
CTOCYETBbCS aKyCTHKH, sIKa PO3Ii3Hae (poHEMHU B TOJIOCO-
BoMy curHaii. CucTeMu po3mi3HaBaHHS T0J0Cy 00poOIIs-
I0Th CHUTHAJ, 3i0paHuii MikpohOoHOM, i iAeHTh(IKaIii
CJTIB, CKa3aHUX KOPUCTYBauCM.

O0pobOka mnpupomnoi wmoBu (Natural language
processing - NLP). ¥V To#i yac sik po3Ii3HaBaHHS MOBH 30-
Cepe/DKCHO Ha YHCTOMY IIEPETBOPEHHI TOJOCY B TEKCT,
NLP 06po6ku nprpoaHoi MOBU OLTBII TICHO MOB'A3aHA 3
001acTIO JHTBICTHKH, 1 ii MeTa 3p03yMITH, 0 KOPHUCTY-
Ba4 Ma€ Ha yBa3i, KOJIWM POOUTH MEBHY KOMaH/y, TUTAHHS
a00 3aTBEPIKCHHS. MUCbMOBHI YM YCHHUH 1 YOTO BiH O4i-
Kye pocartd. Kpim Toro, BiH aHamizye HacTpid, 100
3HAWTH Cy0'eKTHBHI 3akoHOMipHOCTI. Koporime kaxyuw,
1e MoJie, sIKe J0NoMarae CiJIkyBaHHIO (B OCHOBHOMY 3BY-
KOBOMY Ta NMHCHBMOBOMY) MK MAIIMHOIO Ta JIFOAWHOIO,
CTBOPIOE Bi3yaJIbHE Ta MOBJICHHEBE PO3ITi3HABAHHS B ILTY-
YHOMY iHTEJEKTi.

BizyansHe po3nizHaBanus (Visual recognition) rpyHTY-
€ThCsI Ha 00pOOIIi 300paskeHHs a00 BiIEOCUTHATY 3 METOIO
po3mi3HaBaHHs 00pasiB, GopM Ta, y Kpamomy pasi, Tod-
HOTO BH3HAUEHHS PI3HUX €JIEMEHTIB 300pakeHHS.

PosmiznaBanus Tekery (Text recognition) MOXkHA pO3T-
JSIIATH SIK YaCTHHY Bi3yalbHOTO PO3Ii3HABAHHS, OCKUTBKH
HOro OCHOBHOIO METOIO € PO3Mi3HABaHHA Ta iJICHTU]IKa-
ist Tekcty y opmarax 300paxkeHsb. s miei pobotu 3a-
3BMYail BUKOPUCTOBYIOThCS iHCTpymMeHTH OCR (Optical
Character Recognition - onTu4He po3mi3HaBaHHS CHMBO-
JiB).

Benuki nani (Big Data). He Bratounce y TexHiuHi O/
poowuti Big Data MoxHa po3risiiaTv sIK BETUKUI 00CsT J1a-
HUX, 1110 MiJUIATaroTh CTpyKTypH3arii. Big Data Mae BacHi
TEXHOJIOTIi CTPYKTypyBaHHS Juis iXx o0poOku. Big Data
JKUTTEBE BAXKIUBO 3aUIs IOCSTHEHHS IUIEH sSIK Y aHali3i
0i3HEeC-aHAJITHKH, TaK 1 y 3aCTOCYBaHHI IEBHUX aJITOPUT-
MiB MalllTAHHOTO HABYaHHSI.

ExcnieptHi cuctemu (Expert systems) siki MicTTb yci
MOXJIMBI 3HAHHS JIOOWMHM 3 TeBHOi Temu. Kiacuunum
NPUKIIAJIOM € CUCTEMH, IO TPAIOTh Y IIAXH, SIKi BUKOPHUC-
TOBYIOTh LMK HaOIp XOMIB Ta cTpareridi, BBEICHHUX Y
iXHIO mam'sITh, I BU3HAYEHHS HAWKPAaIoro xony (3a3Bu-
yail Ha OCHOBI JIEPEB PIlLlICHb).

PoGororexnika (Robotics). PoGoToTexHika 0XoIuTIOE
MIMPOKUH criiekTp npuctpois. opasy, konu cucrema abo
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POOOT IEMOHCTPYIOTh O3HAKHU 1HTEJIEKTY, HAPUKIIAM, 371a-
THICTh TIPUAMATH PIMICHHS, SKAMH O MPOCTUMHU BOHH HE
Oyny, MO>KEMO TOBOPHUTH TPO LITYYHHUH iHTEeNeKT. Tpebda
PO3YMITH, IO MITyYHUH IHTEICKT HE OOOB'SI3KOBO Ma€
OyTH 0COOMMBO CKJIAJHUM, BiH iICHY€ Ha BCIX PIBHSX, Ha-
BiTh Ha caMHX 0a30BHUX, i HOTO MOTPIOHO BIIPI3HATH Bix
30aTHOCTI BUMTHUCS Y MallWH; TOOTO MAIIMHHOTO HaB-
YaHHS.

Mammane HapyanHs (Machine Learning) B pamkax
LITYYHOTO iHTEJIEKTY HAMAraeThCs 3SMyCUTH CUCTEMY BUH-
THUCS 1 OB'A3yBaTH iH(OPMALIiIO TaK, 5K 1€ 3p0OHB OH HO-
JIOBIK. | TOMy BiH BUKOPHCTOBY€ aJTOPUTMU, 34aTHI BUSB-
JISITH 3aKOHOMIPHOCTI y TIONIEPEHIX JaHuX, 3AaTHI CTBO-
pIOBaTH MPOTHO3W Y MaiOyTHE, 1 HAaBiTh HOBI TEHJCHIII,
TaKi sIK NTHOOKe HaBYaHHS Ta ii aITOpUTMH HEUPOHHOI Me-
pexi. st irop morineHe BUKOPHUCTOBYBATH Pi3HOMAHITHI
AITOPUTMH MAIIMHHOTO HaBYaHHS, HANPHUKIAA, TIHOOKe
HaBYaHHS 200 KOTHITUBHUN 1HTEJICKT.

['mboke HaBYaHHS - [Ie CHCTeMa HaBYaHHS, sIKa 3aCHO-
BaHa Ha (YHKIIOHYBaHHI HEHPOHHUX MEPEX JIONCHKOTO
MO3KY JJis1 00poOKH iH(popMallii 3 Tyke CKIAIHOK MaTe-
MaTHYHOIO OCHOBOIO, BOHA CIHPAETHCS Ha JTOCBiA (TOOTO
TIOTIepPEIHI 1aHi, M0 TeHEPYIOTHCS CEPEeIOBHIIEM ado ca-
MOTEHEPYIOThCS ), BOHA HE MIOUYNHAETHCS 31 CTPOTMX BKa3i-
BOK, III0 BH3HAYAIOTH - 110 MTPABUIIEHO, a IO Hi), a00

KorHiTuBHUI iHTENEKT € KOMOIHAIi€0 paHiIIe 3raja-
HUX TEXHOJIOTIH 3 METOI CTBOPEHHSI CEPBICIB IITYYHOTO
IHTEIIEKTY, 30aTHUX PO3YMITH JIIOANHY, 3a0e3meuye 00’ ea-
HaHHS Bi3yaJlbHOTO pO3IMi3HABAHHA, 3BYKY, PO3yMiHHA
npountaHoro, NLP Ta MalllMHHOTO HaBYaHHS IJi CTBO-
PEHHSI CHCTEM, 3/JaTHHX pO3YMITH iH(OpMaIiio, sKa
IIOB’s13aHa 3 JIFOACHKOIO B3a€EMOJIEI0, 1 BIAIIOBIAHUM YH-
HOM pearyBarTH.

Texuomnorist 6nokueitn (Blockchain Technology). Lle
TEXHOJIOT'isI IIPO IO HIiKOJIM paHillle He 3aMHUCITFOBABCS Tpa-
Bell. Jlesikuii 9ac rpaBIli MOIJIM TPaTH HA peabHi oI 3a
JIOTIOMOT010 0aHKIBCHKHX ITepeKa3iB a00 KpeauTHUX/ne0e-
TOBHX KapTOK, TepIl HiXK NU(PPOBI €JIEKTPOHHI ramaHIli
3piBHSUIM MpaBuiia rpu. BoHu Oyiii nepImm KpoKkoM y Ha-
NpSAMKY OITKOWH-TEHMIHTY, SIKUi HUHI 3pocTae. [paBui Te-
Nep MOKYTh BUKOPUCTOBYBATH OiTKOHHM JUTS OHJIaliH-CTa-
BOK 3aBISIKH TEXHOJIOTIT OJIOKYEIiH.

Hociwmi texnomorii (Wearables Technology). dis ycy-
HEHHs 0ap'epiB, IO JO3BOJISIOTh BAKOPUCTOBYBATH TEXHO-
JIOT14HI MPUCTPOT, MO HOCATHCSI, MEHIIIOTO PO3MIpy 1 3 Oi-
JIBILOIO IIBUIKICTIO BiATYKY, oTpiden IP-npuctpiii (Arm
IP) 3 HU3BKUM €HEPTOCIIOKUBAHHSIM, TKUH MOXe 3a0e3re-
YUTHU TPOAYKTUBHICTH B YMOBaX 0OMEXEeHb 32 PO3MIPOM i
notyxHictio. Arm [P y moenHanHi 3 iHCTpyMeHTaMu po3-
poOKH pOrpaMHOTO 3a0e3rneueHHs 3a0e3neuyoTh Oe3re-
YHY 1 THY4Ky OOpOOKY JaHUX B €JEKTPOHIKH 3 HaiMeH-
IIMMHU PO3MipaMu KpeMHi0. Y Hamll AHI MOOUIBHI irpoBi
nporpaMu AOCUTh MONyJspHi. IHaycTpis irop po3BuBa-
€ThCSI TIO-PI3HOMY, 1 Uepe3 KLUIbKa POKIB MH 3MOXEMO ITiJI-
KJTFOUaTHCSI IO CEPBEPIB irop 3a JIOMOMOTOI0 TEXHOJIOT1H Ta
nporpam, o HaxoasTecs B [oT (internet of things) mpucT-
posix. OCKUTbKH pO3POOHHUKH MTPOJIOBKYIOTH BIIPOBAIKY-
BaTW 1HHOBAIIii, MH MO>KEMO OYiKyBaTH MOSIBU HOBUX TIPH-
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BaOJIMBUX MPUCTPOIB, IO HOCATHCS, SIKi JIETKO IHTETpy-
IOThCSI B Hallle XKUTTs. [IpuBHECEHHS «HEBUIAMMOKY B IIPO-
CTIp MPHUCTPOIB, IO HOCATHCS, MOB'I3aHE 3 MiHiaTIOpH3a-
II€F0 TEXHOJIOTII 1 BIPOBAKEHHSM 11 B TPSIMETH TTOBCSIK-
JIEHHOTO TOOYTY, Taki K OMAT 1 B3yTTA. Y TOH Hac sK
CMapT-TOAWHHMK Ta (iTHEC-TpEeKep CHOTOMHI € HaWO1IbII
3BHYHUMH TpucTposimu, Arm [P npononye HoBuii HaOip
hopM-akTopiB 3a MEKaMHU 3am'sICTS, AKi OOIISIIOTH 3Mi-
HUTH XUTTA MUIBHAOHIB JIFOIEH.

AzaptHi irpu Ha MoOiTbHUX MpUcTpoax (Gambling on
mobile devices). A3zapTHi irpu OHJAHH MOYMHAIOYH 3
2000-x poxkiB HaOymu momymapHOcCTi. [{iicHO, MOXKIIHBICTD
TpaTH B PYyJICTKY, OJIEK/DKEK a00 irpoBi aBTOMAaTH OHJIANH
Bpasuia rpasiiB. Lle gajgo irpoBoMy cBiTy HOBI MOXKJIMBO-
CTi Tparn OE3KOIITOBHO 1 MPaKTUKyBATHUCS, a HE Bimpasy
PHU3HUKYBaTu peajbHUMU IpomMa. Lle Takox J03BONMIIO
reiiMepam TpaTv, HE BHXOJSIYM 3 BJIACHOTO JOMY, a HE
ixath 10 HaHOMMKYOro KasWHO. 3TOfOM a3apTHi irpu
CTaJlM HACTUTBKY TOMYIAPHUMH, IO IHIYCTPis irop mo-
Yaja myKaTH CocoOu MOKPAIIUTH HOTo poOoTy 3a JI0Mo-
MOTOI0 MOOITTBHUX MPUCTPOiB. MoOiNbHUE reMOmiHr OyB
HACTYITHUM KPOKOM B iHIYyCTpii, 1 BiH 3'SBUBCS IIBHJKO.
Mo0OinbHi a3apTHi irpu OymyTh Ha PEKOPIAHO BICOKOMY Pi-
BHi 2022 poKy, IO JO3BOJIUTH I'PaBIsIM BIIEpIIE pOOUTH
CTaBKH HA XOZy.

Takum 9UHOM, IHTENEKTyallbHI TEXHOJOTIYHI TEHACH-
il pyxaroTh I1HAYCTPilO OHJAWH-ITOp ymepen, y CBITIe
MaiOyTHe. O4YiKy€eTbCs, 10 TEXHOJNOTIYHI JOCATHEHHS
3MIHSITB T€, IK MH TPa€MO B OHJIAHH-ITPH, ¥ Mipy TOTO SIK
MU pyxaemocs A0 Kpamjoro MaioOytHboro. Lle 30BciM He
HeratuBHa pid. CeKTOp OHJIAHH-ITOp HIBUIKO 3MIHIOETHCS
1 TEXHOJIOTIYHI TOCSATHEHHS, AKi BiH OXOIUTIOE, TIOKPAIILy-
IOTh CBIT OHJIaiH-irop. Mo)kHa CTBEpIDKYBaTH, IO OH-
JalH-IrpH CTaHyTh Ie TOMYJISPHIIINMHU Y MaiiOyTHHOMY,
OCKIJIbKM BOHHM HOKJIAJarOTHCS HAa HOBI TEXHOJOII, 1100
3a0e3MeYnTH Kpamui T0CBiI.
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